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1
Decision/action requested

It is proposed to approve the key issue described in TR 33.739.
2
References
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"R18 SID on Security Enhancement of support for Edge Computing — phase 2".
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"Study on Enhanced architecture for enabling Edge Applications ".

3
Rationale

The new SID on security enhancement of support for edge computing identifies security aspect on the roaming as a potential key issue [1].

4
Detailed proposal

*************** Start of the Change ****************

5.3.X
Key Issue #X: < Authentication and authorization for the EEC hosted in the roaming UE >

5.3.X.1
Key issue details
This Key Issue aims at addressing authentication and authorization problem for the EEC hosted in the roaming UE.

In 3GPP TS 23.700-98 v.0.6.0, it is stated that "It is required to clarify how an EEC hosted in the roaming UE can be authenticated and authorized to access the edge computing services available in the VPLMN. The related requirement is described in GSMA OPG as follows: ‘Access of roaming subscribers to edge applications in the visited network shall be subject to authorisation by the subscriber's Home OP and the Visited OP’. ".
However, the edge computing authorization procedures for roaming scenarios, which may need the cooperatrion of home network and visiting network, are still unclear. Moreover, mechanisms which can be utilized to authenticate EEC hosted in the roaming UE and data protection are not defined. 
Therefore, the procedures and mechanisms about authticating and authorizing EEC hosted in the roaming UE and data protection should be studied. 
5.3.X.2
Security threats

EEC hosted in the UE may not be authenticated and authorized in the roaming scenarios. An attacker may manipulate the data communicated with edge computing service in the VPLMN.
5.3.X.3
Potential security requirements

Mutual authentication and authorization between EEC and EHE in VPLMN in the roaming scenarios should be supported.
Communication between EEC and EHEin VPLMN in the roaming scenarios should be securely protected.
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