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******************** START OF CHANGES

5.10.3
Security requirements
Existing requirements in TS 33.501 on the SEPP should continue to apply in the roaming hub scenario unless there are explicit exceptions. Specifically, the requirements on edge protection of the PLMN should still apply. Existing NFs and SCP should be impacted as least as possible. For the roaming hub scenario, new requirements are as follows.
-
The external entity should use its own unique credentials to authenticate itself towards the remote SEPP.

-
Any connection between NFs or SCPs of a PLMN and a SEPP or SEPPs and the external entity should be confidentiality, integrity and replay protected.
-
Any connection between NFs or SCPs of a PLMN and a SEPP or SEPPs hosted by the external entity should be confidentiality, integrity and replay protected.
- 
It should be possible for the remote SEPP to verify that the external entity has been authorized by the PLMN to operate the SEPP.

-  
The solution should enable the external entity to operate SEPPs for multiple PLMNs in a way that isolates the SEPP instances operated for different PLMNs from each other for security reasons. Specifically, if one of the instances gets corrupted or otherwise malfunctions, other instances should remain unaffected as much as possible.

******************** END OF CHANGES

