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Decision/action requested

It is requested to approve the new Key issue for Standardising Automated Certificate Management in SBA
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References
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3GPP TS 33.310 ‘Network Domain Security (NDS); Authentication Framework (AF)’
[y]
RFC 5280 ‘Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile’
[w]
RFC 6960 ‘X.509 Internet Public Key Infrastructure Onlince Certificate Status Protocol (OCSP)

[z]
RFC 6066 ‘Transport Layer Security (TLS) Extensions: Extension Definitions’
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Rationale

In the last SA3 meeting, SID S3-220520 was agreed to address a standardized model and set of procedures for automated certificate management. One key subset of those procedures, critical for the security of the whole architecture, refers to revocation schemes to be considered in the 5G Core SBA architecture. This key issue studies the adequacy of different revocation schemes in the certificate management framework to be used in 5G Core SBA architecture, highlighting some operational aspects like flexibility, scalability and agility as evaluation criteria. 
4
Detailed proposal

************ START OF CHANGES ************
5.x
Key Issue #X: Certificates revocation procedures 
5.x.1
Issue details
Certificates revocation procedures are a critical part of the overall certificate lifecyle management. Every certificate has a finite validity period, during the one it is expected to be in use. However, during that validity period the certificate owner and/or Certificate Authority may consider and declare that a certificate is not longer trusted, i.e., invalid prior to the expiration of the validity period, due to multiple circumstances (e.g., suspected compromise of the private key).      

Certificate Revocation Lists (CRLs), Online Certificate Status Protocol (OCSP) and OCSP stapling are revocation schemes/functions of certificate revocation. Clauses 6.1a and 6.1b of TS 33.310 [x] provides profiles for CRL and OCSP respectively.

RFC 5280 [y] defines a CRL as ‘a time-stamped list identifying revoked certificates that is signed by a CA or CRL issuer and made freely available in a public repository’. The method involves each CA/CRL issuer periodically issuing such list, in order to communicate the status of the affected certificates. When a client wants to retrieve a CRL for a certificate, it retrieves it from a specified CRL Distribution Point (CDP), that could be typically HTTP or LDAP locations distributed in the network to improve the inherent latency of the procedure. 
OCSP, defined in RFC 6960 [w], is ‘a protocol useful in determining the current status of a digital certificate without requiring CRLs’. It can be used in addition to or instead of CRLs. OCSP stapling (refer to RFC 6066 [z]) is basically an enhancement to the standard OCSP protocol, aiming to offload the consumption of client resources and the contact with the OCSP server. With OCSP stapling, the OCSP response is transported together with the certificate (“stapled”) in the security procotol. OCSP stapling makes the server responsible of performing OCSP requests. 
5.x.2
Security Threats
If the process of publishing a new updated CRL is too slow, itcan leave the client open to attacks. E.g., a revoked certificate may be maliciously used during the time window between the revocation and the reception of the CRLs. 
The lifecycle of ephemeral/short live Network Functions (e.g., in Network Slicing) will likely reduce even more the time window for distributing and retrieve the information on the revocation status of the certificates. There is a risk that the clients are not updated accordingly, creating a security vulnerability.    

Lean Network Function designs based on micro-services type of software architectures are aiming to optimize the use of resources. Intensive demand of revocation status checks can generate a severe impact in service availability by downgrading the performance of the Network Function. 


5.x.3
Potential security requirements
5G Core SBA Network functions and operator PKI require a certificate revocation schema, part of the overall certificate lifecycle management framework, capable to address the following requirements:

· Scalability – the number of revoked certificates should not be a concern in terms of latency and/or performance of the SBA architecture and network functions

· Fast/near real time responses – the revocation function should serve in a highly dynamic environment hosted by virtualized cloud infrastructure

· Availability – in case of operator CA outages, or issues in the communication to revocation infrastructure , the revocation procedures should be minimally affected, and the Network Functions should be able to check the validity status of the certificate to be verified. 

************ END OF CHANGES ************

