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1
Decision/action requested

It is requested to approve the new Key issue for KAF refresh without primary authentication.
2
References

[1]
3GPP TS 33.535 Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)
3
Rationale

The current 3GPP Rel 17 specification doesn’t consider the scenario where the provisioned key KAF expires in trusted or untrusted AF for the AKMA usecase, then how to renew the keys. It is left for the release 18. We have the Rel-18 SID approved (S3-220538) with following objectives. “ It is desirable for the HN to be able to trigger primary authentication. This study is proposed to investigate the support such a capability in 5GS. This study can provide home network control and address issues but not limit to , for example , UPU/SoR COUNT wrap around, refresh of KAUSF“. 

If the primary authentication is triggered due to the expiry of keys in a specific AF, then all AFs linked to this SUPI need to update the keys. I.e., if there are n number of AFs involved, one of the AFs wants to refresh the keys and 5GC needs to perform primary reauthentication, then all the n-1 AFs' KAFs will be refreshed and, consequently, all the AFs will need to change the keys. At least 3GPP should study possible solutions where other AFs are not impacted. i.e., KAF refresh via 5GC only affects that specific AF alone, without affecting other AFs and related key materials.

There was also a discussion on the same during the last SA3 meeting: 





4
Detailed proposal

************ START OF CHANGES ************
5.X
Key Issue #X: Signalling overload due to running the primary authentication for Kaf refresh  

5.X.1
Issue details
The current 33.501[x]v17.3,0 doesn’t consider the scenario where the provisioned key KAF expires in trusted or untrusted AF for the AKMA usecase, then how to renew the keys. I.e., via primary authentication. It is  a leftover issue and is going to addressed in S3-220538 with following objectives. “ It is desirable for the HN to be able to trigger primary authentication. This study is proposed to investigate the support such a capability in 5GS. This study can provide home network control and address issues but not limit to , for example , UPU/SoR COUNT wrap around, refresh of KAUSF“. 

If the primary authentication is triggered due to the expiry of keys in a specific AF, then all AFs linked to this SUPI need to update the keys. I.e., if there are n number of AFs involved, one of the AFs wants to refresh the keys and 5GC needs to perform primary reauthentication, then all the n-1 AFs' KAFs will be refreshed and, consequently, all the AFs will need to change the keys. At least 3GPP should study possible solutions where other AFs are not impacted. i.e., KAF refresh via 5GC only affects that specific AF alone, without affecting other AFs and related key materials.
Secondly, if AF is allowed to request the 5G core to perform primary reauthentication, then there may be multiple primary reauthentiations because of multiple AFs being involved with the UE. Multiple primary authentications may also result in an energy drain at the UEs.
And this multiple primary authentications obviously leads to signalling overhead and causes a refresh of the entire key hierarchy impacting both core and access security. The situation will be bad if the AUSF and the UDM handles the request for authentication evey time, and it will be worse if more than one request is received in a very short period.
5.X.2
Security Threats
TBD.
If the UDM or the AUSF handles the request for primary authentication everytime without determing and if the more than one request is received in a very short of periord, the signalling overhead inside 5GC may happen
5.X.3
Potential security requirements
.
The 5GS should reduce the impact on the signalling overhead when Home Network triggered authentication is supported.
************ END OF CHANGES ************

