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1
Decision/action requested

It is requested to approve the new Key issue for AKMA Roaming.
2
References

[1]
3GPP TS 33.535 Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)
[2]
3GPP TR 33.737 Study on enhancement of AKMA 
3
Rationale

In the last SA3 meeting, SID S3-220531 was agreed to address AKMA Roaming architecture and potential security issues. Also, to consider SA3-LI requirements.
4
Detailed proposal

************ START OF CHANGES ************
5.X
Key Issue #X: Support for AKMA roaming scenario  

5.X.1
Issue details
The AKMA architecture, AKMA procedure and key generation are specified in 33.535[1]. The key issue is to study the following two scenarios in AKMA: 

- If UE is in VPLMN and trying to access the VPLMN AF, then procedures to support such a usecase, with the LI requirement addressed. 
- If UE is in VPLMN and trying to access the HPLMN AF, then procedures to support such a usecase, with the LI requirement addressed.



5.X.2
Security Threats
TBA
5.X.3
Potential security requirements
The AF may be able to determine if the UE is roaming. .

AKMA service should be made to comply with the serving network’s regulations.

.
************ END OF CHANGES ************

