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1
Decision/action requested

It is proposed to approve the changes to the KI#2.
2
References

[1]
3GPP TR 33.741: "Study of home network triggered primary authentication".
3
Rationale

The Key Issue #2 in TR 33.741 [1] describes the signalling overload upon the AKMA KAF refresh. However, it is not yet agreed in SA3 that there will be a primary authentication for KAF refresh and a specific key issue is missing. It is not either agreed that Home network triggered primary authentication should be specified. 
Key Issue #1 introduces the possibility for a a general Home Network triggered primary authentication and therefore it could be good to have a generic key issue to address any potential need and overload of the update of the key hierarchy for the home and visited networks upon primary authentication. But Key Issue #2 is dependent on the outcome of Key Issue #1. Therefore, it is proposed that an Editor's Node is added to reflect this dependency. 
Moreover, since the use cases for a potential Home Network triggered primary authentication are not analyzed with respect to the need of such a procedure there could be any NF or AF triggering primary authentication. This should be described in a generic way in the Key Issue #2 detail. the study should investigate if any NF or AF should have the ability to trigger uncessary primary authentications. This document proposes changes the formulation of Key Issue #2 to capture these aspects i.e., the need and the ability for a NF/AF to request an invocation of the Home triggered primary authentication and the resulting overhead.
4
Detailed proposal

*** BEGIN CHANGES ***

5.2
Key Issue #2: Signalling overload due to the execution of the Home Network triggered primary authentication
5.2.1
Issue details

A Home triggered primary authentication has the potential to be initiated by an internal NF or an internal or external AF depending on the use case. The use cases include interworking, SoR/UPU counter wrap around and KAKMA refresh.
If a NF or AF is allowed to request the 5G core to perform primary authentication, then there may be multiple primary authentications because of multiple NFs or AFs being involved. Multiple primary authentications may also result in an energy drain at the UEs.
And these multiple primary authentications obviously lead to signaling overhead and cause a refresh of the entire key hierarchy impacting both core and access security. The situation will be bad if the AUSF and the UDM handle the request for authentication every time, and it will be worse if more than one request is received in a very short period.
5.2.2
Security Threats

If the UDM or the AUSF handles unnecessary requests for primary authentication, a signaling overhead inside 5GC may occur.
5.2.3
Potential security requirements

The 5GS may reduce the impact on the signaling overhead when Home Network triggered authentication is supported.
Editor's Note: The requirement and conclusion for this key issue is dependent on the conclusion of the dependent key issues in this document.
*** END CHANGES ***

