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1
Decision/action requested

It is requested to approve the new solution for KI #2.1 of 3GPP TR 33.739 v0.1.0.
2
References

 [1]
3GPP TR 33.739 v 0.1.0 Study on Security Enhancement of Support for Edge Computing — Phase 2


(Release 18)
3
Rationale

In 3GPP TR 33.739 v 0.1.0 [1], it is stated that " the edge computing authorization procedures for roaming scenarios, which may need the cooperation of home network and visiting network, are still unclear. Moreover, mechanisms which can be utilized to authenticate EEC hosted in the roaming UE and data protection are not defined. Therefore, the procedures and mechanisms about authenticating and authorizing EEC hosted in the roaming UE and data protection should be studied. "
Therefore, a solotion is required to adderss the authentication and authorization problem between EEC hosted in roaming UE and EES.

4
Detailed proposal

It is proposed to introduce the following solution to clause 6 of 3GPP TR 33.739 v0.1.0.
*************** Start of 1st Change ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 23.700-48: "5G System Enhancements for Edge Computing; Phase 2".
[3]
3GPP TR 23.700-98: "Study on Enhanced architecture for enabling Edge Applications ".
[4]
3GPP TS 33.558: "Security aspects of enhancement of support for enabling edge applications".
[5]
3GPP TS 33.839: "Study on security aspects of enhancement of support for edge computing in the 5G Core (5GC)".
…

[x]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) "
[y]
3GPP TS 33.501: "Security architecture and procedures for 5G System"

*************** End of 1st Change ****************
*************** Start of 2nd Change ****************

6.X
Solution #X: < Authentication and authorization between EEC hosted in the roaming UE and EES>

6.X.1
Solution overview
This solution addresses the KI #2.1 of 3GPP TR 33.739.
This solution reuses the existing GBA mechanism to support the mutual authentication procedure.
In edge computing scenarios, one UE may have multiple EECs. Each EEC hosted in UE should be authenticated and authorized by the EES.
Moreover, to authenticate the EEC via correct network functions, EES needs to know if UE is roaming. Specifically, without the correct serving network name of EEC/UE, ECS cannot connect to the correct network functions related to the authentication procedure.
Since EEC may authorized by ECS to request services from EES, EES needs to support verify the token that is generated by the ECS.
To address the challenge, authentication and authorization between EEC hosted in the roaming UE and EES are proposed.
6.X.2
Solution details
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Figure 6.X.2-X: Authentication and authorization between the EEC and EES based on Zn-Proxy
It is assumed that EES is deployed in the 3GPP operator domain and trusted by the 3GPP operator.

It is assume that EES has obtained certificate or public key of ECS.
Step 0. UE is registered in the home network. UE obtains B-TID from BSF in the home network during the GBA procedure. By regarding the ECS as the NAF, according to TS 33.220 [x], UE can calculate Ks_NAF, Ks_int_NAF, and Ks_ext_NAF based on NAF ID of the EES. UE selects one of them as the KEES. And UE can derive KEEC-EES based on KEES and EEC ID. KEEC-EES can be derived using KDF that is defined in Annex B of TS 33.220, where EEC ID is served as the input parameter and KEES is served as key that is utilized to derive KEEC-EES.
Step 1. EEC sends EEC registration request to the EES. The request includes B-TID, encrypted EEC ID, and key indicator, where EEC ID is encrypted by KEES. Key indicator is a string (e.g., ‘Ks_int_NAF’) that is utilized to indicate the key that is served as the KEES. EEC may also send GPSI to EES via the provisioning request. If ECS authorize EEC to access EES via the token, ECC will send the token to the EES via the provisioning request. MAC-I is the Message Authentication Code that is employed to protect the integrity of B-TID, encrypted EEC ID, GPSI (if provided), key indicator, and the token (if provided by ECS). MAC-I can be built on Annex D of TS 33.501 [y], where KEES is served as the integrity key.  

Step 2. Upon receiving the provisioning request, EES detects the home network of the UE based on the B-TID according to TS 33.220. ECS should obtain UE information, which include the PLMN identifier where the UE is currently located, the access types that are utilized by the UE, and RAT types that are utilized by the UE. According to sub clause 6.1.3.18 of 3GPP TS 23.503 [c], EES can obtain UE information from PCF using the event report procedure. And EES can verify if UE is roaming by comparing the home network identifier with the PLMN identifier that is sent by PCF. Specifically, UE is roaming if Mobile Country Code and Mobile network Code in home network identifier are not identical to those in PLMN identifier that is sent by PCF. If EEC is not hosted in the roaming UE, the non-roaming authentication and authorization mechanism among EEC and EES can be employed. Otherwise, the procedure goes to step 3.
Step 3. In UE roaming scenarios, according to 3GPP TS 33.220 [x], EES needs to request KEES​ (i.e., KAF corresponding to EES) via Zn-Proxy if EES is connected to the serving network of UE. The authentication request includes the B-TID, NAF ID of the EES and key indicator. In roaming scenarios, the EES directly request KEES from BSF in the home network of UE/ECS if EES is connected to the home network of UE.
Step 4. Zn-Proxy sends the authentication request to the BSF in the home network of the UE. The authentication request includes the B-TID, NAF ID of the EES and key indicator.
Step 5. BSF derives the KEES according to the B-TID, NAF ID of the EES and key indicator. BSF sends the KEES and the corresponding expiration time to the Zn-Proxy. In roaming scenarios, the BSF directly sends KEES to EES if EES is connected to the home network of UE.
Step 6. Zn-Proxy sends the KEES and KEES expiration time to the EES.

Step 7. EES leverages the KEES and MAC-I to verify the integrity of the provisioning request message. If the provisioning request message is modified, EES terminates the provisioning request procedure. Otherwise, EES decrypts the EEC ID. 
Step 8. Upon receiving the KEES, EES derives the KEEC-EES based on the KEES and EEC ID. KEEC-EES can be derived using KDF that is defined in Annex B of TS 33.220, where EEC ID is served as the input parameter and KEES is served as key that is utilized to derive KEEC-EES.
Step 9. Mutual authentication and TLS connection can be realized based on KEEC-EES. Specifically, the mutual authentication and TLS connection is realized based on clause 5 of TS 33.222 [4], where KEEC-EES is served as NAF key. 

Step 10. EES authorizes EEC for the requested service. The EEC authorization is processed based on pre-configured policies or the token provided by the EEC. For the pre-configured policies based EEC authorization case, EES authorizes the EEC if the EEC registration request message matches the pre-configured policies. For the token-based EEC authorization case, the EES first checks if the token is expired. If the token is not expired, EES verifies the ECS digital signature in the token using the public key or certificate of ECS. Otherwise, EES rejects the request. If ECS digital signature in the token is successfully verified, EES checks against EEC ID, GPSI (if provided), and requested EES service name(s) against the token claims. If the information is matched, EES authorizes EEC to access the requested service. Otherwise, EES rejects the request.
Step 11. EES sends the authorization result via the EEC registration response message. 

Editor’s note: It is FFS how to solve the authentication selection failure case if there do not exist the same authentication mechanisms.
Editor’s note: The way of sending EEC ID  is FFS.

6.X.3
Solution evaluation 

EES can verify if EEC is hosted in a roaming UE based on B-TID and UE information that is obtained from PCF.
Mutual authentication between EEC and EES can be realized based on KEEC-EES.
EES authorizes EEC based on the pre-configured policies or tokens that are generated by EEC.
The solution is realized based on GBA.

*************** End of 2nd Change ****************
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