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1
Decision/action requested

Approve the pCR to TR 33.858 below.
2
References

[1]
3GPP TR 33.858: "Study on security aspects of enhanced support of Non-Public Networks phase 2".
3
Rationale

To provide localized services to the UE, the UE and the hosting network need to be able to authenticate. This contribution proposes to study authentication between UE and hosting network with a new key issue in TR 33.858 [1].
4
Detailed proposal

*** BEGIN CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
3GPP TR 23.700-08: "Study on enhanced support of Non-Public Networks; Phase 2".
[y]
3GPP TS 22.261: "Service requirements for the 5G system".
…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

*** NEXT CHANGE ***
3.1
Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
For the purposes of the present document, the following terms and definitions given in TR 23.700-08 [x] apply:

Local service, Localized service: Service, which is localized (i.e. provided at specific/limited area) and/or can be bounded in time. The service can be realized via applications (e.g. live or on-demand audio/video stream, electric game, IMS, etc), or connectivity (e.g. UE to UE, UE to Data Network, etc.).

Hosting network: A network providing access to Local/Localized services.



*** NEXT CHANGE ***
5.X
Key issue #X: Hosting network and UE mutual authentication
5.X.1
Key issue details 

The terms "localized service" and "hosting network" are explained in clause 3.1 of this document. 
In the service requirements for localized services in TS 22.261 [y], the need for UE authentication to a hosting network is described in clause 6.41.2.4 as follows:

"The 5G system shall be able to authenticate and authorize the UE of a user authenticated to a hosting network to access the hosting network and its localized services on request of a service provider."

Further, TR 23.700-08 [x] studies "Key Issue #4: Enabling UE to discover, select and access NPN as hosting network and receive localized services". Clause 5.4.1 of TR 23.700-08 [x] states:

"NOTE 2:
Security aspects (such as authentication of the UE and security aspects of provisioning) are addressed in SA WG3. The authentication architecture is addressed in both SA WG2 and SA WG3."

The intention of this key issue is to study authentication of a UE to a hosting network, if existing security mechanisms can be reused or new security mechanisms are needed. From a security point of view, the authentication of a UE to a hosting network needs to be mutual authentication, to mitigate impersonation of both the UE and the hosting network.
5.X.2
Threats

If the UE is not authenticated towards the hosting network, it is possible to impersonate the UE.

If the hosting network is not authenticated towards the UE, it is possible to impersonate the hosting network.
Editor's note:
Further threats is FFS.
5.X.3
Potential security requirements 
The 5G system shall provide the means for UE and hosting network to mutually authenticate.


Editor's note:
Further requirements is FFS.

*** END CHANGES ***

