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1
Decision/action requested

Approve the pCR to TR 33.858 below.
2
References

[1]
3GPP TR 33.858: "Study on security aspects of enhanced support of Non-Public Networks phase 2".
3
Rationale

This contribution proposes to study security of non-3GPP access for SNPN in a new key issue of TR 33.858 [1]. 
4
Detailed proposal

*** BEGIN CHANGES ***
2
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*** NEXT CHANGE ***

5.X
Key issue #X: Security of non-3GPP access for SNPN
5.X.1
Key issue details 

TR 23.700-08 [x] studies "Key Issue #2: Support of Non-3GPP access for SNPN". Clause 5.2.1 of TR 23.700-08 [x] states: "Currently the 3GPP specifications do not support direct connection to SNPN via non-3GPP access networks" and "One objective of this key issue is to enable the 5GS to support direct connection of non-3GPP access networks to the SNPN's 5GC."
The intention of this key issue is to study if existing security mechanisms for enabling non-3GPP access in a PLMN can be reused for enabling non-3GPP access in an SNPN, or if new security mechanisms are needed. 
5.X.2
Threats

If non-3GPP access in an SNPN does not provide mutual authentication between UE and SNPN, it is possible to impersonate the UE or SNPN.

If communication between UE and SNPN via non-3GPP access is not confidentiality, integrity or replay-protected, it is possible to disclose, tamper or replay the communication. 
5.X.3
Potential security requirements 
The 5G system shall provide the means for UE and SNPN to mutually authenticate if non-3GPP access is used.

The 5G system shall provide the means to confidentiality, integrity and replay protect communication between UE and SNPN, if non-3GPP access is used.

NOTE:
Existing security mechanisms are expected to be re-used if possible. 
*** END CHANGES ***

