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1
Decision/action requested

This contribution is accepted by the group.
2
References

NA
3
Rationale

The PINE behind PEGC and PEMC could be one of the scenarios investigated by SA2 study TR 23.700-88, accordingly, whether such a device should be authenticated and authorized by 5GC requires one key issue for further check. It’s possible to include this key issue during the SA3 study phase. However, for the threats and requirements, SA3 would rely on whether such a device could be controlled by 5GS or not. 
4
Detailed proposal

5.X
Key Issue #X: Authentication and authorization for PINE
5.X.1
Key issue details

A key aspect of the planned support of the 5G system for PIN is the ability of a UE (referred to as PEGC) to act as a gateway for PIN elements (PINEs), which are not acting as 5G UEs, to connect to 5GC. 

According to TR 23.700-88 [xx], a PINE without 3GPP capability cannot directly connect to the 5GC, but through the PEGC. Whether the PINE without 3GPP capability needs to be known by the 5GC and how to identify the PINE needs to be studied, e.g., for controlling access of the PINE to connecting 5G data networks, differentiating the PINE for policy provisioning, authorizing the PINE for traffic relay, etc.

5.x.2
Security threats

TBD. 

5.x.3
Potential requirements

TBD.

******** End of change*********
