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************ START OF CHANGES
[bookmark: _Toc92816690]V.1	General
[bookmark: _Toc80693987][bookmark: _Toc80694120][bookmark: _Toc92816691]V.1.1	Scope
User consent can be required for 3GPP features depending on local regulations. Therefore, this annex describes the generic security requirements and procedures to support user consent enforcement in 3GPP services. While the use cases can differ, the annex focuses on the common and generic aspects related to the storage, checking and revocation of the user consent. 
The user consent related requirements and mechanism in the present document are applicable only when it is required by regional regulations or operator’s local policy, not otherwise.
The term data processing in this annex is used to convey the same meaning as in [101].
[bookmark: _Toc92816692]V.1.2	Relationship between end-users and subscriber 
It is assumed that the user consent is obtained from the end-users. The end-user(s) is the subscriber itself or authorize the subscriber to provide consent on behalf of the end-users. Alternatively, the end-users are authorized by the subscriber to provide the consent. That means user consent is always tied to the subscription information. How authorization is provided between the subscriber and the end-users is out-of-scope of this specification.
NOTE: The term end-user is defined in TR 21.905 [1].
V.1.3	User consent enforcement point 

An NF that is mandated to enforce user consent is called an enforcement point. This NF can be an NF taking a decision whether to process user data, or an NF taking the decision whether to forward a request for data subject to user consent. The enforcement point shall reside in the same trust domain as the source of the data subject to user consent. Depending on local regulation, the enforcement point may have to be located in a specific regulatory domain (e.g. geographical location).
************ NEXT CHANGE
[bookmark: _Toc92816694]V.3	User consent check
Any NF that is deemed an enforcement point for user consent shall support to retrieve the user consent parameters from the UDM. 
Any NF that is deemed an enforcement point for user consent shall not accept any services or requests for data processing unless user consent is granted.
NFs, when obtaining or checking the user consent parameters, shall consider the user consent parameters as effective until revoked when obtaining or checking the user consent parameters.
Any NF that is deemed an enforcement point for user consent shall be informed of the allowed purpose of data processing when receiving the user consent data. This NF shall also be informed of the purpose of data processing when receiving the request to process user data.
Editor’s Note: Details to be added on how the enforcement NF is informed of the purpose.

************ END OF CHANGES

