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**** FIRST CHANGE ****
[bookmark: _Toc51168098][bookmark: _Toc45274841][bookmark: _Toc45274254][bookmark: _Toc45028589][bookmark: _Toc35533246][bookmark: _Toc35528485][bookmark: _Toc26875734][bookmark: _Toc19634674]7.3.3	UP integrity protection policy 
[bookmark: OLE_LINK88]NOTE a:	In this present document, only EN-DC capable UEs and EN-DC capable eNBs support UP integrity protection. Therefore, the eNB can only activate UP integrity protection with a UE which has indicated that its both EN-DC capable and it supports user plane integrity protection with EPS.
[bookmark: OLE_LINK16][bookmark: OLE_LINK17][bookmark: OLE_LINK77][bookmark: OLE_LINK70]If the UE indicates that it supports user plane integrity protection with EPS in EIA7 in the EPS security capability, the MME shall provide UP integrity protection policy for each E-RAB to the eNB during the Attach/Dedicated bearer activation/Dedicated bearer modification procedure as specified in TS 23.401 [2]. The MME receives UP integrity protection policy from SMF+PGW-C via SGW.
Editor’s Note: How to address the issue that some existing MMEs may not copy all EEA/EIA bits from NAS signalling into S1AP or some existing eNB may not copy all the EEA/EIA bits from S1-AP signalling into X2AP signalling raised by RAN3 LS S3-212436 are ffs.
NOTE 1:	The SMF+PGW-C can be locally configured with UP integrity protection and confidentiality policy. However, the SMF+PGW-C only sends UP integrity protection policy to the upgraded SGW. The SMF+PGW-C, SGW and MME can use GTP-C signalling compatibility concepts to jugde whether to send UP integrity protection policy to the peer.
The UP integrity protection policy shall indicate whether UP integrity protection shall be activated or not for all DRBs belonging to that E-RAB.
The eNB shall be locally configured with UP integrity protection policy. If the eNB receives UP integrity protection policy from the MME, the eNB shall use the received UP integrity protection policy, otherwise, the eNB shall use the locally configured UP integrity protection policy if EIA7 in the EPS security capability indicates that the UE supports user plane integrity protection with EPC.
The locally configured UP integrity protection policy on eNB should be set as "preferred".
[bookmark: OLE_LINK72][bookmark: OLE_LINK71][bookmark: OLE_LINK14][bookmark: OLE_LINK15]The eNB shall activate UP integrity protection per each DRB, according to the UP integrity protection policy, using RRC signalling as defined in clause 7.3.4. If the UP integrity protection policy indicates "Required", the eNB shall activate UP integrity protection. If the eNB cannot activate UP integrity protection, and when the UP integrity protection policy is "Required", the eNB shall reject establishment of UP resources for the E-RAB and indicate reject-cause to the MME. If the UP integrity protection policy is " Not needed ", the eNB shall not activate UP integrity protection.
[bookmark: OLE_LINK18][bookmark: OLE_LINK10][bookmark: OLE_LINK11][bookmark: OLE_LINK20][bookmark: OLE_LINK21][bookmark: OLE_LINK12][bookmark: OLE_LINK22][bookmark: OLE_LINK23]At an X2-handover from the source eNB to the target eNB, the source eNB shall include in the HANDOVER REQUEST message, the UP integrity protection policy, the UE EPS security capability and the corresponding E-RAB ID, if the UP integrity protection policy is received from other entities. If the target eNB does not receive the UP integrity protection policy, but the EIA7 in the EPS security capability indicates that the UE supports user plane integrity protection with EPC, the target eNB shall use its locally configured UP integrity protection policy to activate or deactivate the UP integrity protection for all DRBs belonging to the E-RAB.
If the received UP integrity protection policy is ‘Required’, the target eNB shall reject all E-RABs for which it cannot comply with the corresponding UP integrity protection policy and indicate the reject-cause to the MME. For the accepted E-RABs, the target eNB shall activate UP integrity protection per DRB according to the UP integrity protection policy and shall indicate that to the UE in the HANDOVER COMMAND by the source eNB. 
If the UE receives an indication in the HANDOVER COMMAND that UP integrity protection for an E-RAB is enabled at the target eNB, the UE shall generate or update the UP integrity protection key and shall activate UP integrity protection for the respective E-RAB. 
NOTE 3:	If the UP integrity protection policy is ‘Preferred’, it is possible to have a change in activation or deactivation of UP integrity after the handover.
[bookmark: OLE_LINK26]Further, in the Path-Switch message, the target eNB shall send the UE's UP integrity protection policy and corresponding E-RAB ID to the MME. The sent UP integrity protection policy can either be the one received from source eNB or the locally configured one if the target eNB does not receive it from the source eNB, but the EIA7 in the EPS security capability indicates that the UE supports user plane integrity protection with EPC. If the MME receives UP integrity protection policy, the MME shall verify that the UP integrity protection policy received from the target eNB is the same as the UP integrity protection policy that the MME has locally stored. If there is a mismatch, the MME shall send its locally stored UE's UP integrity protection policy of the corresponding E-RABs to the target eNB. This UP integrity protection policy, if included by the MME, is delivered to the target eNB in the Path-Switch Acknowledge message. The MME may support logging capabilities for this event and may take additional measures, such as raising an alarm.
NOTE 4:	An upgraded target eNB may not receive UE’s UP integrity protection policy from a legacy source eNB, thus, mismatch of UP integrity protection policy may not be regarded as an abnormal case. The upgraded target eNB can get UE’s UP integrity protection policy from the MME.
[bookmark: OLE_LINK67][bookmark: OLE_LINK66]If the target eNB receives UE's UP integrity protection policy from the MME in the Path-Switch Acknowledge message, the target eNB shall update the UE's UP integrity protection policy with the received UE's UP integrity protection policy. If UE's current UP integrity protection activation is different from the determination of received UE's UP integrity protection policy, then the target eNB shall initiate intra-cell handover procedure which includes RRC Connection Reconfiguration procedure to reconfigure the DRBs to activate or de-activate the UP integrity as per the received policy from MME.
At an S1-handover, the source MME shall send the UE's UP integrity protection policy and the UE EPS security capability to the target eNB via the target MME. Besides, the source eNB shall also send the UE’s UP integrity protection policy if received from the source MME to the target eNB in a source-to-target container. The target eNB shall use the UE capability indicating support of UP IP in EPS together with the UP integrity protection policy received from the MME and ignore the UP integrity protection received in the source-to-target container. If the target eNB does not receive the UP integrity protection policy from the MME, the target eNB shall use the UE capability indicating support of UP IP in EPS together with the UP integrity protection policy received from the source eNB. If both policies from MME and source eNB are absent, but EIA7 in the EPS security capability indicates that the UE supports use of user plane protection with EPC, the eNB shall use locally configured UP integrity protection policy.  The target eNB shall reject all E-RABs for which it cannot comply with the corresponding UP integrity protection policy and indicate the reject-cause to the source MME via the target MME. For all other E-RABs, the target eNB shall activate UP integrity protection per DRB according to the used UP integrity protection policy. If the target MME detects in a TAU procedure following S1-handover, and becomes aware of that there is a mismatch between the UE EPS security capabilities received from the source MME and the one received from the UE, and that the target eNB may not have the UE capability indicating UP IP support in UE EPS security capabilities, then the MME shall send an S1 CONTEXT MODIFICATION REQUEST message to inform the eNB about the correct UE EPS security capabilities and the target eNB shall take the new UE EPS security capabilities into account.
At interworking-handover from 5GS to EPS, the SMF+PGW-C provides the UE's UP integrity protection policy to the target eNB via the target MME. The target eNB shall determine from the UP integrity protection policy received from the SMF+PGW-C via the MME together with indication that the UE supports use of user plane protection with EPC whether to activate user plane integrity protection with the UE or not. If the target eNB does not receive the UP integrity protection policy from the SMF+PGW-C via the MME, but the UE indicates support of UP integrity protection with EPS , the eNB shall use locally configured UP integrity protection policy.  The target eNB shall reject all E-RABs for which it cannot comply with the corresponding UP integrity protection policy and indicate the reject-cause to the source AMF via the target MME. For all other E-RABs, the target eNB shall activate UP integrity protection per DRB according to the used UP integrity protection policy.

**** SECOND CHANGE ****
[bookmark: _Toc11226503][bookmark: _Toc26800197][bookmark: _Toc35439005][bookmark: _Toc35439336][bookmark: _Toc91001517]

Annex E (normative): 
Dual connectivity
[bookmark: _Toc11226504][bookmark: _Toc26800198][bookmark: _Toc35439006][bookmark: _Toc35439337][bookmark: _Toc91001518]
E.1	Introduction
[bookmark: _Toc11226505][bookmark: _Toc26800199][bookmark: _Toc35439007][bookmark: _Toc35439338][bookmark: _Toc91001519]E.1.1	General
NOTE:	In this present document, UP integrity protection is not supported in LTE-LTE Dual connectivity. 
This clause describes the security functions necessary to support a UE that is simultaneously connected to more than one eNB for the architectures for dual connectivity as described in TS 36.300 [30]. The security functions are described in the context of the functions controlling the dual connectivity.
[bookmark: _Toc11226506][bookmark: _Toc26800200][bookmark: _Toc35439008][bookmark: _Toc35439339][bookmark: _Toc91001520]E.1.2	Dual Connectivity architecture with an SeNB
For dual connectivity architecture, which hosts PDCP in MeNB the security functions described for the single connectivity mode in this specification are sufficient. The reason for that they are sufficient, is that the end-point for the encryption and integrity protection remains in the MeNB. That is, from a security point of view, the PDCP packets are still processed in the same locations in the architecture; they have only travelled a different path via the SeNB.
The remainder of the present subclause  deals with dual connectivity between an MeNB and an SeNB with the architecture as shown in Figure E.1. 2-1.



Figure E.1.2-1: Dual Connectivity architecture with an SeNB
When the MeNB establishes security between an SeNB and the UE for the first time for a given AS security context shared between the MeNB and the UE, the MeNB generates the S-KeNB for the SeNB and sends it to the SeNB over the X2-C. To generate the S-KeNB, the MeNB associates a counter, called an SCG Counter, with the current AS security context. The SCG Counter is used as freshness input into S-KeNB derivations as described in the clause E.2.4, and guarantees, together with the other provisions in the present clause E, that the KUPenc and the KUPint derived from the same S-KeNB is not re-used with the same input parameters as defined in Annex B of the present specification. The latter would result in key-stream re-use. The MeNB sends the value of the SCG Counter to the UE over the RRC signalling path when it is required to generate a new S-KeNB. 
The communication established between the SeNB and the UE is protected at the PDCP layer using the AS Secondary Cell security context, or AS SC security context for short. The AS SC security context includes parameters as the AS security context described in clause 7 of the present specification, the S-KeNB replaces the KeNB. The UE and the SeNB derives the KUPenc and the KUPint from the S-KeNB as described in clause A.7, cf. also E.2.4.2.
**** END OF CHANGE ****
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