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1
Decision/action requested

Kindly Request this contribution can be accepted by the group
2
References

N/A
3
Rationale
As specified in clause 6.2, the PC5 direct communication security for relay services is specified in clause 6.3. However in clause 6.3.4 the PC5 connection security between the remote UE and relay UE is circular referred back to clause 6.2. Moreover, the PC5 connection security between the remote UE and relay UE cannot be covered by the procedures in clause 6.2 as the key establishment needs help from the network side in the UE-to-Network scenario. This contribution aims to address the above issues.
4
Detailed proposal

**** 1st change****

6.3.4
Security for 5G ProSe Communication via 5G ProSe Layer-2 UE-to-Network Relay
Connection establishment for 5G ProSe Communication via 5G ProSe Layer-2 UE-to-Network Relay is specified in clause 6.5.2.2 of TS 23.304 [2]. During the connection establishment, the Remote UE and NG-RAN node shall establish AS security as specified in TS 33.501 [3].

-     For L2 relay security established over control plane, the PCF shall be able to provision the PC5 security policies to the UE per ProSe relay service, during service authorization and information provisioning procedure as defined in TS 23.304 [2].
-     For L2 relay security established over user plane, the 5G PKMF shall be able to provision the PC5 security policies to the UE per ProSe relay service, during security materials provisioning procedure defined in clause 6.3.3.2.
-     The activation of PC5 signalling security is based on PC5 CP security policies of the specific ProSe relay service.  PC5 signalling integrity security policy is set to “REQUIRED” for 5G ProSe Layer-2 UE-to-Network Relay.
-     The remote UE shall establish a different PC5 security context with each different relay UE and for each different Relay Service Code. It shall also be possible to establish a security context when the remote UE is out of coverage.

The remote UE and the relay UE shall establish security for PC5 connection using either User Plane based solution as specified in clause 6.3.3.2 or Control Plane based solution as specified in clause 6.3.3.3.

**** End of changes****

