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[bookmark: _MON_1621022399][bookmark: _Ref7693676]************** START OF CHANGES
[bookmark: _Toc19783103][bookmark: _Toc26886887][bookmark: _Toc91074920]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 33.916: "Security Assurance Methodology for 3GPP network products classes".
[3]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[4]	3GPP TR 33.821: "Rationale and track of security decisions in Long Term Evolution (LTE) RAN/3GPP System Architecture Evolution (SAE)".
[5]	3GPP TS 33.116: "Security Assurance Specification for MME network product class".
[6]	3GPP TS 33.511: "5G Security Assurance Specification (SCAS); NR Node B (gNB)"
[7]	3GPP TS 38.300 v15: "NR; NR and NR-RAN Overall Description; Stage 2".
[8]	3GPP TS 23.501 v15: "System Architecture for 5G System; Stage 2".
[9]	3GPP TS 38.323 v15: "NR; Packet Data Convergence Protocol (PDCP) specification".
[10]	3GPP TS 38.322 v15:	"NR; Radio Link Control (RLC) protocol specification". 
[11]	3GPP TS 33.250: "Security assurance specification for the PGW network product class".
[12]	3GPP TS 33.516: "5G Security Assurance Specification (SCAS) for the AUSF network product class".
[13]	3GPP TS 33.517: "5G Security Assurance Specification (SCAS) for the Security Edge Protection Proxy (SEPP) network product class".
[14]	3GPP TS 33.501 Release 15: "Security architecture and procedures for 5G system".
[15]	3GPP TS 33.518: "5G Security Assurance Specification (SCAS) for the Network Repository Function (NRF) network product class".
[16]	3GPP TS 33.519: "5G Security Assurance Specification (SCAS) for the Network Exposure Function (NEF) network product class".
[17]	3GPP TS 33.117: "Catalogue of general security assurance requirements".
[18]	3GPP TS 33.513: "5G Security Assurance Specification (SCAS); User Plane Function (UPF)".
[19]	3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN);Overall description;Stage 2."
[20]	3GPP TS 33.216: "Security Assurance Specification (SCAS) for the evolved Node B (eNB) network product class."
[21]	3GPP TS 33.514: "5G Security Assurance Specification (SCAS) for the Unified Data Management (UDM) network product class".
[22]	3GPP TS 33.512: "5G Security Assurance Specification (SCAS); Access and Mobility management Function (AMF)".
[23]	3GPP TS 33.521: "Security Assurance Specification (SCAS) for the Network Data Analytics Function (NWDAF) network product class".
[24]	3GPP TS 23.288: " Architecture enhancements for 5G System (5GS) to support network data analytics services".
[25]	3GPP TS 33.226: "Security assurance for IP Multimedia Subsystem (IMS)".
[26]	3GPP TS 33.501: "Security architecture and procedures for 5G system" (Release 16).
[27]	3GPP TS 33.522: "5G Security Assurance Specification (SCAS); Service Communication Proxy (SCP)".
[28]	3GPP TS 23.501: "System Architecture for 5G System; Stage 2" (Release 16).
[x]	3GPP TS 28.533: "Management and orchestration; Architecture framework".
[y]	3GPP TS 28.530: "Management and orchestration; Concepts, use cases and requirements".
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[bookmark: _Toc19783106][bookmark: _Toc26886890][bookmark: _Toc91074923]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
GNP	Generic Network Product
SCAS	Security Assurance Specification
SECAM	Security Assurance Methodology
MnF	Management Function
OAM	Operation and Management
NP	Network Product
BSS	Business Support System
AAA	Authentication, Authorization, Account
TN	Transport Network
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[bookmark: _Toc19783285][bookmark: _Toc26887069][bookmark: _Toc91075112]Annex XX: 
Aspects specific to the network product class MnF
[bookmark: _Toc19783286][bookmark: _Toc26887070][bookmark: _Toc91075113]XX.1	Network product class description for the MnF
[bookmark: _Toc19783287][bookmark: _Toc26887071][bookmark: _Toc91075114]XX.1.1	Introduction
The present document captures the network product class descriptions, threats and critical assets that have been identified in the course of the work on 3GPP security assurance specifications. The main body of the present document contains generic aspects that are believed to apply to more than one network product class, while this clause covers the aspects specific to the MnF network product class.
As shown in the Figure 4.3-1 (GNP model), a MnF NP includes (management) functions defined by 3GPP, other functions, OAM functions, operating system and hardware. However, the functionalities and interfaces supported by NP for cross domain MnF and NP for domain MnF are different. Figure XX.1.1-1 shows MnF NPs as blackbox and typical interfaces supported by the both types of NPs.
[image: ]

The generic interfaces supported by both MnF NP classes are interfaces for remote management, local console, towards digital portal, to central AAA, to MnF in other domain. The cross domain MnF specific interfaces are interfaces towards external consumer, towards BSS, to TN management system. The domain MnF specific interfaces are interfaces for cloud and virtualized infrastructure management, to NF in the domain. 
Editor's Note: The notion of domains is FFS.
[bookmark: _Toc19783288][bookmark: _Toc26887072][bookmark: _Toc91075115]XX.1.2	Minimum set of functions defining the MnF network product class
According to TR 33.916 [2], a network product class is a class of products that all implement a common set of 3GPP-defined functionalities. Therefore, in order to define the MnF network product class, it is necessary to define the common set of 3GPP-defined functionalities that is constitutive for a MnF. As part of the MnF network product, it is expected that the MnF contains MnF application, a set of running processes (typically more than one) executing the software package for the MnF functions and OAM functions that are specific to the MnF network product model. Functionalities specific to the MnF network product introduce additional critical assets  and/or threats as described below. Related security requirements and test cases have been captured in TS 33.526 [x]. 
Note: For the purposes of the present document, this common set is defined to be the list of functions contained in TS 28.533 [y], TS 28.530 [z].
[bookmark: _Toc19783289][bookmark: _Toc26887073][bookmark: _Toc91075116]
[bookmark: _Toc19783290][bookmark: _Toc26887074][bookmark: _Toc91075117]

[bookmark: _Toc19783291][bookmark: _Toc26887075][bookmark: _Toc91075118]
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