3GPP TSG-SA3 Meeting #106-e 
S3-220280-r1
e-meeting, 14 - 25 February 2022
Source:
Xiaomi
Title:
33.503: PC5 Security Policy for L2 U2N Relay
Document for:
Approval
Agenda Item:
4.13
1
Decision/action requested

SA3 is kindly asked to approve the proposed text to be added in TS 33.503 for PC5 security policies used for ProSe relay services via Layer-2 UE-to-Network relay.
2
References

[1]
3GPP TS 33.503 v0.2.0

Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)

3
Rationale

In TS 33.503 [1] clause 6.3.4 about security for 5G ProSe communication via Layer-2 UE-to-Network Relay, there is a security requirement stating that the remote UE and the L2 U2N relay UE shall establish PC5 connection security as specified for 5G ProSe one-to-one direct communication security in TS 33.503 [1] clause 6.2.
For establishing PC5 connection security as defined in clause 6.2, PC5 security policies are required in both UEs. However, the requirements on PC5 security policies are not defined for the Remote UE and the L2 U2N relay UE in current TS 33.503 [1]. This pCR proposes to add new text in TS 33.503 [1] clause 6.3.4 to define how PC5 security policies for ProSe relay services via L2 U2N relay are provisioned to the UEs.
4
Detailed proposal

*************** Start of the Change ****************

6.3.4
Security for 5G ProSe Communication via 5G ProSe Layer-2 UE-to-Network Relay
Connection establishment for 5G ProSe Communication via 5G ProSe Layer-2 UE-to-Network Relay is specified in clause 6.5.2.2 of TS 23.304 [2]. During the connection establishment, the Remote UE and NG-RAN node shall establish AS security as specified in TS 33.501 [3].

The remote UE and the relay UE shall establish security for PC5 connection as specified in clause 6.2. The requirements on security policies for PC5 connection between the Remote UE and the L2 UE-to-Network Relay are as follows:
-
The PCF shall be able to provision the PC5 security policies to the Remote UE and L2 UE-to-Network Relay respectively per ProSe relay service during their service authorization and information provisioning procedures as defined in TS 23.304 [2].



-
PC5 signalling integrity security policy is set to “REQUIRED” for the Remote UE and 5G ProSe L2 U2N Relay.


*************** End of the Change ****************
�Don’t need this.


�Don’t need this.


�How about moving this to a common security requirement c lause?


�Don’t need this.





