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1	Overall description
SA3 would like to inform that the work on integrity protection for user plane in EPS has been completed except for the following issue which is in the remits of RAN groups and hence left open.
SA3 has decided to use LTE algorithms for integrity protection of the user plane. However, SA3 did not decide on using either LTE or NR algorithm code points for signalling to the UE which integrity algorithm to use. SA3 does not see any security issue with choosing either of the alternatives. This is because the algorithms are identical and can be mapped to each other. Therefore, SA3 kindly requests the RAN groups to take the final decision in this matter and inform SA3.
As part of the SA3 Work Item, UPIP_SEC_LTE and to fix a potential security hole in LTE, SA3 has developed requirements and a security design for LTE User Plane Integrity Protection (see ….   and ….   attached).
To complete the work, SA3 has agreed on the attached intends to send these CRs for approval at SA conditional on RAN agreeing to complete their specifications in Release 17.
The security hole has been identified via the CVD process and needs to be addressed as soon as realistically possible.
SA3 requests that RAN confirms that they are prepared to complete the specification work in Release 17.

2	Actions
To RAN, RAN2 and RAN3
ACTION: 	Confirm to SA and SA3 kindly requests RAN2 and RAN3 to take this information into account and for RAN2 to inform SA3 on their final decision with respect to which algorithm code points are to be used, that the LTE UPIP work in RAN will be completed for Release 17.

3	Dates of next TSG SA WG 3 meetings
SA3#106	7-11 February 2022	TBD
SA3#106-Bis	4 - 8 April 2022		TBD
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