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************START OF CHANGES

13.4.1.1.1a	NRF deployments	
An operator network implementation might deploy multiple NRFs (see also TS 23.501 [2], clause 6.2.6.1). Without excluding other cases this might be due to network slicing or network segmentation. Each NRF might have different scope, for example:
- an NRF might serve the entire PLMN,
- an NRF might serve a set of network slices,
- an NRF might serve the shared functions of some slices, 
- an NRF might be slice-specific, i.e., serve the dedicated functions of a single network slice,
- an NRF might serve a specific region(s),
- NRFs might support a hierarchical structure. 

************NEXT CHANGE
[bookmark: _Toc82095903]13.4.1.1.2	Service Request Process
The complete service request is a two-step process including requesting an access token by NF Service Consumer (Step 1, i.e. 1a or 1b), and then verification of the access token by NF Service Producer (Step 2).
Step 1: Access token request
Pre-requisite:
- The NF Service consumer (OAuth2.0 client) is registered with the NRF (Authorization Server).
- The NF Service Producer (OAuth2.0 resource server) is registered with the NRF (Authorization Server) with "additional scope" information per NF type.
- The NRF and NF Service Producer share the required credentials. 
- The NRF and NF have mutually authenticated each other. 
[bookmark: OLE_LINK86][bookmark: OLE_LINK10][bookmark: OLE_LINK11]1a. Access token request for accessing services of NF Service Producers of a specific NF type
The following procedure describes how the NF Service Consumer obtains an access token before service access to NF Service Producers of a specific NF type.  
A NF Service Consumer that is aware of an NRF serving a NF Service Producer, e.g., a slice-specific NRF, can send its access token request directly to that NRF, as long as the NF Service Consumer is known as OAuth 2.0 client at that NRF.	Comment by aNJA: Ericsson comment
The first sentence needs to be updated. The NF Service Consumer always needs to send its access token request to the NRF where it is registered. This should also be the case if the consumer is aware of a slice-specific NRF that can be used to optimize discovery requests. Since access token requests always involve both consumer’s and producer’s local NRF, they cannot be optimized in the same way as discovery requests can.
	Comment by aNJA: Not all NFc register!
There is no ALWAYS, rather deployment options: An NFc might leverage a local NRF or not	Comment by aNJA: Text updated. Original text was

A NF Service Consumer that has discovered a specific NRF in advance, e.g., a slice specific NRF, can send its request directly to that NRF.	Comment by aNJA: After teloc added green text should solve the issue
If the NF Service Consumer requests an access token from an NRF, where the NF Service Producer is not registered (see NRF deployment options in 13.4.1.1.1a), the requested NRF needs to determine the NRF serving the NF Service Producer and then redirect/forward the access token service request appropriately so that it reaches the NRF serving the NF Service Producer.	Comment by Nokia: Ericsson comment: Second sentence also needs to be updated. This is about access token request, not service request.	Comment by Nokia: updated	Comment by aNJA: Proposal by HW to use as alternative
If the NF Service Consumer requests an NRF, where the NF Service Producer is not registered (see NRF deployment options in 13.4.1.1.1a), the requested NRF needs to determine the NRF registered by each producer based on the NF type of the NF Service Producer, or the registration information or NF Profile of other NRFs in the same PLMN. The requested NRF shall then redirect/forward the service request to the NRF which the NF Service Producer registered.

	Comment by aNJA: Ericsson: Concrete proposal – replace by: “The NF Service Producer (OAuth 2.0 resource owner) can be provisioned with only the public key/certificate of the its local NRF, i.e. only be able to verify access tokens issued by the local NRF. Hence it needs to be the local NRF of the NF Service Producer that issues the access token to request services from the NF Service Producer.”	Comment by Nokia: Propose to delete the NOTE completely



Figure 13.4.1.1.2-1: NF Service Consumer obtaining access token before NF Service access
1. The NF Service Consumer shall request an access token from the NRF in the same PLMN using the Nnrf_AccessToken_Get request operation. The message shall include the NF Instance Id(s) of the NF Service Consumer, the requested "scope" including the expected NF Service name(s) and optionally "additional scope" information (i.e. requested resources and requested actions (service operations) on the resources), NF type of the expected NF Service Producer instance and NF Service Consumer. The NF Service Consumer may also include a list of NSSAIs or list of NSI IDs for the expected NF Service Producer instances. 
The message may include the NF Set ID of the expected NF Service Producer instances.
The message may include a list of S-NSSAIs of the NF Service Consumer.

2. The NRF may verify that the input parameters (e.g., NF type) in the access token request match with the corresponding ones in the public key certificate of the NF Service Consumer or those in the NF profile of the NF Service Consumer. The NRF checks whether the NF Service Consumer is authorized to access the requested service(s). If the NF Service Consumer is authorized, the NRF shall then generate an access token with appropriate claims included. The NRF shall digitally sign the generated access token based on a shared secret or private key as described in RFC 7515 [45]. If the NF Service Consumer is not authorized, the NRF shall not issue an access token to the NF Service Consumer.
The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service Consumer (subject), NF type of the NF Service Producer (audience), expected service name(s), (scope), expiration time (expiration) and optionally "additional scope" information (allowed resources and allowed actions (service operations) on the resources). The claims may include a list of NSSAIs or NSI IDs for the expected NF Service Producer instances. The claims may include the NF Set ID of the expected NF Service Producer instances.
[bookmark: _Hlk525229455]3. If the authorization is successful, the NRF shall send access token to the NF Service Consumer in the Nnrf_AccessToken_Get response operation, otherwise it shall reply based on Oauth 2.0 error response defined in RFC 6749 [43]. The other parameters (e.g., the expiration time, allowed scope) sent by NRF in addition to the access token are described in TS 29.510 [68].
The NF Service Consumer may store the received token(s). Stored tokens may be re-used for accessing service(s) from NF Service Producer NF type listed in claims (scope, audience) during their validity time. 

1b. Access token request for accessing services of a specific NF Service Producer instance / NF Service Producer service instance
The following steps describes how the NF Service Consumer obtains an access token before service access to a specific NF Service Producer instance / NF Service Producer service instance. 	Comment by aNJA: ERICSSON – same as above	Comment by aNJA: What about this clarification in green?
A NF Service Consumer that is aware of an NRF serving a NF Service Producer, e.g., a slice-specific NRF, can send its access token request directly to that NRF, as long as the NF Service Consumer is known as OAuth 2.0 client at that NRF.

If the NF Service Consumer requests an access token from an NRF, where the NF Service Producer is not registered (see NRF deployment options in 13.4.1.1.1a), the requested NRF needs to redirect/forward the access token service request appropriately so that it reaches the NRF serving the NF Service Producer.	Comment by aNJA: HW proposal alternative 
If the NF Service Consumer requests an NRF, where the NF Service Producer is not registered (see NRF deployment options in 13.4.1.1.1a), the requested NRF needs to determine the NRF registered by each producer based on the NF type of the NF Service Producer, or the registration information or NF Profile of other NRFs in the same PLMN. The requested NRF shall then redirect/forward the service request to the NRF which the NF Service Producer registered.


1. The NF Service Consumer shall request an access token from the NRF for a specific NF Service Producer instance / NF Service Producer service instance. The request shall include the NF Instance Id(s) of the requested NF Service Producer, the expected NF Service name, optionally "additional scope" information (allowed resources and allowed actions (service operations) on the resources) and NF Instance Id of the NF Service Consumer. 
2. The NRF checks whether the NF Service Consumer is authorized to use the requested NF Service Producer instance/NF Service Producer service instance, and then proceeds to generate an access token with the appropriate claims included. If the NF Service Consumer is not authorized, the NRF shall not issue an access token to the NF Service Consumer. 
The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service Consumer (subject), NF Instance Id or several NF Instance Id(s) of the requested NF Service Producer (audience), expected service name(s) (scope), optionally "additional scope" information (allowed resources and allowed actions (service operations) on the resources), and expiration time (expiration). 
3. The token shall be included in the Nnrf_AccessToken_Get response sent to the NF Service Consumer. The NF Service Consumer may store the received token(s). Stored tokens may be re-used for accessing service(s) from NF Instance Id or several NF Instance Id(s) of the requested NF Service Producer instance listed in claims (scope, audience) during their validity time.
Step 2: Service access request based on token verification
The following figure and procedure describe how authorization is performed during Service request of the NF Service Consumer. Prior to the request, the NF Service Consumer may perform Nnrf_NFDiscovery_Request operation with the requested additional scopes to select a suitable NF Service Producer (resource server) which is able to authorize the Service Access request.


Figure 13.4.1.1.2-2: NF Service Consumer requesting service access with an access token
Pre-requisite: The NF Service Consumer is in possession of a valid access token before requesting service access from the NF Service Producer.
1.	The NF Service Consumer requests service from the NF Service Producer. The NF Service Consumer shall include the access token. 
The NF Service Consumer and NF Service Producer shall authenticate each other following clause 13.3.
2.	The NF Service Producer shall verify the token as follows:
 -	The NF Service Producer ensures the integrity of the token by verifying the signature using NRF’s public key or checking the MAC value using the shared secret. If integrity check is successful, the NF Service Producer shall verify the claims in the token as follows:
NOTE: Void.
-	It checks that the audience claim in the access token matches its own identity or the type of NF Service Producer. If a list of NSSAIs or list of NSI IDs is present, the NF Service Producer shall check that it serves the corresponding slice(s).
-	If an NF Set ID present, the NF Service Producer shall check the NF Set ID in the claim matches its own NF Set ID.
-	If scope is present, it checks that the scope matches the requested service operation.
- 	If the access token contains "additional scope" information (i.e. allowed resources and allowed actions (service operations) on the resources), it checks that the additional scope matches the requested service operation.
-	It checks that the access token has not expired by verifying the expiration time in the access token against the current data/time.
-	If the CCA is present in the service request, it may verify the CCA as specified in clause 13.3.8.3 and that the subject claim (i.e., the NF Instance Id of the NF Service Consumer) in the access token matches the subject claim in the CCA.
3.	If the verification is successful, the NF Service Producer shall execute the requested service and responds back to the NF Service Consumer. Otherwise it shall reply based on Oauth 2.0 error response defined in RFC 6749 [43]. 

************END OF CHANGES
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