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1
Decision/action requested

Detection of MitM attacks with secret paging.
2
References

[1]
3GPP TR 33.809 
Study on 5G security enhancements against False Base Stations (FBS)
3
Rationale

This solution provides means to address Key Issue #7: Protection against Man-in-the-Middle false gNB attacks. On security threat captured is that a MitM false base station may force a UE to camp on to it by passing all the message on between the UE and real base station. It may then deny the UE service, e.g. reject or drop service request, not pass on paging messages etc.
In this solution, the UE gets instructed with secret paging occasions and a corresponding secret TMSI, if the UE does not receive the secret paging at the given time interval while being in good radio coverage, then the UE can detect the false basestation.
4
Detailed proposal

It is proposed to include the following solution in TR 33.809:
Start of changes

6.x
Solution #x: Detection of MitM attacks with secret paging
6.x.1
Introduction

This solution provides means to address Key Issue #7: Protection against Man-in-the-Middle false gNB attacks. On security threat captured is that a MitM false base station may force a UE to camp on to it by passing all the message on between the UE and real base station. It may then deny the UE service, e.g. reject or drop service request, not pass on paging messages etc.

In this solution, the UE gets instructed with secret paging occasions and a corresponding secret TMSI, if the UE does not receive the secret paging at the given time interval while being in good radio coverage, then the UE can detect the false basestation.
6.x.2
Solution details

As a solution for detection of camping on an FBS, a concept of secret-Paging can be used. To achieve this, a secret-S-TMSI is provided to the UE (alongside a usual S-TMSI) using NAS signalling when performing one of the NAS procedures e.g., Registration or registration update. The UE may beforehand/ or alongside (e.g., in a registration request) need to indicate its capability to detect FBS and/ or its need to avoid FBS. In such case, the CN (e.g., AMF) may provide the UE a secret-S-TMSI which is different from the received current-art S-TMSI as shown in Figure 6.2.x.1. The said secret-S-TMSI could be allocated as part of an allocated secret-GUTI.
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Figure 6.2.x.1 UE receives s-paging and detects genuine basestation
It is guaranteed that there will be secret-S-TMSI at least once in ‘x’ DRX Cycles (or equivalent time period) and thereby network randomizes the presence of secret-S-TMSI in its POs to avoid attacker tracing the presence of possible secret-S-TMSI(s). Since, a PagingUE-Identity is 48 bits (NG-5G-S-TMSI) or 40 bits (I-RNTI-Value) long, there’s no real dearth of such identities. A secret-S-TMSI or secret-I-RNTI-Value is allocated by AMF or gNB respectively using secured (i.e., security activated) signalling. There can be more than one UEs given the same secret-S-TMSI/ secret-I-RNTI-Value. For an RRC Inactive UE, the gNB needs to page the UE with secret-Paging, if the AMF has conveyed that a certain UE need be paged secretly from time to time. The AMF may independently inform this to the serving gNB of an RRC Connected UE or may inform the gNB when the gNB informs AMF that a certain UE is transitioning to RRC Inactive state.

Presence of this secret-S-TMSI in the RRC paging message reassures that the UE is on genuine gNB. Here s-Paging is still done in the POs as calculated in TS 38.304. If the UE does not receive secret-Paging in an entire time window it can conclude that it is camped on an FBS as shown in Figure 6.2.x.2.
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Figure 6.2.x.2 UE does not receive one or more s-paging, detects false basestation.
It should be noted that a genuine MT call page is not affected by this solution at all and can still be done exactly as in the legacy procedure. If required, network my include two paging records for the same UE: first, paging for MT call and second, for secret-paging.
Editor’s Note: It is FFS to determine why this solution is needed if UE attempts periodic TAU or initiates MO services
6.x.3
Evaluation

AMF:
· -
Needs to select UEs for s-paging in high risk areas and providing them SE-TMSI

· -
Needs to page the UE with SE-TMSI at least one in a time window
UE:
· Needs to listen to s-PO, decision on false BS depending on whether the paging with SE-TMSI is received under good radio conditions or not
End of changes
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