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1
Decision/action requested

SA3 is kindly requested to approve this contribution on the authentication and authorization aspects for 5G multicast session.
2
References
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3
Rationale

During the SID phase, solution #4, which is based on secondary authentication, has been concluded as the normative basis for the the authentication and authorization for the 5G multicast session. Based on the conclusion, this contribution proposes the solution for the normative work.
4
Detailed proposal

***************************** Start of Change *******************************

X.4 
Security mechanisms for MBS traffic transmission  

X.4.1
Key derivation, management and distribution

Editor's Note: This clause will describe the key derivation, management and distribution for Multicast/Broadcast Service.
X.4.2
Protection of the traffic transmission 

MBS data is protected using MBS Traffic Key (MTK) shared between the MBSTF and the authorized UEs. Each MTK is uniquely identifiable by a MTK identifier. The actual method of protection may vary depending on the type of data being transmitted, e.g. media streaming application or file download. Clause 6.6.2 and clause 6.6.3 in TS 33.246 [xx] apply to the protection of streaming data and protection of download data, respectively.

X.4.X
Authentication and authorization aspects for the multicast session

The support for the optional-to-use authentication and authorization procedure for a 5G multicast session is specified in this clause. 
NOTE: Roaming is not supported for 5G MBS according to TS 23.247 [XX].
The authentication and authorization procedure for the 5G multicast session is performed in the multicast join procedure, and is similar to the secondary authentication in Clause 11.1.2 of the present specification, with the following modifications. 

After receiving the join request and the MBS session IDs to be requested from the UE, for each received MBS session ID, the SMF determines if the authentication and authorization for the MBS sessions is needed, and if needed, SMF shall send to the UE an EAP Request/Identity message and the MBS session ID.  The UE shall reply with the corresponding EAP ID. 
In addition, AKMA/GBA is also supported for authentication and authorization in user-plane procedure for security protection of MBS traffic, as specified in clause X.4.1.2 of present document.
***************************** End of Change *******************************

