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1
Decision/action requested

This contribution proposes to introduce evaluation for solution #9 in TR 33.875.
2
References

[1]
3GPP TR 33.875 Study on enhanced security aspects of the 5G Service Based Architecture (SBA); (Release 17)
3
Rationale

The contribution proposes adding text to the evaluation.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the 1st change ****************

6.9
Solution #9: Authorization mechanism negotiation

6.9.1
Introduction

This solution addresses Key Issue #7 "Authorization mechanism negotiation". It is proposed to use the two NRFs for the authorization mechanism negotiation.

6.9.2
Solution details
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Figure 6.9.2-1: Authorization mechanism negotiation 

Pre-requisite: 
-
the vPLMN and hPLMN support at least static authorization dependent on the roaming partner
1.
The NF Service Consumer sends a discovery request to the vNRF.

2.
The vNRF sends a discovery request to the hNRF. In addition to the discovery request from the NFc, the vNRF add the vPLMN authorization Capability into the discovery request. The vPLMN authorization Capability indicates the supported authorization mechanisms, i.e., static, OAuth, or Both. 

3.
The hNRF selects the Final authorization mechanism supported by both the received vPLMN authorization Capability and the hPLMN authorization Capability. The hPLMN, i.e. all NF producers of the hPLMN that handle service requests from other PLMN, need to support at least static authorization. In this way, the hNRF can always select an authorization method that is supported by both the vPLMN and the hPLMN.
    Note: The Final authorization mechanism selected by hNRF is depend on operator.
4-5. The hNRF sends the Final authorization mechanism to the NFc.

Then, if the Final authorization mechanism indicates static authorization, then the NFc could use the static authorization to access the NFp service. If the Final authorization mechanism indicates OAuth authorization, then the NFc could get the token from the NRF before consuming the service from the NFp.

6.9.3
Evaluation

This solution addresses the threats and requirements of Key issue #7: "Authorization mechanism negotiation".
This solution requires that the vPLMN and hPLMN supports at least static authorization. The NF Service Producer needs to support using whichever authorization mechanism is determined by the hNRF, i.e. using different authorization mechanisms depending on the roaming partner.
This solution provides an approach how to handle the case that one operator uses token-based authorization and its roaming partner uses static authorization. The vNRF in the vPLMN sends the vPLMN authorization Capability to the hNRF in the hPLMN during the discovery procedure in roaming scenario. The hNRF selects the Final authorization mechanism supported by both the received vPLMN authorization Capability and the hPLMN authorization Capability, and sends the Final authorization mechanism to the NFc. Thus, the authorization mechanism of both roaming parties is consistent and the roaming interaction failure is avoided.

The solution starts with a wrong pre-requisite assuming implementations not behaving to the standard, i.e. a PLMN is not supporting OAuth, which however is mandatory to support since Rel-15. 
If the use case of one PLMN only supporting static authorization need to be addressed, it is a roaming agreement between operators and PLMNs have added one or both auth methods to their roaming contracts. Thus, there is no need for vPLMN to indicate capabilities with this respect. It is always the hPLMN to decide which authorization method is to use and the “OAuthRequired” set will indicate if it is OAuth or static. Thus, it is sufficicient for hPLMN to indicate during discovery the selected authorization method.

*************** End of the 1st change ****************
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