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1
Decision/action requested

This contribution proposes an update to solution #21. 
2
References
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3GPP TR 23.752 "Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS)"
3
Rationale

This contribution proposes an update to solution #21.
The following changes are proposed:

· In step 9: The Remote UE provides its HPLMN ID, to the UE-to-network relay over PC5 interface. The Remote UE’s HPLMN ID is used by the UE-to-network relay’s PKMF to determine the PKMF in the Remote UE’s HPLMN.
· ‘AF’ has been replaced by ‘5G PKMF’ in the solution, as AF (application function) is misleading.
· An evaluation has been added to the solution.

· Three options were described in this solution. It is proposed to merge option 3 into option 2.



1. 


2. 



3. 


Some additional NOTE’s have been added to:


Step 10a) in Option 1: the 5G PKMF-1 could also (instead of the 5GDDNMF (of the Remote UE)) perform the authorization of whether the Remote UE and the UE-to-network relay are allowed to communicate with each other. This option is possible if the 5G PKMF-1 (of Remote UE) has an SBI to the UDM (of Remote UE).
NOTE: The check of whether the Remote UE and the UE-to-network relay are allowed to communicate with each other could also be performed by the 5G PKMF-1 itself, if the 5G PKMF-1 (of Remote UE) has an SBI to the UDM (of Remote UE). In this case the 5G PKMF-1 does not contact the 5GDDNMF (of Remote UE) as described in steps 10b and 10d. The 5G PKMF-1 (of Remote UE) performs the step 10c instead of the 5GDDNMF.

Step 9a) in Option 2: the 5G PKMF-1 could also (instead of the 5GDDNMF (of the Remote UE)) perform the authorization of whether the Remote UE and the UE-to-network relay are allowed to communicate with each other. This option is possible if the 5G PKMF-1 (of Remote UE) has an SBI to the UDM (of Remote UE).
NOTE: The check of whether the Remote UE and the UE-to-network relay are allowed to communicate with each other could also be performed by the 5G PKMF-1 itself, if the 5G PKMF-1 has an SBI to the UDM (of Remote UE). In this case the 5G PKMF-1 does not contact the 5GDDNMF (of Remote UE) as described in step 9b. The 5G PKMF-1 performs the step 10c instead of the 5GDDNMF (of Remote UE).

4
Detailed proposal

It is proposed to add to update solution #21 to the study in [1].

**** START OF CHANGES ****
6.0
Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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**** NEXT CHANGE ****
6.21
Solution #21: 5G PKMF for key management in PC5 communication

6.21.1
Introduction

This solution describes how the Remote UE and the UE-to-network relay finds out the address of the common key management server (5G PKMF) to be able to communicate over PC5 interface. This solution addresses key issue#4 and key issue #9. This solution describes an 5G PKMF which is a NF (network function) which resides in Remote UE’s HPLMN that is accessed by the Remote UE via user plane (like the 5G DDNMF). The 5G PKMF provisions security keys to the Remote UE and the UE-to-network relay, to be used for PC5 communication.
This solution is for commercial services. The Remote UE and the UE-to-network Relay have no knowledge of each other beforehand. 

The different layers of keys are the following:

· KPC5 key is a key with a key lifetime generated by the 5G PKMF-1(Remote UE) and provisioned to the Remote UE. KPC5 key is not provisioned to the UE-to-network relay.

· KPC5-COM key is generated from the KPC5 key and is a key shared between the two entities (Remote UE and UE-to-network relay) that are communicating over PC5 unicast link. The KPC5-COM ID identified the KPC5-COM key.

· KSESS: This is a key that is derived by Remote UE and UE-to-network relay from KPC5-COM key and is used to protect the transfer of data between the Remote UE and UE-to-network relay. The actual keys (see next bullet) that are used in the confidentiality and integrity algorithms are derived directly from KSESS. 
· KSESS-IK and KSESS-CK: The NR PC5 Encryption Key (KSESS-CK) and NR PC5 Integrity Key (KSESS-IK) are used in the chosen confidentiality and integrity algorithms respectively for protecting PC5-S signalling, PC5 RRC signalling, and PC5 user plane data. They are derived from KSESS and are refreshed automatically every time KSESS is changed. 
6.21.2
Solution details

In this solution the Remote UE has an 5G PKMF (5G PKMF-1) in it’s home PLMN for ProSe key management. The UE-to-network relay has an 5G PKMF (5G PKMF-2) in its home PLMN for ProSe key management. These two 5G PKMF’s (5G PKMF-1 and 5G PKMF-2) can communicate with each other. The 5G PKMF in this solution could be similar to the PKMF in 4G ProSe (TS 33.303).

The Remote UE receives the Relay Service Code from the PCF. 

The UE-to-network Relay receives the Relay Service Code from the PCF.

When the Remote UE has discovered a UE-to-network relay in its vicinity, it sends it’s HPLMN ID, explicitly on the PC5 interface to the UE-to-network relay. 

There are two options:

· In Option 1, the UE-to network relay contacts the Remote UE’s 5G PKMF-1 via its 5G PKMF-2. The UE-to-network relay provides the HPLMN ID of the Remote UE, received on PC5 together with the Relay Service Code to it’s 5G PKMF-2 which can resolve the address of the Remote UE’s 5G PKMF-1.
· In Option 2, the UE-to-network relay retrievs the address of the Remote UE’s 5G PKMF-1 from it’s 5GDDNMF and contacts thereafter te Remote UE’s 5G PKMF-1 directly. The UE-to-network relay provides the HPLMN ID together with the Relay Service Code to it’s 5GDDNMF which can resolve the address of the Remote UE’s 5G PKMF-1.


It is expected that the Remote UE has been provisioned with the Relay Service Code when it is in 3GPP coverage. The Remote UE must be authenticated and authorized by its home PLMN before its provisioned with the Relay Service Code. The Remote UE retrieves the discovery key and the key for PC5 communication while in 3GPP coverage.

The Remote UEs and UE-to-network relay are assumed to be provisioned with the discovery security materials when they are in 3GPP coverage. If the discovery keys expire when the Remote UE is not in 3GPP coverage, then the Remote UE needs to find a cell which provides 3GPP access as this solution requires Remote UE to be in 3GPP coverage in order to obtain discovery security material. 

6.21.2.1
Option 1 and option 2
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Figure 6.21.2.1-1: 5G PKMF for key management in PC5 communication

Step 0) The Remote UE retrieves the address of the 5G PKMF-1(Remote UE) used for ProSe key management located in its home PLMN and the Relay Service Code from the network. 

The UE-to-network Relay retrieves the address of the 5G PKMF-2 (UE-to-network Relay) used for ProSe key management located in its home PLMN and the Relay Service Code from the network.  
NOTE: How the Remote UE and UE-to-network relay receives the address of the 5G PKMF-1(Remote UE) used for ProSe key management located in its home PLMN, and which function provides this parameter to the Remote UE is for SA2 to decide.
Step 1) The Remote UE retrievs the discovery keys for discovery of the UE-to-network relay as described in solution #35 (Discovery procedures for UE-to-network relays).  
Step 2) The Remote UE establishes a secure connection with the 5G PKMF-1 (Remote UE) server. The Remote UE ID is authenticated and authorized by the 5G PKMF-1 (Remote UE) server. As this connection is established in the user plane, the same mechanism as used to protect the PC3 interface can be re-used. Either solution #5 or solution #11 can be used for securing the connection. 

Step 3a) The Remote UE contacts the 5G PKMF-1(Remote UE) by initiating a Key Request message for PC5 communication including the Relay Service Code and the Remote UE ID. The 5G PKMF-1(Remote UE) generates a KPC5 key and a KPC5 key ID.  
NOTE: Whether the Remote UE ID consists of one or more of the following parameters: ProSe application id, ProSe application user id and/or GPSI of the Remote UE is for SA2 to decide 


Step 3b) The 5G PKMF-1(Remote UE) provides the KPC5 key and the KPC5 key ID in the Key Response message to the Remote UE to be used for PC5 communication with a UE-to-network relay. 

Step 4) The UE-to-network relay retrievs the discovery keys for discovery of the Remote UE as described in solution #35 (Discovery procedures for UE-to-network relays)..

Step 5) The UE-to-network relay discovery is taken place on PC5 interface using either model A or model B discovery.
Step 6) The Remote UE sends a Direct Communication Request on PC5 interface. The Remote UE includes its HPLMN ID, the Nonce_1, the Remote UE ID and the KPC5 key ID received from the 5G PKMF-1 (Remote UE) together with the Relay Service Code. The Remote UE’s HPLMN ID is used by the UE-to-network relay’s 5G PKMF-2 to find the 5G PKMF-1 in the Remote UE’s HPLMN.


One option could be that the Remote UE uses the discovery key to confidentiality protect the KPC5 key ID over PC5 interface due to privacy issues. This would imply that other Remote UE’s belonging to different PLMN’s and being authorized to access the same UE-to-network relay can decrypt and get access to the KPC5 key ID. But these other Remote UE’s should not succeed in establishing a secure connection to the 5G PKMF-1(Remote UE).

There are two options described below: Option 1 and Option 2:

· In Option 1, the UE-to network relay contacts the Remote UE’s 5G PKMF-1 via its 5G PKMF-2. The Remote UE provides it’s HPLMN ID over PC5 interface to the UE-to-network relay and the UE-to-network relay provides the HPLMN ID together with the Relay Service Code to it’s 5G PKMF-2 which can resolve the address of the Remote UE’s 5G PKMF-1.
· In Option 2, the UE-to-network relay retrievs the address of the Remote UE’s 5G PKMF-1 from it’s 5GDDNMF and contacts thereafter te Remote UE’s 5G PKMF-1 directly. The Remote UE provides it’s HPLMN ID over PC5 interface to the UE-to-network relay and the UE-to-network relay provides the HPLMN ID together with the Relay Service Code to it’s 5GDDNMF which can resolve the address of the Remote UE’s 5G PKMF-1.

Option 1: The UE-to network relay contacts the Remote UE’s 5G PKMF-1 via its 5G PKMF-2.
Step 7) UE-to-network Relay establishes a secure connection with the 5G PKMF-2 (UE-to-network Relay) server. As this connection is established in the user plane, the same mechanism as used to protect the PC3 interface can be re-used e.g. either solution #5 or solution #11. 
NOTE 3: There are business agreements between 5G PKMF-1(Remote UE) and 5G PKMF-2(UE-to-network relay) and therefore implicit trust in between 5G PKMF-1(Remote UE) and 5G PKMF-2(UE-to-network relay) so that 5G PKMF-1(Remote UE) relies on 5G PKMF-2(UE-to-network relay) having authenticated the UE-to-network relay.

Step 8) The UE-to-network Relay contacts the 5G PKMF-2(UE-to-network Relay) and includes the HPLMN ID of Remote UE, the Relay Service Code, Nonce_1, the Remote UE ID and the UE-to-network relay ID in the Key Request message for PC5 communication including the KPC5 key ID. If the Remote UE’s HPLMN ID is provided then its used by the UE-to-network relay’s 5G PKMF-2 to determine the 5G PKMF-1 in the Remote UE’s HPLMN, if configured.
NOTE 4: Whether the UE-to-network relay ID consists of one or more of the following parameters: ProSe application id, ProSe application user id and/or GPSI of the Remote UE is for SA2 to decide. 
Step 9) The 5G PKMF-2(UE-to-network Relay) contacts the 5G PKMF-1(Remote UE) and forwards the Key Request message including the Relay Service Code, Nonce_1, the Remote UE ID,  KPC5 key ID and the UE-to-network relay ID to the 5G PKMF-1(Remote UE).

NOTE 5: The interface between the 5G PKMF-2(UE-to-network Relay) and the 5G PKMF-1(Remote UE) is out of 3GPP scope.

Step 10a) The 5G PKMF-1(Remote UE) needs to contact the 5GDDNMF(Remote UE) to check if the Remote UE and the UE-to-network relay are allowed to communicate with each other by checking the Remote UE ID and the UE-to-network relay ID. 
NOTE 6: The check of whether the Remote UE and the UE-to-network relay are allowed to communicate with each other could also be performed by the 5G PKMF-1 itself, if the 5G PKMF-1 (of Remote UE) has an SBI to the UDM (of Remote UE). In this case the 5G PKMF-1 does not contact the 5GDDNMF (of Remote UE) as described in steps 10a and 10c. The 5G PKMF-1 (of Remote UE) performs the step 10b instead of the 5GDDNMF.
Step 10b) If the 5GDDNMF(Remote UE) has not received the subscription information from the UDM, then the 5GDDNMF(Remote UE) contacts the UDM(Remote UE) in Nudm_SDM_Get to check if the Remote UE and UE-to-network relay are allowed to communicate with each other. 
The UDM(Remote UE) provides the subscription information to the 5GDDNMF(Remote UE) in Nudm_SDM_Get_Response. 

Step 10c) The 5GDDNMF(Remote UE) responds to the 5G PKMF-1(Remote UE) whether the authorization is successful or not.

Step 11) If the 5G PKMF-1(Remote UE) confirms the Remote UE can connect to the network via the selected ProSe UE-to- network Relay, 5G the PKMF-1(Remote UE) generates a new freshness parameter (i.e. KPC5-COM freshness parameter). The 5G PKMF-1 generates a new key KPC5-COM key from at least the KPC5 key, Nonce_1, Relay Service Code and the new KPC5-COM freshness parameter. The generation of the KPC5-COM key can be done in a similar was as described in Annex A.7 in TS 33.303 if PRUK is replaced by KPC5 key. The 5G PKMF-1(Remote UE) includes the Remote UE ID, KPC5-COM freshness parameter, the KPC5-COM key ID and the KPC5-COM key in the Key Response message to the 5G PKMF-2(Remote UE). 
NOTE 7: The interface between the5G  PKMF-2(UE-to-network Relay) and the 5G PKMF-1(Remote UE) is out of 3GPP scope.

Step 12) The 5G PKMF-2(UE-to-network Relay) forwards the Key Response message to the UE-to-network Relay.

Option 2: The UE-to-network relay retrievs the address of the Remote UE’s 5G PKMF-1 and contacts 5G PKMF-1 directly
Step 7a) UE-to-network Relay establishes a secure connection with the 5GDDNMF of the Relay UE. As this connection is established in the user plane, the same mechanism as used to protect the PC3 interface can be re-used. Either solution #5 or solution #11 can be used for securing the connection. 

Step 7b) The UE-to-network Relay contacts the 5GDDNMF of the UE-to-network relay and includes the HPLMN ID of the Remote UE and the Relay Service Code.

Step 7c) The 5GDDNMF of the UE-to-network relay is using the HPLMN ID of the Remote UE and the Relay Service Code to determine the address of the 5G PKMF-1(Remote UE) and includes the address of the 5G PKMF-1(Remote UE) in the response message to the UE-to-network Relay. 

NOTE 8: The 5GDDNMF of the Relay UE could be pre-configured with the address of the 5G PKMF-1(Remote UE) but this is for SA2 to decide. 

Step 8a) The UE-to-network Relay uses the address of the 5G PKMF-1(Remote UE) and contacts directly the 5G PKMF-1(Remote UE). The UE-to-network Relay establishes a secure connection with the 5G PKMF-1 (Remote UE) server. As this connection is established in the user plane, the same mechanism as used to protect the PC3 interface can be re-used. Either solution #5 or solution #11 can be used for securing the connection. The UE-to-network relay is implicitly authenticated by the 5G PKMF-1(Remote UE) server when establishing the secure connection. 
Editor’s note: Roaming aspects are not specified for AKMA yet. This is FFS in work item AKMA which is still specified in Rel-17.
Step 8b) The UE-to-network Relay initiates a Key Request message for PC5 communication including the KPC5 key ID, the Relay Service Code, Nonce_1, the Remote UE ID and the UE-to-network relay ID. The 5G PKMF-1(Remote UE) checks if the Remote UE and the UE-to-network relay are allowed to communicate by checking the Remote UE ID and the UE-to-network relay ID.

Step 9a) The 5G PKMF-1(Remote UE) needs to contact the 5GDDNMF(Remote UE) to check if the Remote UE and UE-to-network relay are allowed to communicate with each other.

NOTE 9: The check of whether the Remote UE and the UE-to-network relay are allowed to communicate with each other could also be performed by the 5G PKMF-1 itself, if the 5G PKMF-1 has an SBI to the UDM (of Remote UE). In this case the 5G PKMF-1 does not contact the 5GDDNMF-1 as described in step 9a. The 5G PKMF-1 performs the step 9b instead of the 5GDDNMF.

Step 9b) If the 5GDDNMF (Remote UE) has not received this information earlier from the subscription in the UDM, then the 5GDDNMF (Remote UE) contacts the UDM (Remote UE) in Nudm_SDM_Get to check if the Remote UE and UE-to-network relay are allowed to communicate with each other. 
The UDM (Remote UE) provides the subscription information to the 5GDDNMF (Remote UE) in Nudm_SDM_Get_Response. 

Step 9c) The 5GDDNMF (Remote UE) responds to the 5G PKMF-1(Remote UE) regarding whether the authorization is successful or not.

Step 10) If the 5G PKMF-1(Remote UE) confirms the Remote UE can connect to the network via the selected ProSe UE-to- network Relay, the 5G PKMF-1(Remote UE) generates a new freshness parameter (i.e. KPC5-COM freshness parameter). The 5G PKMF-1 generates a new key KPC5-COM key from at least the KPC5 key, Nonce_1, Relay Service Code and the new KPC5-COM freshness parameter. The generation of the KPC5-COM key can be done in a similar was as described in Annex A.7 in TS 33.303 if PRUK is replaced by KPC5 key. The 5G PKMF-1(Remote UE) includes the Remote UE ID, the KPC5-COM key, the KPC5-COM key ID and the KPC5-COM freshness parameter for PC5 communication identified by KPC5 key ID in the Key Response message to the UE-to-network Relay. 

Option 1 and Option 2:
Step 13) The UE-to-network Relay generates a Nonce_2. The UE-to-network Relay generates KSESS key from the KPC5-COM key and Nonce_2. The UE-to-network Relay initiates a Direct Security Mode Command integrity protected with KSESS-IK key generated from the KSESS key. The UE-to-network Relay includes the KPC5-COM key ID and the KPC5-COM freshness parameter together with calculated MAC and the Nonce_2 in the Direct Security Mode Command message.

Step 14) The Remote UE generates the KPC5-COM key in the same way as the 5G PKMF-1(Remote UE)  in step 11 in Option 1 using the KPC5-COM freshness parameter. The Remote UE then generates the KSESS key from the KPC5-COM key and Nonce_2. The Remote UE checks the integrity of the received Direct Security Mode Command by verifying the received MAC using a KSESS-IK key generated from the KSESS key. If the verification is successful, then the Remote UE sends a Direct Security Mode Complete message which is integrity protected and encrypted using the KSESS-IK key and the KSESS-CK key.
Step 15) The UE-to-network Relay responds with a Direct Communication Accept on the PC5 interface.











6.21.3
Evaluation


This solution resolves key issue #4 and key issue #9 and proposes to perform the key management for PC5 communication between the 5G PKMF and the Remote UE/UE-to-network relay over the user plane.
This solution is for commercial services. This solution describes how the Remote UE and the UE-to-network relay finds out the address of the key management server (5G PKMF) which resides in Remote UE’s HPLMN, in order to be able to retrieve a common key for PC5 communicate over PC5 interface. 
This solution assumes and require 3GPP network connectivity for both Remote UE and UE-to-network relay. 
There are two options described in this solution: Option 1 and Option 2.

In Option 1, the UE-to network relay contacts the Remote UE’s 5G PKMF-1 via its 5G PKMF-2. The Remote UE provides it’s HPLMN ID over PC5 interface to the UE-to-network relay and the UE-to-network relay provides the HPLMN ID together with the Relay Service Code to it’s 5G PKMF-2 which can resolve the address of the Remote UE’s 5G PKMF-1.
In Option 2, the UE-to-network relay retrievs the address of the Remote UE’s 5G PKMF-1 from it’s 5GDDNMF and contacts thereafter the Remote UE’s 5G PKMF-1 directly. The Remote UE provides it’s HPLMN ID over PC5 interface to the UE-to-network relay and the UE-to-network relay provides the HPLMN ID together with the Relay Service Code to it’s 5GDDNMF which can resolve the address of the Remote UE’s 5G PKMF-1.
Option 1 seems more desirable then Option 2, as in Option 1, the UE-to-network relay does not need to retrieve the address of the Remote UE’s 5G PKMF-1 from it’s 5GDDNMF. Option 1 is more aligned with the direct discovery procedures where the 5GDDNMF’s in different PLMN’s have interfaces and communicate directly in between each other. The same approach could be used for the 5G PKMF’s in different PLMN’s as described in Option 1. 
This solution aligns with the key management for the discovery keys for the UE-to-network relay which is also performed over user plane.
Editor’s note: Further evaluations of impact on PC5 link security establishment are FFS. PC5 security establishment is impacting existing unicast security/key establishment as per TS 35.536 i.e. KNRP  equivalent is derived during DSMC instead of prior to DSMC. When Remote UE reconnects with same Relay the  procedure with PKMF needs to be re-run  i.e. reuse of KNRP or equivalent as per TS 35.536 is not possible.
Editor’s note: Security between Remote UE with Relay’s PKMF lists AKMA as possible solution, but if Remote and Relay belong to different PLMNs it is not clear how this can be supported, since roaming aspects are not specified for AKMA yet. This is FFS in work item AKMA which is still specified in Rel-17.

This solution has no impact on network nodes as RAN, AMF and AUSF. 

This solution has impact on network nodes as potentially 5GDDNMF and potentially UDM. 
Solution #21 is similar to Solution #6, but differs as described below:

· In Solution #6, the Remote UE calculates a message authentication code (MACREAR) over the included ProSe parameters and includes the MACREAR in the Direct Communication Request to the UE-to-network relay. In Solution #21, no message authentication code (similar to MACREAR) is included in the the Direct Communication Request.

· In Solution #21, the Remote UE and UE-to-network relay belongs to different HPLMN’s. In Solution #6, the Remote UE and UE-to-network relay belongs to the same HPLMN. 
If the Remote UE wants to connect to a Relay UE, it means the Remote UE is almost out of coverage of the network, then it’s FFS how steps 2, 3a and 3b can be performed as this solution may not work when the remote UE is not in 3GPP coverage.

Which network function provides the 5G PKMF address to the Remote UE is still to be decided.

“UE-to-network relay can connect to the 5G PKMF in Remote UE’s HPLMN via the UE-to-network relay’s 5G PKMF” adds a new requirement to the PKMF’s holder which is out the scope of the 3GPP.
The new changes compared to PKMF in LTE in TS 33.303 are as follows:

· The Remote UE’s HPLMN ID needs to be sent to the UE-to-network relay’s 5G PKMF.
SA2 has not defined the 5G DDNMF in the architecture for the UE-to-network relay scenario as proposed in this solution, as SA2 does not solve security issues.

SA2 has not defined the 5G PKMF which manages security keys for PC5 communication in the architecture for the UE-to-network relay, as SA2 does not define PKMF in LTE. The 5G PKMF could interact with 5G DDNMF and UDM via SBI as described in the solution. 
In LTE, the PKMF is only used for Public Safety.  However, in 5G we need also to support commercial use case. It is very hard to have a single PKMF for all the applications that is independent of PLMNs. It’s unclear which authority should be responsible for maintaining the function for commercial use cases. This solution is proposing to reuse the logic of the 5G DDNMF (or the ProSe Function in LTE) or the 5G PKMF which is bound with the PLMN. 
**** END OF CHANGES ****
_1679915842.vsd
Remote UE


UE-to-NW Relay


5GDDNMF of Remote UE


AF-1 (Remote UE)


5. Discovery (Model A or Model B)


5GDDNMF of Relay UE


6. Direct comm req (KPC5-COM key ID, Relay Service Code, Nonce_1, Remote UE ID)


AF-2 (UE-to-network relay)


Steps 0-4 in Figure 6.21.2-1


UDM (Remote UE)


6b. Establish secure connection


6c. Request for address (Remote UE ID, Relay Service Code)


6d. Request for address response (address of the AF-1(Remote UE)))


Steps 7-15 in Option 2 in Figure 6.21.2-1



_1683006541.vsd
Remote UE


UE-to-NW Relay


5GDDNMF of Remote UE


5G PKMF-1 (Remote UE)


3a. Key request for PC5 communication (Relay Service Code, Remote UE ID)


5. Discovery (Model A or Model B)


5GDDNMF of Relay UE


6. Direct comm req (
HPLMN ID)


5G PKMF-2 (UE-to-network relay)


3b. Key response for PC5 communication (KPC5 key ID, KPC5 key)


8. Key request for PC5 communication (KPC5  key, HPLMN ID (of Remote UE) , Nonce_1, Remote UE ID, UE-to-network relay ID, Relay Service Code)


9. Key req ( KPC5 key ID, Nonce_1, Remote UE ID, UE-to-network relay ID), Relay Service Code)


11. Key resp (KPC5-COM key, KPC5-COM Key ID, KPC5-COM freshness )


12. Key response for PC5 communication (KPC5-COM  key ID, KPC5-COM  key, KPC5-COM freshness )


15. Direct comm accept


8b. Key request for PC5 communication (KPC5  key ID, Nonce_1, Remote UE ID, UE-to-network relay ID, Relay Service Code)


10. Key response for PC5 communication (KPC5-COM  key ID, KPC5-COM  key, KPC5-COM freshness )


Option 1


Option 2


1. The Remote UE retrievs the discovery keys for discovery of the UE-to-network relay.


4. The UE-to-network relay retrievs the discovery keys for discovery of the Remote UE.


2. Establish secure connection with 5G PKMF-1 (Remote UE)


13. Direct security mode command


14. Direct security mode complete


7. Establish secure connection with PKMF-2 (UE-to-network relay)


8a. Establish secure connection with 5G PKMF-1 (Remote UE)


UDM (Remote UE)


9b. Nudm_SDM_Get / Nudm_SDM_Get_Response 


10b. Nudm_SDM_Get / Nudm_SDM_Get_Response 



Generate KPC5 key and KPC5 key ID


UDM (Relay UE)


0. The Remote UE retrievs the Relay Service Code and the address of the 5G PKMF-1(RemoteUE) after being authorized to act as a Remote UE. 


0. The UE-to-network relay retrievs the Relay Service Code and the address of the 5G PKMF-2  after being authorized. 


10a. Authorization request


10c. Authorization response


9c. Authorization resp


9a. Authorization request


7b. Request for address (HPLMN ID of Remote UE, Relay Service Code)


7c. Request for address response (address of the 5G PKMF-1(Remote UE)))


7a. Establish secure connection with 5GDDNMF-2 (UE-to-network relay)



_1679915841.vsd
Remote UE


UE-to-NW Relay


5GDDNMF of Remote UE


AF-1 (Remote UE)


3a. Key request for PC5 communication (Relay Service Code, Remote UE ID)


5. Discovery (Model A or Model B)


5GDDNMF of Relay UE


6. Direct comm req (address of AF-1(Remote UE), KPC5 key ID, Remote UE ID, Relay Service Code, Nonce_1)


AF-2 (UE-to-network relay)


3b. Key response for PC5 communication (KPC5 key ID, KPC5 key)


8. Key request for PC5 communication (KPC5  key ID, address of the AF-1(Remote UE), Nonce_1, Remote UE ID, UE-to-network relay ID, Relay Service Code)


9. Key req ( KPC5 key ID, Remote UE ID, UE-to-network relay ID), Nonce_1, Relay Service Code)


11. Key resp (KPC5-COM key, KPC5-COM Key ID, KPC5-COM freshness )


12. Key response for PC5 communication (KPC5-COM  key ID, KPC5-COM  key, KPC5-COM freshness )


15. Direct comm accept


8. Key request for PC5 communication (KPC5  key ID, Nonce_1, Remote UE ID, UE-to-network relay ID, Relay Service Code)


10. Key response for PC5 communication (KPC5-COM  key ID, KPC5-COM  key, KPC5-COM freshness )


Option 1


Option 2


1. The Remote UE retrievs the discovery keys for discovery of the UE-to-network relay.


4. The UE-to-network relay retrievs the discovery keys for discovery of the Remote UE.


2. Establish secure connection with AF-1 (Remote UE)


13. Direct security mode command


14. Direct security mode complete


7. Establish secure connection with AF-2 (UE-to-network relay)


7. Establish secure connection with AF-1 (Remote UE)


UDM (Remote UE)


9b. Authorization request


10b. Authorization request


Generate KPC5 key and KPC5 key ID


UDM (Relay UE)


0. The Remote UE retrievs the Relay Service Code and the address of the AF-1(RemoteUE) after being authorized to act as a Remote UE. 


0. The UE-to-network relay retrievs the Relay Service Code and the address of the AF-2(UE-to-network relay) after being authorized to act as a UE-to-network relay. 


10a. Authorization request


10c. Authorization response


10d. Authorization response


9c. Authorization resp


9d. Authorization resp


9a. Authorization request



