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*** 1st CHANGE ***
[bookmark: _Toc42177176][bookmark: _Toc42179529][bookmark: _Toc42246802][bookmark: _Toc51245736][bookmark: _Toc67392316]4.4	Security requirements and principles for AKMA
[bookmark: _Toc51245737][bookmark: _Toc67392317]4.4.0	General
The following security requirements are applicable to AKMA:
-	AKMA shall reuse the same UE subscription and the same credentials used for 5G access.
-	AKMA shall reuse the 5G primary authentication procedure and methods specified in TS 33.501 [2] for the sake of implicit authentication for AKMA services.
 -	The SBA interface between the AAnF and the AUSF shall be confidentiality, integrity and replay protected.
-	The SBA interface between AAnF and AF/NEF shall be confidentiality, integrity and replay protected.
-	The AKMA Application Key (KAF) shall be provided with a maximum lifetime.
NOTE:	Roaming aspects are not considered in the present document.
[bookmark: _Toc42177177][bookmark: _Toc42179530][bookmark: _Toc42246803][bookmark: _Toc51245738][bookmark: _Toc67392318]4.4.1	Requirements on Ua* reference point
The Ua* reference point is application specific. The generic requirements for Ua* are:
-	Ua* protocol shall be able to carry AKMA Key Identifier (A-KID); 
-	the UE and the AKMA AF shall be able to secure the reference point Ua* using the AKMA Application Key derived from the AKMA Anchor Key.
NOTE 1:	The exact method of securing the reference point Ua* depends on the application protocol used over reference point Ua*.
[bookmark: _Toc42177178]NOTE 2:	Specifying Ua* protocol identifier is not considered in the present document.
-	The Ua* protocol shall be able to handle the expiration of KAF.
[bookmark: _Toc42177179][bookmark: _Toc42179531][bookmark: _Toc42246804][bookmark: _Toc51245739][bookmark: _Toc67392319]4.4.2	Requirements on AKMA Key Identifier (A-KID)
Requirements for AKMA Key Identifier (A-KID) are:
-	A-KID shall be globally unique;
-	A-KID shall be usable as a key identifier in protocols used in the reference point Ua*;
-	AKMA AF shall be able to identify the AAnF serving the UE from the A-KID.
4.4.X	Requirements on the UE
The requirements on the UE are:
-	Applications on the UE shall not be able to get access to KAKMA, 
-	An application on the UE shall only get the KAF keys related to specific AF_IDs (i.e., FQDN and Ua* protocol identifier combinations) that the application is authorized to get,
-	An application on the UE shall not be able to get access to the KAF keys that belong to other applications.
NOTE:	How these requirements are satisfied is out of scope of 3GPP. 
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