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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: AKMA TLS protocol profiles 
Acronym: AKMA_TLS 
Unique identifier: TBD
 
Potential target Release: Rel-17. 

Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
1
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	
	X
	

	No
	
	
	X
	
	

	Don't know
	X
	
	
	
	


2
Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	850021
	Authentication and key management for applications based on 3GPP credential in 5G
	Uses the keys derived by the AKMA work to secure some TLS based protocols.

	910024
	Enhancements of 3GPP profiles for cryptographic algorithms and security protocols
	Profile of TLS 1.3 using GBA keys is planned to be included in the WID.


3
Justification

The AKMA specification (TS 33.535) enables the derivation of application specific keys based on an authentication of a UE connected to 5GS. Currently there are no standardised method of using these keys. It is possible to create a profile of protocols similar to the ones defined in TS 33.222 for GBA (i.e. TLS protocols) to use the AKMA keys. 
4
Objective

To provide an AKMA based profile of the TLS similar to GBA profiles that are specified in clauses 5.3 and 5.4 of TS 33.222 to enable the use of these protocols with AKMA derived keys. When a GBA Ua protocol profile for TLS 1.3 is added to TS 33.222, then a AKMA based profile will be included in the work of this WID. The AKMA based profile should be compatible with the GBA one such that it is possible to enable a choice of AKMA or GBA keys.
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	33.5535
	Add the profiles for TLS based Ua* protocols
	SA#93-e (Sept 2021)
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Work item Rapporteur(s)
Escott, Adrian, Qualcomm Incorporated, aescott@qti.qualcomm.com
7
Work item leadership

SA3
8
Aspects that involve other WGs
CT1 to provide stage 3 details of TLS Ua* protocol profiles
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Supporting Individual Members
	Supporting IM name

	Qualcomm Incorporated

	Ericsson

	CMCC 

	ZTE

	

	


