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1
Decision/action requested

Solution to assure SUCI generation by legitimate SUPI owner
2
References

[1]
TR 33.846
3
Rationale

Solution proposal for new KI resolving another type of linkability attack.

4
Detailed proposal

************ START OF CHANGES
6.0
Mapping of solutions to key issues

Table 6.0-1: Mapping of solutions to key issues

	
	
	

	Solutions
	KI#1.X
	KI#2.1
	KI#2.2
	KI#2.Y
	KI#3.1
	KI#3.2
	KI#4.1
	
	

	Solutions for anchor keys security
	
	
	
	
	
	
	
	
	

	No solution so far
	
	
	
	
	
	
	
	
	

	Solutions for resilience against identifier linkability
	
	
	
	
	
	
	
	
	

	#2.1: Handling of Sync failure by AUTS encryption
	
	x
	
	
	
	
	x
	
	

	#2.2: Encryption of authentication failure message types by UE with new keys derived from K_AUSF
	
	x
	
	
	
	
	x
	
	

	#2.3: Unified authentication response message by UE
	
	x
	
	
	
	
	
	
	

	#2.4:  MAC-S based solution
	
	x
	
	
	
	
	x
	
	

	#2.5: Encryption of authentication failure message with SUCI method
	
	
	x
	
	
	
	
	
	

	#2.6: Certificate based encryption of unicast NAS message
	
	x
	
	
	
	
	x
	
	

	#2.X: Assuring SUCI generation by legitimiate SUPI owner
	
	
	
	x
	
	
	
	
	

	Solutions for availability aspects of SUCI usage
	
	
	
	
	
	
	
	
	

	No solution so far
	
	
	
	
	
	
	
	
	

	Solutions on re-synchronisation in AKA
	
	
	
	
	
	
	
	
	

	#4.1: Using MACS as freshness in the calculation of AK
	
	
	
	
	
	
	x
	
	

	#4.2: Using symmetric encryption function to protect SQN during a re-synchronisation procedure in AKA
	
	
	
	
	
	
	x
	
	

	#4.3: SQN protection by concealment with SUPI in USIM
	
	x
	x
	
	
	
	x
	
	

	#4.4: SQN protection during re-synchronisation procedure in AKA
	
	
	
	
	
	
	x
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	


************ NEXT CHANGE

6.2.X
Solution #2.X: Assuring SUCI generation by legitimiate SUPI owner

6.2.X.1
Introduction

This solution addresses Key Issue #2.Y: Linkability by SUCI.

This solution proposed to use the long-term key K in SUCI generation, such that it is assured that the created SUCI has been created by the user to whom the long-term key K belongs to. 

6.2.X.2
Solution details
Editor’s Note: It is ffs if Hash (K) can be used instead of K for computing the MAC key to avoid using K for additional purpose than the AKA algorithm (e.g Milenage or Tuak).
The solution follows the SUCI generation scheme, but the MAC tag is generated out of a new MAC key, which is the result of a one-time function taking the Ephemeral MAC key and K as input. The rest of the known SUCI generation scheme is not touched. 

After the Ephemeral MAC key has been generated (according to the scheme described in Annex C of TS 33.501), a new one-way function f using the long-term key K as additional input to the ephemeral MAC key is added. The result is used as the new MAC key: MAC key ( f (K, Ephemeral MAC key). 

This new MAC key cannot be generated by an attacker, unless he would be in possession of the individual long-term key K of the subscriber. With the new MAC key, the computation of the SUCI is continued as specified in 3GPP TS 33.501 [V].

NOTE: What one-way function to use is outside the scope of this solution. In 3GPP specifications, there are various examples for one-way functions, e.g. the key derivation function used for key derivations according to Annex A in 3GPP TS 33.501 [V], or the functions of the Milenage and Tuak algorithm sets (3GPP TS 35.205 [Y], 3GPP TS 35.231 [Z]).
6.2.X.3
Evaluation

TBD
************ END OF CHANGES

