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Decision/action requested

This pCR proposes improvements and modifications to Solution #23 in TR 33.809.
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Detailed proposal
We ask SA3 to kindly consider including the additional details in Solution #23 in TR 33.809 addressing existing Editor’s notes. These modifications also make the solution more specific and efficient, in particular, it limits the application of the cryptographic CRC to the first communication instants once AS security has been setup. This is enough to detect the presence of a MitM attacker. The text describes why this solution can also solve KI#3 and KI#5.
The answers to the Editor’s notes are as follows:
Answer to Editor’s Note: how to share a key between RUE and RBS is FFS. For example, in the presence of multiple DUs connected to the same CU, how does CU derive K_PHYint? Are all DUs supposed to share the same K_PHYint is:
K_PHYint may be derived from K_gNB in a similar way as K_RRCenc, K_RRCint, K_UPenc, and K_UPint where value 0x07 is used for the algorithm type distinguisher in clause A.8 of TS 33.501. In the case of DU CU split, all DU units use the same K_PHYint. 
Answer to Editor’s Note: signaling in cell change is FFS. how K_PHYint is derived and whether additional parameter needs to be included in HO signalling, interoperability with the legacy nodes and so on. Is:
To allow for interoperability with legacy nodes, the base stations should announce this security capability to the UEs. Since this solution uses AS, this can be done as extensions in the SecurityModeCommand message. The UE can confirm its activation of this algorithm in the SecurityModeComplete. 

Signaling in cell change can be performed as specified in Section 6.9.2 in TS 33.501. Furthermore, some extensions are required to make sure that UE and target gNB run the solution once the handover is completed. To this end, the current gNB needs to inform the target gNB of the UE’s C-CRC capabilities over the Xn Application Protocol defined in TS 38.423. This can be done in the Handover Request message as part of the UE Security capabilities. Next, the target gNB needs to confirm whether it supports the C-CRC capability. Upon reception of this confirmation, the gNB will send a RRCReconfiguration (TS 38.331) message informing the UE about the capabilities of the target gNB. By doing this, both UE and target gNB will execute this solution as soon as the HO is completed.
Answer to Editor’s Note: it is FFS how blockID is constructed and how key refresh is performed to avoid using the same blockID for the same key. is:
A specific construction is as follows:
blockID = Frame | Subframe | Slot | Allocated_Resources_TIME | Allocated_Resources_Frequency

where | means concatenation and Allocated_Resources_Time and Allocated_Resources_Frequency determine the resources that are used for transmission in the given Frame/Subframe/Slot.

There is no need for key refresh since the cryptographic CRC is only computed and checked till the SFN component of the blockID wraps around. This is enough to detect the presence of a MitM and take actions.

**** START OF CHANGE 1 ****
6.23
Solution #23: Cryptographic CRC to avoid MitM relay nodes
6.23.1
Introduction
This solution addresses KI#3, KI#5 and #7.
This solution firstly addresses KI#7. As indicated in KI#7, MitM attacks and FBSs are related but different attacks [23]. A standalone FBS is only capable of attracting UEs and getting the first phases of the communication through it, however, the communication will stop as soon as the mutual authentication handshake between UE and core network fails. A MitM attack is more powerful since the attacker can forward all messages and the authentication between UE and core network. This allows the attacker to observe, intercept and manipulate, and/or attack later phases of the communication. Integrity protection may not always be in place nor protect every message, so an efficient way to detect and protect against MitM attacks is still useful to have. 
A MitM relay node typically includes a false base station (FBS) and a false UE (FUE). A layer-two attacker can place a MitM relay node between a real UE (RUE) and a real BS (RBS). As shown in Figure 1, the MitM attacker can intercept, drop, and forward messages with unaltered or altered content [19]. These capabilities can lead to multiple attacks including amongst others aLTEr [20], imp4gt [19], network misconfiguration [21], or 5Greasoner [22].

[image: image1]
Figure 6.23.1.1 – MitM relay node
This solution introduces the concept of cryptographic CRC, which provides an effective solution to MitM attacks, without requiring digital signatures, time synchronization at system level, or verification of location information. This solution may be used in conjunction with already existing integrity protection mechanisms (e.g. to avoid attacks on messages that may not be integrity protected (such as PDCP Control PDUs)), or in cases where integrity protection is not enabled (e.g. based on security policy for certain PDU sessions).
This solution also addresses KI#5 since this solution provides the RUE and RBS with the means to reject the messages that have been forwarded by a MitM and allows the RUE and RBS to detect the MitM, and if present, stop the communication.
This solution also supports KI#3 (first requirement) since it allows the gNB to detect MitM and this information can be shared with the network, for network-based detection of MitM attackers.
6.23.2
Solution details
6.23.2.1 
Requirements

a) RUE and RBS share a symmetric key. We denote this key as K_PHYint.
b) Each transport block (TB) resulting from MAC layer is allocated to Physical resource blocks (RBs), i.e., the time and frequency physical resources used to transmit the data. We identify the allocated RBs by a unique identifier that we call blockID. This identifier is assumed long enough and unique within the scope of K_PHYint. 
c) The 24-bit CRC included per transport block in the Physical layer is replaced by CRC’ computed as:

CRC’ = MessageAuthenticationCodeComputation(K_PHYint, CRC|blockID)
    (*)

where MessageAuthenticationCodeComputation() is a function that returns a 24 bit message authentication code.

6.23.2.2 Operation
6.23.2.3 Upon setup of K_PHYint, once AS is established, then from the first subsequent SFN 0 until it wraps around (10.24 seconds), 

RBS schedules for the RUE at least a data transmission in each SFN:
RUE sends a transport block by doing the following:

· RUE computes the 24-bit CRC value.
· RUE obtains information about the allocated RBs to send the transport block and derives the blockID.
· RUE computes CRC’.
· RUE places CRC’ in the CRC field. 
RBS receives a transport block by doing the following:

· RBS receives a message in certain RBs and derives the blockID. 
· RBS computes the 24-bit CRC_r value given the received transport block.
· RBS computes CRC’_r given CRC_r and blockID.
· RBS checks whether the computed CRC’_r value equals the received CRC’ value. If the values do not match, then the transport block is rejected; if the values match, then the transport block is accepted proving that it does not contain transmission errors and that it has been transmitted in the same physical resources, i.e., it has not been replayed.
· At the end of this time period, the RBS determines the presence of a MitM attacker by checking whether the number of times the CRC’ check failed exceeds a threshold. Assuming that 2^10 TB can be exchanged in 10.24 seconds and the CRC has a length of 24 bits, this threshold can be derived from a binomial test and a given confidence level. If a MitM attacker is detected, the RBS informs the UE and the network about the presence of the MitM relay node. 
The above description is further detailed as follows:

a) The MAC computation in equation (*) may be implemented by truncating the output of HMAC-SHA256 [NIST SP 800-107] so that only the 24 least significant bits are returned.

b) The blockID may be constructed by combining the identifiers of the used resources when communicating with a given base station gNB. These identifiers include gNB identifiers such as PCI; in the time domain, this can include the Hyper Frame Number, the System Frame Number, the slot number, the OFDM symbol identifier, the time duration of the resource blocks; in the frequency domain, this can include the lowest frequency and the used frequency band. A specific construction is as follows:
blockID = Frame | Subframe | Slot | Allocated_Resources_TIME | Allocated_Resources_Frequency

where | means concatenation and Allocated_Resources_Time and Allocated_Resources_Frequency determine the resources that are used for transmission in the given Frame/Subframe/Slot.

c) K_PHYint may be derived from K_gNB in a similar way as K_RRCenc, K_RRCint, K_UPenc, and K_UPint where value 0x07 is used for the algorithm type distinguisher in clause A.8 of [7]. In the case of DU CU split, all DU units use the same K_PHYint.

d)  In CU-DU split architectures, K_PHYint is to be delivered in a secure way from the CU to the DUs through the F1-C interface as described in Section 9.8.2 in TS 33.501[7]. In the case of DU CU split, all DU units use the same K_PHYint.
e) To allow for interoperability with legacy nodes, the base stations should announce this security capability to the UEs. Since this solution uses AS, this can be done as extensions in the SecurityModeCommand message. The UE can confirm its activation of this algorithm in the SecurityModeComplete. 

Signaling in cell change can be performed as specified in Section 6.9.2 in TS 33.501. Furthermore, some extensions are required to make sure that UE and target gNB run the solution once the handover is completed. To this end, the current gNB needs to inform the target gNB of the UE’s C-CRC capabilities over the Xn Application Protocol defined in TS 38.423. This can be done in the Handover Request message as part of the UE Security capabilities. Next, the target gNB needs to confirm whether it supports the C-CRC capability. Upon reception of this confirmation, the gNB will send a RRCReconfiguration (TS 38.331) message informing the UE about the capabilities of the target gNB. By doing this, both UE and target gNB will execute this solution as soon as the HO is completed.

The specific description of these extensions is left for normative phase.
f) There is no need for key refresh since the cryptographic CRC is only computed and checked till the SFN component of the blockID wraps around. This is enough to detect the presence of a MitM and take actions.

g) 


6.23.2.3 
Prevention of MitM attacks:

a) prevention of message forwarding (replay): an attacker placing a MitM relay node between RUE and RBS would like to forward traffic by receiving, processing, and resending packets. Since the FUE, part of the MitM relay node, impersonates the RUE, it is supposed to transmit and receive in the same RBs assigned to the RUE. 
A detailed description of the protection against message forwarding requires detailing the differences between the uplink and the downlink. The UE is allocated resource blocks by the base station. This allocation is done for both uplink and downlink by means of the PDCCH except in uplink semipersistent schedule (SS) (type 1 and 2) that is sent encrypted in an RRC message. Since the MitM is in between RUE and RBS, the resource allocation will arrive with some delay to the RUE. This affects in particular the uplink since it induces a delay that prevents the RUE from using the right timeslots and leads to a change in the blockID that is expected by the RBS. An attacker might try to delay the downlink, including the schedule delivery and reference time. However, this only works as long as the uplink is not active. Once the uplink is active, the MitM cannot be involved anymore in the downlink since otherwise it would trigger a mismatch. 
Thus, the replay protection provided by this solution can be understood by considering the blockID as a freshness parameter that is linked to the physical resources used in the communication link.

Forwarding at a later point of time is not feasible since the RBs change, and thus, the verification of the CRC’ will fail. Instantaneous reception and transmission in the same RBs are also not feasible because of two reasons: a) the resources are already used and b) because of the processing time. 
b) prevention of message modification: a MitM relay node placed between RUE and RBS can only modify additional traffic if it first receives a message from either RUE or RBS, processes it, modifies it, and sends it again. The attacker cannot perform this action since the CRC’ value is computed including the blockID, and this value will change when the attacker tries to send out the message at a later point of time using different RBs having a different blockID.
c) prevention of message injection: injecting a message means that the receiving party, either RUE or RBS, will accept a message from the MitM relay node. The MitM relay node does not have, however, K_PHYint, and thus, the MitM relay node cannot compute CRC’. 

6.23.3
Evaluation

This solution detects and blocks replay attacks of resource blocks at MAC/PHY layer, and in this way, solves KI#5 and KI#7. This solution also solves the first requirement in KI#3, but it does not prevent a UE from camping on a FBS (second requirement in KI#3). 
This solution has several features: 
This solution derives K_PHYint from K_gNB. This implies that the solution only starts operating once AS security has been established. For devices that do not support AS security, then other key derivation may be implemented without requiring them to use AS security.
Editor’s note: The evaluation should describe the impact on gNB and UE.
**** END OF CHANGE 1 ****
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