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1
Decision/action requested

It is requested to approve this modification for TR 33.847.
2
References

[1]
3GPP TR 33.847: “Study on Security Aspects of Enhancement for Proximity Based Services in 5GS (Release 17)”

3
Rationale

This contributions proposes to resolve the following editor's notes in Sol#13 in TR 33.847 [1]. 

Editor's note:
It is FFS how the Remote UE is authorized and provisioned when it is out of coverage.
· How to support primary authorization and provisioning for a Remote UE should be discussed in other solutions like Sol#10 since Sol#13 focuses on the secondary authentication and will follow the conclusion of that. Some text instead of the EN is introduced to address that point. Additionally it is mentioned that when out of coverage, pre-configured values can be used instead of getting provisioned.
Editor's note:
whether a PDU session can be shared with other Remote UEs when DN requires PDU secondary A&A is FFS
· The new PDU session establishment is conditional and the Relay UE may reuse an existing PDU Session if it satisfies the requirements of the PC5 connection with Remote UE. The secondary authentication in Sol#13 is designed to be performed over the PDU that is created or re-used by the Relay UE. Thus if the Relay UE decides to re-use a same PDU session for relaying multiple UEs, then it would also mean the PDU session for secondary authentication can be shared by multiple Remote UEs. Thus no more study is needed for this EN so it can be deleted.
Editor's note:
Whether forwarding EAP message via UE-to-Network Relay meets security requirements is FFS.

· As EAP method itself provides security protection on its own layer, forwarding EAP message via the Relay does not create additional security issue. Thus this EN can be deleted.
4
Detailed proposal

*****Start of change*****
6.13
Solution #13: Secondary Authentication for a Layer 3 Remote UE

6.13.1
Introduction

This solution addresses KI#4, Authorization in the UE-to-Network relay scenario. This solution especially describes how to perform the secondary authentication for Remote UE. It is necessary to develop a mechanism to support the secondary authentication for Remote UE in UE-to-Network Relay communication for the case where a DN requires the secondary authentication. Because the DN cannot distinguish whether a UE is connected directly to the 5GC or connected to the 5GC via UE to Network Relay, so the DN may block the Remote UE access if the network does not support secondary authentication for a Remote UE. There are two proposed solutions specified in the following clauses for the secondary authentication of Remote UE, where one is performed after PC5 link setup, and the other is performed before finishing the PC5 link setup. These solutions are only applicable for Layer 3 UE-to-Network Relay. 

6.13.2
Solution details

6.13.2.1
Secondary Authentication after PC5 link setup
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Figure 6.13.2.1-1: Secondary authentication procedure for a Remote UE (after PC5 link setup)

0. During the Registration procedure, Authorization and provisioning is performed for the ProSe UE-to-NW relay(0a) and Remote UE(0b). Authorization and provisioning procedure may be any solution for KI#4 that supports a Remote UE in the UE-to-Network relay scenario. When the Remote UE is not in the coverage, the Remote UE may use its preconfigured policy and parameter for PC5 discovery and communication to establish PC5 connection with a UE-to-Network Relay.

1.
The ProSe 5G UE-to-Network Relay may establish a PDU session for relaying with default PDU session parameters received in step 0 or pre-configured in the UE-to-NW relay, e.g. S-NSSAI, DNN, SSC mode or PDU Session Type. 

2.
Based on the Authorization and provisioning in step 0, the Remote UE performs discovery of a ProSe 5G UE-to-Network Relay. As part of the discovery procedure the Remote UE learns about the connectivity service the ProSe UE-to-Network Relay provides.

3.
The Remote UE selects a ProSe 5G UE-to-Network Relay and establishes a connection for One-to-one ProSe Direct Communication.


If there is no PDU session satisfying the requirements of the PC5 connection with the remote UE, e.g. S-NSSAI, DNN, QoS, the ProSe 5G UE-to-Network Relay initiates a new PDU session establishment or modification procedure for relaying.

4.
For IP PDU Session Type and IP traffic over PC5 reference point, IPv6 prefix or IPv4 address is allocated for the remote UE. From this point the uplink and downlink relaying can start. 
5.
The ProSe 5G UE-to-Network Relay sends a Remote UE Report (Remote User ID, IP info) message to the SMF for the PDU session associated with the relay.

6.
When the SMF received Remote UE Report, based on local configuration of the SMF, the SMF may retrieve subscription data of the Remote UE from the UDM and may perform Secondary authentication/authorization for the Remote UE. The SMF sends PDU Session Authentication Command message to the 5G ProSe UE-to-Network Relay including Remote User ID.

7.
The 5G ProSe UE-to-Network Relay sends EAP message to the Remote UE via PC5 signalling. The Remote UE sends EAP message to the 5G ProSe UE-to-Network Relay via PC5 signalling.

NOTE 1: When a PDU session being shared by multiple UEs is revoked or changed due to any reason, how to handle this is not introduced in this solution.

8.
The 5G ProSe UE-to-Network Relay sends PDU Session Authentication Complete message to the SMF including Remote User ID and EAP message received from the Remote UE.

9.
The SMF sends EAP message to the DN-AAA.

10.
The DN AAA server and the UE should exchange EAP messages, as required by the EAP method.
11. If the authentication/authorization success, the DN-AAA sends EAP-Success to the SMF.

12.
If the authentication/authorization fails, the DN-AAA sends EAP-Failure to the SMF. The SMF sends NAS message (e.g. PDU Session Modification, Remote UE Release Command) to the 5G ProSe UE-to-Network Relay. The NAS message includes Remote User ID to indicate the Remote UE and the 5G ProSe UE-to-Network Relay releases the PC5 link with the Remote UE.

NOTE 2:
It is possible to perform secondary authentication procedure in parallel when multiple Remote UEs are connected to the 5G ProSe UE-to-Network Relay almost at the same time.
NOTE 3:
The DN-AAA does not know whether a UE is connected via 5G ProSe UE-to-Network Relay or connected directly to the network.

NOTE 4: The solution assumes that the used EAP method provides the necessary security (e.g., for user id privacy protection).

6.13.2.2
Secondary Authentication before PC5 link setup
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Figure 6.13.2.2-1: Secondary authentication procedure for a Remote UE (before PC5 link setup)

0. During the Registration procedure, Authorization and provisioning is performed for the ProSe UE-to-NW relay(0a) and Remote UE(0b). Authorization and provisioning procedure may be any solution for KI#4 that supports a Remote UE in the UE-to-Network relay scenario. When the Remote UE is not in the coverage, the Remote UE may use its preconfigured policy and parameter for PC5 discovery and communication to establish PC5 connection with a UE-to-Network Relay.

1.
The ProSe 5G UE-to-Network Relay may establish a PDU session for relaying with default PDU session parameters received in step 0 or pre-configured in the UE-to-NW relay, e.g. S-NSSAI, DNN, SSC mode or PDU Session Type. 

2.
Based on the Authorization and provisioning in step 0, the Remote UE performs discovery of a ProSe 5G UE-to-Network Relay. As part of the discovery

3.
Remote UE establishes PC5 connection towards the 5G ProSe UE-to-Network Relay UE. When requesting UE-to-Network relaying over PC5, the Remote UE provides its Remote User ID to the 5G ProSe UE-to-Network Relay UE.

4.
The 5G ProSe UE-to-Network Relay UE sends PDU Session Establishment or PDU Session Modification Request to the SMF and provides the Remote UE ID of the Remote UE.

5.
When the SMF received Remote User ID, based on local configuration of the SMF, the SMF may retrieve subscription data of the Remote UE from the UDM and may perform Secondary authentication/authorization for the Remote UE. The SMF sends PDU Session Authentication Command message to the 5G ProSe UE-to-Network Relay including Remote User ID.

6.
The 5G ProSe UE-to-Network Relay sends EAP message to the Remote UE via PC5 signalling. The Remote UE sends EAP message to the 5G ProSe UE-to-Network Relay via PC5 signalling.

NOTE 1: When a PDU session being shared by multiple UEs is revoked or changed due to any reason, how to handle this is not introduced in this solution.

7.
The 5G ProSe UE-to-Network Relay sends PDU Session Authentication Complete message to the SMF including Remote User ID and EAP message received from the Remote UE.

8.
The SMF sends EAP message to the DN-AAA.

9.
The DN AAA server and the UE should exchange EAP messages, as required by the EAP method.
10. If the authentication/authorization success, the DN-AAA sends EAP-Success to the SMF.

11.
The SMF sends PDU Session Establishment Accept or PDU Session Modification Command to accept Remote UE's request.

12.
The 5G ProSe UE-to-Network Relay UE sends PC5 connection accept message to the Remote UE.

13.
The ProSe 5G UE-to-Network Relay sends a Remote UE Report (Remote User ID, IP info) message to the SMF for the PDU session associated with the relay.

14.
If the authentication/authorization fails, the DN-AAA sends EAP-Failure to the SMF.

15.
The SMF sends PDU Session Establishment Reject or PDU Session Modification Command to the 5G ProSe UE-to-Network Relay UE to reject Remote UE's request.
16.
The 5G ProSe UE-to-Network Relay UE rejects PC5 connection establishment.

NOTE 2:
It is possible to perform secondary authentication procedure in parallel when multiple Remote UEs are connected to the 5G ProSe UE-to-Network Relay almost at the same time.
NOTE 3:
The DN-AAA does not know whether a UE is connected via 5G ProSe UE-to-Network Relay or connected directly to the network.

NOTE 4: The solution assumes that the used EAP method provides the necessary security (e.g., for user id privacy protection).

6.13.3
Evaluation
TBD.

*****End of change*****
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