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1
Decision/action requested

This contribution proposes a solution to prevent a bearer that requires UP IP being handed over to a RAN node that does not support UP IP.
2
References

[1]
3GPP TR 33.853 v1.1.0 “Key issues and potential solutions for integrity protection of the user plane” (S3-202260).
3
Rationale

Introducing user plane integrity protection (UP IP) to EPS means that there will be a need to deal with both legacy nodes that do not support UP IP and upgraded nodes that do support UP IP. As described in Key Issue #7, there is a need to ensure that a legacy node that does not initiate a bearer that requires UP IP as it cannot support UP IP. While the key issue focuses on interworking, it is similarly true during mobility when connected to EPS. 

The solution (proposed in this contribution) provides a method of ensuring that the bearer that requires UP IP is not handed over from a ng-RAN node to an eNB that does not support UP IP. The solution works by the target eNB providing an indication that it supports UP IP as part of its response to a request for a handover from an ng-RAN node attached to 5GS. Whether the response happens in the target to source transparent container or on a hop by hop basis will depend on the rest of the solution, e.g. it is valuable to know that the intervening nodes support UP IP in EPS but this may be already be known due to other aspects of a chosen solution. If the source ng-RAN node gets no confirmation that the target eNB supports UP IP, then the source ng-RAN node shall not proceed with the handover that has bearers that require UP IP.  This solution varies from when connected in 5G as all ng-RAN nodes are aware of UP IP even if they do not support it themselves and hence will always ensure that bearers that require UP IP are not established without UP IP.
A similar solution could also apply to S1 handovers in EPS. 
4
Detailed proposal

It is proposed that SA3 approve the following pCR for inclusion in the TR [1].
**** START OF CHANGES ****

6.x
Solution #x: Restricting handovers to RAN nodes that don’t support UP IP
6.x.1
Introduction

This solution addresses Key Issue# 7 for handovers.
6.x.2
Network options affected

This solution is applicable to the following network options:

- 
Option 1 - eUTRA with EPC

- 
Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

6.x.3
Solution Description

Introducing user plane integrity protection (UP IP) to EPS means that there will be a need to deal with legacy (CN and RAN) nodes that do not support UP IP and upgraded nodes that do support UP IP. As described in Key Issue #7, there is a need to ensure that a legacy RAN node does not configure a bearer that requires UP IP as it cannot support UP IP. While the key issue focuses on interworking, it is similarly true during mobility in EPS. 

This solution provides a method of ensuring that the bearer that requires UP IP is not handed over from a ng-RAN node to an eNB that does not support UP IP. The solution works by the target eNB providing an indication that it supports UP IP as part of its response to a request for a handover initiated by an ng-RAN node connected to 5GS. If the source ng-RAN node gets no indication that the target eNB supports UP IP, then the source ng-RAN node shall not proceed with a handover procedure for the UE that has bearers that require UP IP. 
Whether the UP IP support indication is signaled in the target to source transparent container or on a hop by hop basis will depend on the rest of the solution, e.g. it could be necessary to know that the intervening nodes on the handover signaling path support UP IP in EPS but this can be already be known due to other aspects of a chosen solution.
NOTE: In 5GS, this solution is not needed because all NG-RAN nodes connected to 5GC (including the ones that do not support UP IP) are aware of the UP IP policy and ensure that bearers that require UP IP are not used without UP IP.
Editor’s Note: Justification on difference from 5G handling of handovers is needed.
Figure 6.x.3-1 provides the flows for the solution.
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Figure 6.x.3-1: Restricting handovers to RAN nodes that don’t support UP IP
The steps proceed as follows:
0. UE is connected to an ng-RAN node

1. ng-RAN node decides a handover to an eNB is needed
2. ng-RAN node initiates the handover preparation (via AMF and MME) to the eNB

3. eNB responds to handover preparation (via MME and AMF) and if it supports UP IP the eNB includes an indication of its support for UP IP. The indication can be carried hop by hop or end to end manner. 
Editor’s Note: it is FFS what is the signaling as the preparation procedure (step 2 and step 3)
4. If no UP IP support indication is received by the ng-RAN node and the handover includes bearers that require UP IP, then the ng-RAN node cancels the handover (4b). Otherwise it can continue with the handover (4a). 
A similar solution could also apply to S1 handovers in EPS. 
6.x.4
Solution Evaluation

Editor's Note: To be added later.

**** END OF CHANGES ****

_1663135228.vsd
UE


ng-RAN


AMF


MME


eNB


0. UE is connected to ng-RAN on 5GC 


1. ng-RAN node decides handover to eNB is needed


2. ng-RAN node initiates handover preparation to eNB via AMF and MME


3. eNB responds to handover preparation request via MME and AMF including indication on eNB’s support of UP IP if it supports UP IP


4a. ng-RAN node proceeds with handover


4b. ng-RAN node cancels handover



