3GPP TSG-SA3 Meeting #100bis-e 
S3-202616
e-meeting, 12 - 16 October 2020












Revision of S3-20xxxx
Source:
Samsung
Title:
Authentication and authorization between 5GMSGS client and MSGin5G server
Document for:
Approval

Agenda Item:
2.15
1
Decision/action requested

It is proposed to approve this key issue on authentication and authorization between 5GMSGS client and MSGin5G server for TR 33.862.
2
References

[1]
3GPP TR 33.862 Study on security aspects of the Message Service for MIoT over 5G System (5GMSG)
3
Rationale

This contribution proposes a key issue which describes the threat of security domain revealation of MSGin5G server and acquiring service by unauthorized 5GMSGS client if there is no authentication and authorization.
4
Detailed proposal

*****Start of Change*****
5.Y
Key issue #Y: Authentication and Authorization between 5GMSGS client and MSGin5G Server
5.Y.1
Key Issue Details

As per 23.700-24 [xx], MSGin5G-1 between a 5GMSGS client and a MSGin5G Server. This reference point supports registration and de-registration of a 5GMSGS client to a MSGin5G Server when not using IMS based solution and the exchange of MSGin5G messages.
During registration, the 5GMSGS Client provides profile/availability information for the 5GMSGS Client and the Application Clients that are serviced by the 5GMSGS Client to the MSGin5G Server. The profile/availability information includes contact information such as UE Identifier(s) and port number(s) which the 5GMSGS Client and the Application Clients listen on for incoming MSGin5G messages, supported MSGin5G capabilities (e.g. MOMT, AOMT, MOAT, Group, Broadcast) and MSGin5G service requirements (e.g. required time windows of service, message latency and data rates). 

5.Y.2
Security Threats

When registration and de-registration is used without authorization, if the registration is a new registration, the MSGin5G Server assigns a unique 5GMSGS Client ID to the malicious 5GMSGS client receive. The malicious 5GMSGS Client stores the identifier and uses it in all future MSGin5G communication with the MSGin5G Server. The Malicious 5GMSGS client may receive information e.g. URI, Application Server Functionalities, protocols which may reveal the security domain topology of the server. Malicious 5GMSGS Client may use this information to launch attacks on MSGin5G server. 

5.Y.3
Potential Security Requirements



MSGin5G Server and 5GMSGS Client shall be mutually authenticated over MSGin5G-1 Interface.
The 5GMSGS client shall be authorized to access MSGin5G services.

*****End Change*****
