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Decision/action requested

This pCR proposes a Solution on ‘UAS Security Aspects’ to address KI#6 and KI#7 in TR 33.854
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Rationale

In the last SA3#100e meeting, the Key issues #6, and #7 has been approved for TR 33.854 and this pCR proposes a solution to address Key issues #6 and #7 considering the following related principles stated in SA2 TR 23.754 clause 8 Conclusions for Key issue 2 (UAV authorization by UTM) and other aspects.
A UAV request for user plane connectivity to the 3GPP system for UAV operations (i.e. C2 between a UAV and a networked UAV controller and/or flight authorization request) may also require additional authorization by the UTM/USS.’
Other aspects: Single PDU session/PDN connection for USS and C2 connectivity, and separate PDU sessions/PDN connections for USS and C2 connectivity are supported. The mechanism that may be used is up to deployment.

The USS/UTM is not assumed to have knowledge of PDU sessions or PDN connections: the USS/UTM authorizes connectivity requests sent from the 3GPP system for a UAV or UAV controller, can revoke such authorization, and can provide information to control such connectivity (e.g. ACL, QoS information, etc.).’
Further SA1 information and requirements from TS 22.125 on general aspects and security is also considered as follows to clarify the scope of security in 3GPP:

‘Ubiquitous coverage, high reliability and QoS, robust security, and seamless mobility are critical factors to supporting UAS command and control functions.’
The communication requirements for UAS cover both the Command and Control (C2), and uplink and downlink data to/from the UAS components towards both the serving 3GPP network and network servers.

[R-5.4-001] The 3GPP system shall protect the transport of data between the UAS and UTM.

[R-5.4-003] The 3GPP system shall allow non-repudiation of data sent between the UAS and UTM at the application layer.

4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.854.

*****Start of Change*****

6.X
Solution #X: UAS Security Aspects

6.X.1
Solution overview

This solution address key issues #6 and #7.

This solution is applicable to EPC and 5GS.

The TS 22.125 states that, 3GPP system shall protect the transport of data between UAS and UTM related to the remote identification and further insists the robust security is one of the critical factors to support UAS command and control functions. Other key security requirement was that a 3GPP system shall allow non-repudiation of data sent between the UAS and UTM at the application layer. To enable any UAS related security aspect, post successful UAS authentication and authorization, a UAS session security context need to be set up between UAV/UAV-C and USS/UTM as a subsequent process considering the established UAS authentication-based security. Therefore, the following solution enables USS/UTM to protect the UAS related data to ensure overall UAS Security. The security credentials for UAV(s) are assumed to be provided by the USS/UTM along with initial CAA-Level UAV ID during the UAS registration in the initial phase using a method out of 3GPP scope. 

6.X.2
Solution details

NOTE 1:
The same functionality can be applied to a networked UAV Controller.

The UAV after performing the successful primary authentication with the 3GPP network and successful UAS authentication and authorization (UAA) with the USS/UTM, contains the UAS root security context (KUAS). The derivation of UAS root security context depends on the specific UAS authentication method used and it is out of 3GPP scope. Post successful UAS authentication, the UAV contains a UAS ID to uniquely identify the UAS which is formed by the UAV and the related UAV-C. UAV also contains UAS security context which includes the locally generated UAS root key (KUAS) and the KUAS ID to identify the UAS root key. The KUAS is kept at UAV and USS/UTM even when the UAV(s) have no active communication session (i.e., for USS or C2 data).

The UAS Security Set up procedure to enable UAS security is described as follows. The UAS session security set up between the UAV and USS/UTM can be performed after the UAS Authentication as a subsequent step or during a PDU session establishment procedure.

The UAV can initiate UAS Security setup with the USS/UTM to establish session security between UAV and USS/UTM when an UAS service (example a USS and/or C2) need to be invoked. 

· The UAV sends to the AMF, the Security Establishment Request message in a NAS Container. The Security Establishment Request message includes UAV ID (i.e., CAA Level UAV ID) with Routing Information, UAS ID, Auth Token and, KUAS ID. 

· The AMF receives and forwards the received Security Establishment Request message to the UFES (or a NF in the 3GPP network which takes care of UAS message handling with the USS/UTM).

· The UFES forwards the Security Establishment Request message to the USS/UTM.

· The USS/UTM verifies the KUAS ID, UAS ID and Authorization token with the locally stored UAS security context information related to the UAS ID. If UAS security context is available related to a KUAS ID, then the USS/UTM generates a Nonce and derives a UAS Session Key (KUAS_Sess) from the UAS root Key (KUAS) locally stored using a nonce and UAS ID as input to the key derivation. 

· The USS/UTM further derives the KUAS_Sess ID (e.g. 16-bit length) to uniquely identify the UAS session key. To enable the session key derivation at UAV, the USS/UTM provides the Nonce, and KUAS_Sess ID to the UFES in the Security Establishment response message. 

· The UFES further sends the received Security Establishment response message to the AMF, where the Security Establishment response message includes Nonce, and KUAS_Sess ID.

· The AMF sends the received Security Establishment response message to the UAV, where the Security Establishment response message includes Nonce, and KUAS_Sess ID.

· The UAV on receiving the Nonce, generates the UAS Session Key (KUAS_Sess) from the UAS root Key (KUAS) locally stored using the nonce and UAS ID as input similar to the USS/UTM. The UAV further generates the KUAS_Sess ID similar to the USS/UTM to check if the UAS session security is synchronized with the USS/UTM. If the Session key and Key ID is found to be synchronized, then the UAV finds that the UAS session key set up is successful. 

Specific UAS Session Key(s) can be used to protect the C2 between UAV - USS/UTM pair and UAV - UAV-C pair accordingly.

.
Editor’s Note It is FFS if a UAS session key can be used to protect the USS data between UAV and USS/UTM 
NOTE 2: How the UAV and UTM/USS uses the UAS Session keys to protect C2 data on the application level is out of 3GPP scope.
NOTE 3: The new NF in 3GPP nertwork which handles UAS related communication with the USS/UTM can be a UAS Control Function (UCF)/UAS Management Function (UASMF)/UFES/UAS AF which depends on SA2 conclusion.
Editor’s Note: It is FFS, how the 3GPP system shall enable C2 security for UAV and TPAE.

Applicability to EPS:

The UAS Security Setup procedure described to protect UAS data between UAV/UAV-C and USS/UTM can be applicable to EPS as specified descriptions steps can be adopted over control plane or user plane of 3GPP network. Further, an EPS authentication is run (instead of primary authentication) before UAS authentication and authorization. 

6.X.3
Solution evaluation 

TBD

*****End of Change*****
