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1
Decision/action requested

This paper proposes a key issue on detection of MitM attacks.
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3
Rationale

Current study on eNA security has the objective to also support the detection of cyber-attacks and anomaly events by the NWDAF and its related functions. MitM attacks or fraudent relay nodes may modify or change messages between the UE and the RAN, resulting in failures of higher layer protocols such as NAS or the primary authentication. While there might be difficulties to draw correlations of such failures for a single NF, the NWDAF may collect information from several NFs also on a per UE basis for a better detection of an attack. It is proposed to study the support of the NWDAF for MitM attacks for this reason.  
4
Detailed proposal

Begin of Changes

4.X
Key Issue #X: Detection on MitM attacks

4.X.1
Key issue details

MitM attacks or fraudent relay nodes may modify or change messages between the UE and the RAN, resulting in failures of higher layer protocols such as NAS or the primary authentication. While there might be difficulties to draw correlations of such failures for a single NF, the NWDAF may collect information from several NFs also on a per UE basis for a better detection of an attack.

4.X.2
Security threats

MitM attacks or fraudent relay nodes may stay undetected in the network, leading to undesired service rejection of the subscribers.  
4.X.3
Potential security requirements
It shall be possible for the NWDAF to collect information from other NFs that can be used to help to detect MitM attacks.

End of Changes

