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1. Overall Description:

SA3 thanks SA2 to send LS on security issue discussion for solution 22 in TR 23.748. The security analysis from SA3 point of view is as following:

In TR23.748, solution 22 uses DNS mechanism to help UE find a suitable Edge Application Server (EAS) in the session breakout scenario. 

SA3 believes that in solution 22, PDU session establishment and DNS resolution with pre-established UL CL/BP/L-PSA section are high level description and all details are shown in following DNS resolution before and after dynamic UL CL/L-PSA insertion section. However, in DNS resolution before and after Dynamic UL CL/L-PSA insertion section, security concerns are raised.  
In DNS resolution before and after dynamic UL CL/L-PSA insertion procedure, there are two phases for EAS discovery. In phase 1, the discovery is happened before dynamic UL CL/BP/L-PSA insertion. in phase 2, the discovery is happened after dynamic UL CL/BP/L-PSA insertion In these two phases, there are 3 options for EAS discovery. And they can be grouped as two alternatives show in the procedure in TR 23.748: dynamic ULCL/L-PSA & filter that option 1 and option 2 are involved, and pre-established ULCL/L-PSA & filter that option 3 are involved. 
For option 1 and option 2(option 2a and option 2b), LDNSR is destination about UE’s DNS request and is responsible to transfer such request to another DNS server. The E2E security is established between UE and LDNSR using security solutions like DoT, DOH, or DNS over DTLS. SMF inserted UL CL rules after resolvers receive the DNS response. As the DNS traffic is encrypted between UE and LDSNR, we don't see any issue with options 1, 2a, 2b.
For options 3a, 3b, encrypted DNS solutions like DoT, DOH, or DTLS is not feasible as UL CL needs to process the packet to forward to either Local PSA or PSA for DNS resolution. But it may be possible to use this option without encryption in a controlled and trusted environment, and it should be left to operators to decide whether to enforce the use of DNS encryption or whether to take the informed risk of disabling it. However, it is not clear how to re-route to the local DNS resolver / L-DNS, through changing UE packet IP address to local DNS resolver / L-DNS address or any other ways. If the address has to be changed as shown in option 3B, it implies the destination address of UE data is modified before reaching its real destination. Some security concerns are raised for this option. If the 5GS allows local DN to modify such an address, an unscrupulous Local DN operator can also rewrite the address to another L-PSA, one that is controlled by the local DN. The UE would then be unknowingly directed to a local or edge network that is controlled by the same adversary, especially if the local DN is operated by a third party, leading to a number of potential attacks on the UE (e.g. inflated data usage and billing, loss of privacy, etc.). Although it can be mitigated with user consent or agreement on network side, it still breaks integrity of user plane data before transmitting such data to its destination. If re-route of step 7 is made without changing IP address, it means the solution is not complete on this point and needs clarification to make further security analysis.
2. Actions:

To SA2 group:
Based on above analysis, SA3 believes option 1 and option 2 in DNS resolution before and after Dynamic UL CL/L-PSA insertion procedure can be securely protected and terminated in LDNSR. For options 3a, 3b, encrypted DNS traffic is not an option; in that case, using this option without encryption should be left to the operator to decide. In another aspect, in option 3, especially in option 3B, the IP address is modified, thus security concerns are raised.
SA3 requests SA2 to take above analysis into consideration.
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