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1
Decision/action requested

It is proposed to add a new solution on key issue #1. SA3 is kindly requested to approve this contribution.
2
References

[1]
3GPP TR 33.839, v0.1.0
[2]
3GPP TS 23.558, v1.0.0
3
Rationale
As stated in key issue #1 in TR 33.839[1], malicious Edge Enabler Client may retrieve a list of Edge Applicaiton Server configuration information and topology use these informations to launch attacks on Edge Data Network. It needs to provide the authentication and authorization mechanism for the Edge Enabler Client when requesting service from the EES.
4
Detailed proposal
*** START of CHANGE ***
6.X
Solution #XX: Authentication and Authorization between the Edge Enabler Client and the Edge Enabler Server
6.X.1
Introduction
The following solution addresses the security requirement for the key issue #1 on Authentication and Authorization between the EEC and the EES.

In clause 8.3.2.3 of TS 23.558[xx], before the service provisioning procedure, the Edge Enabler Client should been authorized to communicate with the Edge Configuration Server. From the security perspective, three security requirements are specified for the access of UE to Edge Data Network.
a) It needs to ensure that only PLMN authorized UE can access to the Edge Data Network.

b) It needs to ensure that only edge computing service authorized UE can access to the Edge Data Network.

c) The URI or address information of Edge Configuration Server is the entry information for Edge Data Network when the ECS is deployed by the ECSP.
When the Edge Configuration server is deployed by the ECSP, the ECS information is preconfigured in the UE. This solution proposes a mechanism how the Edge Enabler Client is authenticated and authorized by the Edge Enabler Server when the Edge Configuration server is deployed by the ECSP. The secondary authentication for the authorization of the PLMN PDU session establishment will be reused as service authentication. The SMF shall perform the role of the EAP Authenticator and communicates with the ECS (AAA).
Based on the secondary authentication procedure, the client is authenticated. The SMF will allocate the Edge Enabler Server information to the EEC. Then the client can use this URI information of the Edge Enabler Server to communicate with the Edge Date Network. It takes advantage of the secondary authentication between EEC and ECS to realize the authentication between the EEC and the EES. The authorization between the EEC and the EES is performed via the ECS.
6.X.2
Solution details 
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Figure 1 Authentication and Authorization between the EEC and the EES
The procedure assumes that the Edge Data Network is deployed by the ECSP.

1. The UE registers in the operator network and perform the primary authentication procedure.

2. When the UE trigger the edge service it sends the PDU session establishment request to the AMF to setup the PDU session for the services provided by Edge Data Network.

The following steps 3, 4, 5, 6 are the same as steps 5a-13 in clause 11.1.2 of TS 33.501[yy]. The secondary authentication procedure is performed. The ECS is the authentication server of the Edge Data Network. 

7. After the successful completion of the authentication procedure, the ECS sends EAP Success message to the SMF including the address information of Edge Enabler Server and the GPSI.

8. The SMF sends a Namf_Communication_N1N2MessageTransfer to the AMF with the received information.

9. The AMF forwards NAS SM PDU Session Establishment Response message along with EAP Success, the address information of suitable Edge Enabler Server and the GPSI to the UE/EEC.
10. The EEC sends Edge Enabler Client registration request to the EES.

11. The EES retrieves the authorization information of the EEC from the ECS.
12. After successful service authorization verification, the EES sends Edge Enabler Client registration response to the EEC.
Editor's note: It is FFS how to proceed the authentication and authorization if the secondary authentication is not performed.

Editor's note: details of authorization is FFS.
6.X.3
Solution Evaluation

TBD
*** END of CHANGE ***
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