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1
Decision/action requested

This contribution updates the key issue for time synchronization messages.
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Rationale

4
Detailed proposal

******* related to clause 5.1 


************ KI#1: Security for time
************ synchronization messages

******* START OF CHANGES

5.1.1  
Key issue details 

Time synchronisation is essential for the 5GS providing the TSC service. The time synchronisation mechanisms for the 5GS as IEEE bridge in TSN are shown in the figure of clause 5.27 in 3GPP TS 23.501 [3]. 

The time synchronisation messages (i.e., PTP or gPTP messages) are used for establishing a common time. They are transmitted in the 5GS user plane between the ingress and egress boundaries involving the DS-TT, the UE, the gNB, the UPF and the NW-TT. The main difference between the UL and DL time synchronisation is that in case of the UL time synchronisation, the messages can be 

- processed and forwarded to a TSN end station or another TSN bridge via NW-TT on network side, or 

- in case of UE-UE communication, processed and forwarded via DS-TTs on the UE side
In case of DL time synchronization, Rel-16 TS 33.501 Annex L.3 [2] already specifies the security mechanisms of the transfer of time synchronization messages in the user plane of 5GS. This key issue further explores the necessity of mandating the security enforcement policy set to "required".

The case of UL time synchronization has not been in focus of Rel-16. For delivery of time synchronisation messages, the UPF will forward the UL time synchronisation messages transparently via DS-TT. 
As stated in solution 1 in TR 23.700-20, clause 6.1 [7], in case of UL toward UE, the DS-TT in the other UE can reuse the operations for DL as defined in 3GPP TS 23.501, clause 5.27.1.2.2 [3]. This is also true for security operations as described in TS 33.501, Annex L.3 [2].
Note, time synchronisation messages are not protected by default in TSN systems. Thus, time synchronisation messages need to be protected in UL and DL, at least in the case of not being protected in TSN, when transferred over a 5GS bridge. 
******* NEXT CHANGE

5.1.2  
Security threats
The intrinsic timing aspects that a 5GS Bridge as a TSN Bridge need to support may provide ground for vulnerabilities like:  

- 
Blocking the deterministic transmission with strict latencies boundaries. 

- 
Manipulation of the clock synchronization between NW elements (Master/Slave) and with global time reference (Grand Master). 

- 
Manipulation of Time aware Scheduling and traffic shaping.

- 
Manipulation to the selection of communication paths and reservation of bandwidth and time slots
If time synchronization messages have been already protected by application layer in TSN, an attacker enforcing SMF to instruct gNB to set "UP security enforcement information" to "required" may add unnecessary delay in the transmission of time synchronization messages via 5GS, i.e. it is a threat on availability.   

From time synchronization messages (announce, synch) that are not confidentiality protected, an attacker may conduct information about the network architecture of the 5GS. Based on this information, an attacker may be able to prepare further attacks to the system.
******* END OF CHANGES

