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Decision/action requested

Key issue on NF data collection protection
2
References
[1]
TR 23.700-91: "Study on enablers for network automation for the 5G System (5GS); Phase 2 (Release 17)"
3
Rationale

This key issue is on data generated by a NF and provided to an analytics function for gaining a better understanding of the overall system health, diagnosis of a failure, etc. E.g. it may include statistics related to performance, service requests, downtime, incoming traffic, load, resource usage, etc. Different core NFs send their statistical data to multiple analytics functions, such as NWDAF, MDAS, etc.
This KI determines the requirements for protection of NF related data, either in transit to an analytics function or when stored in the NF.
4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.866.

********** START OF CHANGES

A.X
Key Issue #X: NF data collection protection
A.X.1
Key issue details 
This key issue addresses NF generated data protection. The data is that provided to an analytics function for gaining a better understanding of the overall system health, diagnosis of a failure, etc. E.g. it may include statistics related to performance, service requests, downtime, incoming traffic, load, resource usage, etc. Different core NFs send their statistical data to multiple analytics functions, such as NWDAF, MDAS, etc. 
This key issue assumes that components of the network may be malicious or poorly implemented. It determines the requirements for protection of NF related data, either in transit to an analytics function or when collected and sent by NF.
NOTE: This key issue is not targeting the authentication and authorization of the NF sending the data sending the data to the analytics function. The existing SBA security mechanisms can be used for this.

A.X.2
Security threats
Data while in transit to the analytics function may be modified by any malicious entity to provide false information. This will prevent accurate analytics output. For instance, the malicious entity can modify the system statistics or logs sent to the NWDAF, in order to hinder the root cause diagnosis of a system failure.

If a Network Function sending the data is malicious, it may send erroneous data, which may compromise the efficiency, performance and output of analytics algorithms implemented in the analytics functions.
A.X.3
Potential security requirements
TBD
********** END OF CHANGES

