3GPP TSG-SA3 Meeting #100-bis-e 
S3-202418
e-meeting, 12-16 October 2020












merger with S3-202600
Source:
InterDigital, Lenovo, Motorola Mobility, Samsung
Title:
Update to KI#5 Privacy protection of UAS identities
Document for:
Approval

Agenda Item:
2.7
1
Decision/action requested

It is proposed to approve this update to KI#5 in TR 33.854.
2
References

3
Rationale

The following questions were raised during SA3#100e meeting: what type of information is being broadcasted by UAV and whether any of that information is privacy sensitive?
During SA2#140e meeting, SA2 has agreed on the following conclusions in TS 23.754[3], clause 8:
An UAV is identified by USS/UTM using a CAA-level UAV ID assigned by USS/UTM, and identified by the 3GPP System using a 3GPP UAV ID assigned by the MNO

The CAA-level UAV ID is used for Remote ID functionality (network or broadcast remote ID). Remote Identification support by 3GPP in the scope of this release applies to the UAV, not to UAV Controller.
Various formats of CAA-level UAV ID must be supported by the UAV to support various geo-specific regulations. At least Serial Number Identification, a CAA-Issued Registration Identifier (aka Session ID), and USS/UTM-Issued UUID shall be supported
Observation 1: a UAV will broadcast a CAA-level UAV ID to support remote ID and tracking functionality. The CAA-level UAV ID may be a static (e.g., serial number) or a quasi-static identifier,  which may allow tracking by unauthorized entities (e.g., to gather flight profile of UAVs operated by a business, the police , a journalist etc.)
The following architecture assumption can be found in TS 23.754[3], clause 4.2:
-
It is assumed that mechanisms are available to ensure privacy and protection (e.g. anti-spoofing) of the CAA-assigned UAV Identity when used for Remote Identification. Security solutions to provide such privacy are outside the scope of SA WG2 (e.g. in SA WG3's scope) and may be outside the scope of 3GPP (e.g. in ASTM's scope).

Observation 2: SA2 assumes that privacy protection mechanisms for CAA-level UAV ID are available. 3GPP solutions to provide such privacy are in SA3 scope.
The UAV broadcasts different messages during the flight time but if the same ID is used by a UAV for a certain period of
 time, it is possible to track and identify the source of the message.

It should be noted that, in broadcast mode, any entity can receive the messages and who should receive the messages is not managed (i.e. it is not known who is listening), which increases the privacy needs for broadcast messages.

An adversary that is capable of connecting and linking broadcast identities to a real or a long-term UAV endpoint identity will be able to track and trace the endpoint in space and time. Such trackability and linkability will lead to privacy attack on UAV endpoint that transmits the broadcast messages.

Other services like V2X, where the UE is broadcasting messages already support privacy to avoid the above issues.

Proposal: add a potential requirement for KI#5 for privacy protection of UAV identities during broadcast transmissions
The 3GPP system shall provide means for mitigating linkability and trackability attacks on UAV identities during broadcast communications. Such identities include the CAA-level UAV ID.

4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.854. 







***
BEGIN OF CHANGES
***

5.5.3
Potential security requirements 

The 3GPP system shall provide means for mitigating linkability and trackability attacks on UAV and UAV controller identities during communications with USS/UTM.

The 3GPP system shall provide means for mitigating linkability and trackability attacks on UAV and UAV controller identities during C2 communications.

Editor’s Note: This requirement may not be possible to solve in all cases – it may be necessary to limit its scope.

The 3GPP system shall enable UAV and UAV controller to preserve the privacy of UAS owner/operator/pilot, including associated PII.
The 3GPP system shall provide means for mitigating linkability and trackability attacks on UAV identities during broadcast communications. 

***
END OF CHANGES
***
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