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1
Decision/action requested

Approve the pCR below
2

Rationale

This contribution proposes a solution for group communication to support commercial services.
3
Detailed proposal
*** BEGIN CHANGES ***
6.X
Solution #X: Group communication security mechanism for commercial services
6.X.1
Introduction
This solution addresses Key Issue #1 (Discovery message protection) and Key Issue #Y (Security of one-to-many communications). This solution supports commercial service (interactive service) in the 5G ProSe group communication scenario.
Editor’s note: It is FFS how this solution will perform out of coverage.
Editor’s note: It is FFS how PGK is generated.
Editor’s note: It is FFS which NF manages the keys.
6.X.2
Solution details

The solution is based on the reuse of LTE ProSe restricted discovery, one-to-many communication security mechanism and group key provision mechanism specified in TS 33.303 [6].
0. Restricted discovery Model B specified in clause 6.1.3.4.2.2 of TS 33.303 [6] is used to discover group members. The UE as the group Leader UE performs Announcing UE Discovery Request procedure, and the UE as the group Member UE performs Monitoring UE Discovery Request procedure. These procedures need to be performed before discovery process.

1. A UE that wants to create a ProSe communication group sends a Group creation request to the Application Server. The request includes Application ID, Application User ID. The interaction between UE and Application Server belongs to application layer.

2. The Application Server authenticates and authorizes the UE, and then creates a group for the UE. The Application Server assigns the role of Group Leader to the UE (Leader UE). The Application Server sends Group creation response to the UE. The response includes the Group ID and Group expiration time. The Application Server stores the group creation information.

3. The Leader UE sends Group key request to the Key Management Function. The request includes Application ID, Application User ID, Group ID and Group expiration time, Security capabilities etc..

4. The Key Management Function authenticates the UE, and then sends Authorization request to the Application Server. The request includes Application ID, Application User ID, Group ID and Group expiration time.

5. The Application Server retrieves the group information and obtains the role of the UE, and then sends the role to the Key Management Function through Authorization response.

6. The Key Management Function creates group communication keys for the group, assign group member ID to the UE, and then sends the keys to the UE through Group key response. The Key Management Function stores the keys and group information. The group key provision security mechanism specified in clause 6.2 of TS 33.303 [6] can be used here.

7. The Leader UE (i.e. announcing UE) sends group member Discovery request. The request includes Application ID and its UE ID.

8. An UE (i.e. monitoring UE) wants to join the group and sends Discovery response. The response includes Application ID and its UE ID.

9. The Leader UE sends Discovery Accept message to the monitoring UE. The message includes Application ID and Group ID.

10. The monitoring UE sends Group join request to the Application Server. The request includes Application ID, Application User ID and Group ID.

11. The Application Server authenticates the UE, retrieves the group information according to the Group ID, and then checks if the UE can be a member of the group. The Application Server assigns the role of Group Member to the UE (Member UE). The Application Server sends Group join response to the UE. The response includes the Group ID and Group expiration time. The Application Server stores the information that the UE is a member of the group.

12. The Member UE sends Group key request to the Key Management Function. The request includes Application ID, Application User ID, Group ID and Group expiration time.

13. The Key Management Function authenticates the UE, and then sends Authorization request to the Application Server. The request includes Application ID, Application User ID and Group ID and Group expiration time.

14. The Application Server retrieves group information and obtains the role of the UE, and then sends the role to the Key Management Function through Authorization response.

15. The Key Management Function retrieves group communication keys according to the Group ID, assign group member ID to the UE, and then sends the keys to the UE through Group key response. The group key provision security mechanism specified in clause 6.2 of TS 33.303 [6] can be used here.

16. The Member UE sends Discovery complete message to the Leader UE.

17. Now, group members can use the group keys to protect group communications.

18. In case the Group Leader UE wants to update the group keys, it sends Group key update request to the Key Management Function. The request includes Application ID, Application User ID, Group ID, Group expiration time and group member list. The Key Management Function creates new group keys for the group and sends the key to the Leader UE. The Key Manage Function stores the group member list with the group keys.

19. The Leader UE informs the group members that the group keys need to be updated through Group parameters update request.

20. The Group member UE obtains new group keys from the Key Management Function.

21. The Group member UE confirms the key update.

22. After all member UEs complete the key update, the Leader UE triggers the use of the new group keys by starting to use the new group keys.
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Figure 6.X.2-1: Group communication security procedure for commercial services
6.X.3
Evaluation

TBD
*** END OF CHANGES ***
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