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1.    Introduction

Terminal Identity  is IMEI:

Current status: IMEI is unsecured entity

The initial goal was to have a secured unique identity to support the terminal security requirements, stolen terminals, cloning (see Annex A1 for details).

Proposal for future status:  IMEI should be secured, and unique

Reasons:

1- Terminal capabilities and applications would increase in 3GPP

2- A provable identity is essential for secured future applications

2. Possible future 3GPP applications which require provable identity

The following possible future applications scenarios are presented to show their impact on manufacturer, operator, user and regulator !

2.1
Operator/service provider dependent application

1. Software applications could be restricted to certain terminals (secured licensing). The service provider/operator can limit some service to certain subset of terminals for some reason (this may be required for MExE)

2. Highly secured applications where a service is offered by a service provider for all users but only through a certain terminal or terminal group (for example: banking, prepaid  ....)

3. Virtual Private Networks VPN are easier to configure through shared secret for user/operator. Or for end-to-end highly-secured applications (threshold schemes are possible)

4. Authority or operator wants, for some legal reasons,  to force provable terminal identification. (example: emergency calls, blacklisting stolen terminals or terminals that do not operate)

5.  Proving legal  or criminal issues related to the use of terminal.

The operator can only back-trace the terminal involved in some criminal case if the terminal identity is provable. Some prepaid applications could then become fully untraceable !!!. If terminal identity is enforced by law then the service is more traceable. Many untraceable criminal scenarios are possible !!.

6. Software licensing through operator or other service provider over network MExE etc. (software works only if it is licensed for certain  terminal)

7. Exclusive safety and security for a class of costly terminals

8. Internet secured applications are only effectively traceable if the sending terminal identity is involved in the communication protocol.

9. Manufacturer offers secured software update/tele-service over internet or air interface for highly complex terminals. Manufacturer can establish his own security profile without involving the operator.

2.2 
User applications

1. Terminal can generates its own security for own applications (e.g. home applications)

2. Highly-secured user defined security profile is possible for Virtual Private Network  VPN if the user is not willing to fully trust the service provider.

3.  Software licensing for special user applications 

4. Authenticated voting,  statistics

5. Network independent mutual-authentication

2.3 
Joint operator-user applications (threshold security)

1. Terminal can certify (o not deny) service to a service provider who is not an operator

2. Certificates for use of software or service where both service provider (who is not operator) and user/terminal need mutual authentication (Banking and similar services)

3. Jointly certified Voting tied to terminal identity, Statistics ...

4. Operator restricts some service to a terminal or group of terminals where the user is not defined.

User is charged just for calls, terminal (as service sub-provider) is charged for the service provided.

5. End-to-end user trusted security

6. Multiparty threshold security. Example: user, operator, authority can build joint mutual authentication.

2.4 Impact on manufacturer

1. Discourage Grey market import and export (support ohnest competition)

2. Allows secure uploading of new software to update mobile functionality

3.
Proposed Requirements on IMEI  

· Cryptographic provable Identity

· Identity is not possible to modify or remove

· Identity is physically infeasible  to replace

· Low-cost implementation

· Security level should be similar to that of  USIM

· Low network management overhead

· Any attack on the terminal/unit identity should be time consuming and technically expensive

ANNEX: A1

3G Security requirements (Extract)
 Terminal Security Requirements:

R7a   It shall be possible to deter the theft of terminals.   (T10a,c,d)

R7b  It shall be possible to bar a particular terminal from accessing 3G services.    (T10a,c,d)

R7c  It shall be difficult to change the identity of a terminal to circumvent measures taken to bar a particular terminal from accessing 3G services.    (T10a,c,d)

The corresponding threats are:

  T10a  Use of a stolen terminal and UICC: Intruders may use stolen   terminals and UICCs to gain unauthorised access to   services.  (MAJOR)

T10c   Use of a stolen terminal: Users may use a valid USIM with a stolen terminal to access services.       (MAJOR)

T10d  Manipulation of the identity of the terminal: Users may modify the IMEI of a terminal and use a valid USIM  with it to access services.
(MAJOR)

T10e  Integrity of data on a terminal: Intruders may modify, insert or delete applications and/or data stored by the terminal. Access to the terminal may be obtained either locally or remotely, and may involve breaching physical or logical controls.
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