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7.6.12 Secure Transport Parameters

7.6.12.1

This parameter carries the security header information which is required by areceiving entity in order to extract
the protected information from a securely transported MAP message. The components of the security header are

shown in table 7.6.12/1.

Security Header

See 3G TRS 33.800102 for the use of these parameters.
Table 7.6.12/1: Components of the Security Header

Component name

Presence
requirement

Description

Sending PLMN identity

M

The Mobile Country Code and the Mobile Network
Code of the PLMN which sent the secure MAP
message.

Protection-mode

Eneryption-algorithm-key

Key version number for Hash
algorithm-key

Memﬂepus—ppesen{—ethemse—shau—beabsen%

Initialisation vector

An initialisation vector for the message protection
function. Shall be present if required by the

Security Associationthe-Mede-of-eperationis-CBC;
CFB-orOFB, otherwise shall be absent.

Original component identifier

Identifies the type of component to be securely
transported — one of:

- Operation, identified by the operation
code;

- Error, defined by the error code;

- User information.

Security Parameters Index

I<

Identifies the Security Association for the
component.




17.7.14  Secure transport data types

MAP- ST- Dat aTypes {
ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodul es (3) map-ST-DataTypes (27) version7 (7)}

DEFI NI TI ONS
IMPLICIT TAGS

BEG N

EXPORTS
Secur eTransport Arg,
Secur eTransport Res,
Securi t yHeader,
Pr ot ect edPayl oad

1

I MPORTS
I MBI,
PLMN\- 1 d

FROM MAP- CormpnDat aTypes {
ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodul es (3) nap- CormonDat aTypes (18) version7 (7)}

1

SecureTransport Arg :: = SEQUENCE {
securit yHeader Securi t yHeader,
pr ot ect edPayl oad Pr ot ect edPayl oad OPTI ONAL

-- The protectedPayl oad carries the result of applying the security function
-- defined in 3G TRS 33.800102 to the encoding of the argunment of the securely
-- transported operation

SecureTransport Res ::= SEQUENCE {
securit yHeader Securi t yHeader,
pr ot ect edPayl oad Pr ot ect edPayl oad OPTI ONAL

-- The protectedPayl oad carries the result of applying the security function
-- defined in 3G TRS 33.800102 to the encoding of the result of the securely
-- transported operation

SecurityHeader ::= SEQUENCE {

ori gi nal Conponent |l dentifier Origi nal Conponent | dentifier,

sendi ngPLl\/N- Id PLM\- I d,

securi tyPar anmet er sl ndex Securi tyPar anet er sl ndex,
7%%9%%7 - OPTIONAL,
7%&-@9{—&{—'—%7 %GNAL—,

! . {3} ' . ,

initialisationVector F4}-InitialisationVector OPTI ONAL,
7hashALgeH+hm—deﬂPmﬁ—{%]—HashA#geH+hﬁkdenﬁ%ﬁ OPTFHONAL -
7hashKey¥e1L3FGHme®e#— [ 6] HashKeyVersionNumber — OPTIONAL,

-}




Prot ect edPayl oad ::= OCTET STRI NG SI ZE(1..34381000))

In protection node O (noProtection) the ProtectedPayl oad carries the transfer

syntax val ue of the conponent paraneter identified by the
ori gi nal Conponent |l dentifier.

In protection node 1 (integrityAuthenticity) the protectedPayload carries 4

octets TVP, followed by the transfer syntax val ue of the conponent
paraneter identified by the original Conponentldentifier, followed by

the integrity check val ue.

The integrity check value is the result of applying the hash al gorithm
to the concatenation of TVP, transfer syntax value of the SecurityHeader,
transfer syntax value of the conponent paraneter.

In protection node 2 (confidentialitylntegrityAuthenticity) the protected

payl oad carries 4 octets TVP, followed by the encrypted transfer syntax
val ue of the conponent paraneter identified by the

ori gi nal Conponentldentifier, followed by the integrity check val ue.

The integrity check value is the result of applying the hash algorithm
to the concatenation of TVP, transfer syntax value of the SecurityHeader,
encrypted transfer syntax val ue of the conponent paraneter.

See 33.800102.
The length of the protectedPayl oad is adjusted according to the capabilities of
the | ower protocol |ayers
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[SecurityParanetersindex ::= OCTET STRING (S| ZE(4))
| [InitialisationVector ::= OCTET STRING (Sl ZE(28..32))
Origi nal Conponentldentifier ::= CHO CE {
oper ati onCode [0] OperationCode,
error Code [1] Error Code,
userl nfo [2] NULL}
QperationCode ::= CHO CE {
| ocal Val ue | NTEGER,
gl obal Val ue OBJECT | DENTI FI ER}
Error Code ::= CHO CE {
| ocal Val ue | NTEGER,
gl obal Val ue OBJECT | DENTI FI ER}

END




