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1. Abstract
In the dobal Mbile System (GSM and Universal Mobile

Tel econmuni cati on System (UMIS) networks, the MAP protocol
plays a central role in the signaling conmuni cations between
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the Network Elements (NEs). The Internet Security Association and
Key Managenent Protocol (1SAKMP) defines a franework for security
associ ati on managenent and cryptographi c key establishnent for the
Internet. This franework consists of defined exchanges, payl oads,
and processing guidelines that occur within a given Domain of
Interpretation (DA). This document defines the MAP Security DO
(MAPSEC DA), which instantiates | SAKMP for use with MAP when MAP
uses | SAKMP to negotiate security associations.

2. Terns and Definitions

The keywords MJUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOVMENDED, MAY, and OPTI ONAL, when they appear in this
document, are to be interpreted as described in [RFC 2119].

3. Introduction
3.1. MAP

In the dobal Mbile System (GSM and Universal Mobile

Tel econmuni cati on System (UMIS) networks, the MAP protoco

plays a central role in the signaling communi cati ons between

the Network El enments (NEs). User profiles exchange, authentication, and
nobi I ity managenent are performed using MAP. MAP is an SS7 protoco

and runs over the TCAP, SCCP, and MIP protocol |ayers, typically

usi ng dedi cated PCM | i nks

The nobil e networks are noving towards | P-based sol utions, and
completely | P based networks and new protocols such as SIP
will in fewyears time replace MAP. However, MAP and SS7
signaling networks have to be supported during the transition
time, and beyond, due to the need to retain | egacy equi pnent

i n networKks.

3.2. Requirements for a DO

Wthin | SAKMP, a Domain of Interpretation is used to group rel ated
protocols using | SAKMP to negotiate security associations. Security
protocols sharing a DO choose security protocol and cryptographic
transforns froma common nanespace and share key exchange protoco
identifiers. They also share a common interpretation of DO -specific
payl oad data content, including the Security Association and
Identification payl oads.

Overall, | SAKMP places the follow ng requirenments on a DO
definition:

o define the nanming schenme for DO -specific protocol identifiers
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define the interpretation for the Situation field

define the set of applicable security policies

define the syntax for DO -specific SA Attributes (Phase I1I)
define the syntax for DO -specific payload contents

define additional Key Exchange types, if needed

define additional Notification Message types, if needed

O OoO0OO0OO0OO0OoOo

For instance, the IP Security DO [IPDO] describes the use of

| SAKMP in the context of IP Security AH and ESP and the IP
Conpression protocols. The IP Security DO also includes the
details for how phase 1 authentication and protection of | SAKMP
itself is performed between two | P nodes.

3.3. MAP Security

Due to the role of MAP in the authentication process

of GSM phones, operators are concerned about its |ack of
cryptographic security support. For this reason a new protoco
header has been devel oped to protect MAP nessages, nuch
in the sane way as | Psec ESP protects |IP packets. Also
simlarly, a key managenent nmechanismis needed for MAP
The intention of the standardization entities working on
MAP is to reuse an existing key managerment mechani sm
namely | SAKMP, and parts of |IKE and the | Psec DO .

The reasons for wishing to reuse | SAKMP include the
fol | owi ng:

0 Avoiding the security and conmplexity pitfalls i nvol ved
in new protocol design

0 Benefits of using the sane protocol that |P-based
(especially IPv6) nodes already use for other purposes.

The use of IKE and | Psec DO for MAP Security is possible since the
net wor ks enpl oyi ng MAP Security will always have al so
networ k-t o-network I P connectivity even if MAP and SS7

are still used for the signaling.

The renai nder of this docunent details the instantiation of these
requi renents for using the GSM MAP protocol and its security to
provi de authentication, integrity, and/or confidentiality for MAP
nmessages sent between cooperating Network Elenments.

For a description of the GSM and MAP architecture, see [???] and
[ ???] . References shall be specified.

3.4. Network Architecture
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The MAP Security protocol may provide confidentiality, integrity, and



replay protection services to the MAP nessages it transports.

The purpose of the MAP Security header in the protocol is to
provi de enough information to determ ne the MAP SA and Protection
Modes used in securing the MAP operation that follows the

header .

Typically, two NEs belong to two di fferent operator networks.

The-arrangenent—is-shown-in-Figure 1

| | | |
I I I I
| | | |
I I I I
] - ]
| | | |
I I I I

-5
|




Comment :  MAPDO over | SAKMP over | P
directly between the Network elenents is not a working assunption of SA3.
Therefore all text relating to Figure 1 and 2 shall be del eted.

4—49£Hw#ﬂ&W%m%4ﬂ4MsAm&%M}myAmnmﬂrmlm(%Mer
(KAC) handl es the negotiations on the behalf of the NEs. This
is shown in Figure 32.

(Operator 1 Network) (Operator 2 Network)
Hom - - + Hom - - +
I I I
| KAC 1|-------- MAP DO over | SAKMP over |P-------- | KAC 2 |
I I I
Hom - + H-m - +
I I
I I
I I
Hom - + H-m - +
I I I I
| | _ |
| NEE1 |------ MAP over MAP Security over SS7------ > NE_2
I I I I
I I I I
Hom - + H-m - +

Fi gure 3. Conplex network architecture for MAP Security

In this arrangement, the security of the comunications
between the NEs and the KAC is of great inportance. Security
mechani sms or transport protocols for that purpose are, however,
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not dlscussed in thls docunent Pheugh—as—an;exaaneAALPsee#LKEf

———eeukd—be—used Connent It |s proposed to Ieave out these exanpl es as they
may be conf usi ng.




Comment: It is proposed to drop the potential use of KINK for the KAC KAC
negoti ati on because of follow ng reasons:
- KINK does not work with a DO.
-  KINK bases on Kerkeros
- KINKis an own key namnagenent protocol and not mature enough at the nonent.

Only one SA (pair) needs to exist between two networks in

this arrangenent, even if there is a | arge nunber of NEs

communi cating to the NEs of the other network. (Note

that MAP Security enploys absolute tine stanps instead of sequence
nunbers, making the simultaneous use of the sane SA in

mul ti pl e NEs possible.)

3.5. Reuse of IPSEC DA and | KE

The MAP DO for | SAKMP is always used in devices that have

I P connectivity to the peer device. There are no additional

requi renents set forth by the MAP Security or MAP protocols
regarding the identification and authentication of the conmunicating
peers. Therefore, all IPSEC DO definitions and | KE procedures
regardi ng phase 1 of |KE are used unchanged in the MAPSEC DO .

Furthernore, the | KE procedures regardi ng phase 2 are used
unchanged, with the foll owi ng exceptions:

o0 ldentity types used in phase 2 are different.
0 SA payloads are different.
0 There are no MAPSEC- specific phase 2 notifications.

0 The procedure for creating keys for MAP Security
is different than that for |Psec

Systens inplenmenting the MAP Security DO MJST support
this DA using | SAKMP/ | KE. However, MAP Security DO
does not require the inplenentations to support ful

| SAKMP/ | KE. Specific MAP Security | SAKMP/ I KE profile
is given bel ow

The requirenents set forth in the | KE [| SAKMP
I KE] and I Psec DO [IPSDAO] MJUST be followed with the
exception of the follow ng:

o Perfect Forward Secrecy (PFS) SHOULD be
supported i n Phase 2.

- Current IKE inplenentations have both aggressive and nain Mode i npl enent ed.

- This contradicts with the statenment that for Phase 1, IKE is used unchanged.

- It is proposed to use phase 1 negotiation identical with |Psec DA .

0 Only one identity type, | D FQDN, MJST be
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i npl enented for phase 1. Oher identity types
specified in [IPSDO] SHOULD be i npl enent ed

0 Only the 3DES encryption algorithmand SHA1 MAC al gorithns
MJUST be inpl enented as | SAKMP encryption and hash
operations.

o SAlifetime notifications will not be all owed
[ see section 4.5.3].

0 SA deletetion-deletion will not be allowed (this is
required in order to ensure that pull-based
schemes can be used between network el enments
and the KAC when the architecture in Figure 3
is used.)

Note that IKE [IKE] specifies that all inplenentations
MUST support authentication through pre-shared secrets
and SHOULD support public key based authentication

Comment :

- KKMP is the fornmer nanme of KINK

- Wiy use KINK, |IKE can be used.

- This text is very inconplete and it is proposed to renobve it.

4. Definition
4.1 Nani ng Schere

Wthin | SAKMP, all DO’s MJST be registered with the 1ANA in the
"Assi gned Nunbers"” RFC [STD-2]. The | ANA Assigned Nunber for the
MAP Security DO (MAPSEC DO) is TBD (N). Wthin the MAP Security
DA, all well-known identifiers MJST be registered with the | ANA
under the MAPSEC DA . Unless otherwi se noted, all tables within this
docunent refer to | ANA Assigned Nunmbers for the MAPSEC DO . See
Section 6 for further information relating to the 1 ANA registry for

t he MAPSEC DO .

Al nulti-octet binary values are stored in network byte order.
4.2 MAPSEC Situation Definition
Wthin | SAKMP, the Situation Field provides information that can be used by

the responder to make a policy determ nati on about how to process the
i ncom ng Security Association request. For the MAPSEC DO, the
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Situation field is a four (4) octet bitrmask with the foll ow ng

val ue.
Si tuation Val ue
SIT_ I DENTI TY_ONLY 0x01

4.2.1 SIT_I DENTI TY_ONLY

The SIT_IDENTITY_ONLY type specifies that the security association
will be identified by source identity information present in an
associ ated ldentification Payload. See Section 4.6.2 for a conplete
description of the various ldentification types. Al MAPSEC DO

i npl enentati ons MJST support SIT_IDENTITY_ONLY by including an

I dentification Payload in at |east one of the Phase |I Qakley
exchanges ([IKE], Section 5) and MJUST abort any association setup
that does not include an Identification Payl oad.

Comment s on renovi ng paragraph 4. 3:
- This text does not belong to the DJ.
- This text risks being redundant to 3GPP definitions and nmay later be a source

for confusion when 3GPP text is changed.
- It is proposed to add a reference to 3GPP specification

Comments on paragraph 4.3.3 Static Keying issues:
- Wen Static Keying is used to denote Pre-shared keys for use with I KE then
this text is wong as it is intended to use Pre-shared keys to start Phase 1

negoti ati on.







4.4 MAPSEC Assi gned Numbers

The followi ng sections |ist the Assigned Nunmbers for the MAPSEC DO :
Protocol Identifiers, MAPSEC Transform Identifiers, Security
Association Attribute Type Val ues, |D Payload Type Values, and
Notify Message Type Val ues.

4. 4.1 NMAPSEC DA Nunber

This nunber is TBD.
When is this nunber expected to be avail abl e?

4.4.1 MAPSEC Security Protocol Identifier

The | SAKMP proposal syntax was specifically designed to allow for the
si nul t aneous negotiation of multiple Phase Il security protocol
suites within a single negotiation. As a result, the protocol suites
listed below formthe set of protocols that can be negotiated at the
same tinme. It is a host policy decision as to what protocol suites
m ght be negotiated together.

The following table lists the values for the Security Protocol
Identifiers referenced in an | SAKMP Proposal Payl oad for the MAPSEC

Protocol |ID Val ue
RESERVED 0
PROTO | SAKMP 1
PROTO MAPSEC MAPSEC TBD

Comment: why twi ce MAPSEC MAPSEC ? As MAPSEC defines 1 nechani sm as opposed to
| PSec that defines AH and ESP, PROTO MAPSEC shall be enough.
Wthin TS 33.200 V0.4.0 PROTO MAPSEC i s used.

4.4.1.1 PROTO | SAKMP

The PROTO | SAKMP type specifies nessage protection required during
Phase | of the | SAKMP protocol. The specific protection nechanism
used for the MAPSEC DO is described in [IKE]. Al inplenentations



within the MAPSEC DO MJUST support PROTO_| SAKVP.

NB: | SAKMP reserves the value one (1) across all DO definitions.
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This is exactly as it is in the | PSEC DO .
4.4.1. 2 PROTO MAPSEC NMAPSEC

The PROTO MAPSEC MAPSEC type specifies the use of the MAP
Security to protect MAP nessages.

4.4.2 MAPSEC | SAKMP Transform I dentifiers

As part of an | SAKMP Phase | negotiation, the initiator’s choice of
Key Exchange offerings is made using sonme host system policy
description. The actual selection of Key Exchange nechanismis nade
usi ng the standard | SAKMP Proposal Payl oad. The follow ng table
lists the defined | SAKMP Phase | Transformldentifiers for the
Proposal Payl oad for the MAPSEC DA .

Transform Val ue
RESERVED 0
KEY_I| KE 1

I mpl enentor’s note: This is exactly as it is in the | PSEC DO .
4.4.2.1 KEY_I KE
The KEY_I KE type specifies the hybrid | SAKMP/ Cakl ey Diffie-Hell man
key exchange (IKE) as defined in the [IKE] docunment. All
i mpl ementations within the MAPSEC DO MJST support KEY_I KE
4.4.3 MAPSEC Transformldentifiers

The following table lists the defined MAPSEC AES Transform
I dentifiers.

Transform I D Val ue

RESERVED 0-1

MAPSEC AES- 128 ——TBD

MAPSEC AES- 192 TBD

MAPSEC AES- 256 TBD
Comrent s:

- It nmakes sense to foresee future AES key lengths into the MAPDO although not

used now.



- W have to be careful that paraneters are exclusively defined either in TS
33.200 or in MAPDO, but not in both specifications together

4.4.3.1 MAPSEC_AES

The MAPSEC AES type specifies a generic MAP Security transform using
AES. The actual protection suite is deternmined in concert with
an associated SA attribute |ist.

Al inplenentations within the MAPSEC DO  MJST support this
transform The MAPSEC AES transformis defined in [ NDSEC].

Thi s paragraph nust be enhanced for accompdating the different AES key
| engt hs.
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4.5 MAPSEC Security Association Attributes

The following SA attribute definitions are used in Phase Il of an IKE
negotiation. Attribute types can be either Basic (B) or Variabl e-
Length (V). Encoding of these attributes is defined in the base

| SAKMP speci fication

Attributes described as basic MJUST NOT be encoded as vari abl e.
Variable length attri butes MAY be encoded as basic attributes if
their value can fit into two octets. See [IKE] for further
information on attribute encoding in t he MAPSEC DA . Al
restrictions listed in [IKE] also apply to the MAPSEC DO .

I mpl enentor’s note: lhA—genreral~ Ththe attributes describe here

behave exactly as the corresponding ones in the | PSEC DO unl ess specified
explicitly. For reuse of IPsec DO code, paraneters not used by MAPsec DO have
the type reserved (Values 4, 8, 9)

; bt apsul Mode, € : o S ze.

- Al paraneters that are not supported by MAPsec DO shall be del eted

Attribute Types

cl ass val ue type
SA Life Type 1 B
SA Life Duration 2 \%
Group Description 3 B
Encapsul ation Mde 4 BReser ved
Aut hentication Al gorithm 5 B
Key Length 6 B
Key Rounds 7 B

Conpress Dictionary Size 8 B Reserved



Conpress Private Algorithm 9 V Reserved
MAP Protection Profile TBD B

Cl ass Val ues

SA Life Type
SA Duration

Specifies the time-to-live for the overall security

associ ation. \When the SA expires, all keys negotiated under

the associ ation (AH-er—ESP}— nust be renegotiated. The life

type val ues are:

Comment: The SA nust be renegotiated. Al keys negotiated under the
old SAwll becone invalid when the SA expires.

RESERVED 0

seconds 1 Reserved

expiry date and tine 3
comrents: Values 1 and 2 are used in IPsec DO. As this is a separate DO
‘expiry date and tine’ can also start at value 2. Starting at value 3 is also
possible, then 2 is reserved. At |least this docunent shall handle it in a
consequent way.

Val ues 43-61439 are reserved to | ANA  Val ues 61440-65535 are
for private use. For a given Life Type, the value of the
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Comment: MAPsec DO does not use this. This text shal be del et ed

Group Description

Specifies the Cakley Goup to be used in a PFS QU
negotiation. For a list of supported val ues, see Appendix A
of [IKE].

| npl enentor's note: The semantics and val ues for these
attributes are exactly as they are in the | PSEC DO .



Aut henti cation Al gorithm

RESERVED 0

HVAC- VD5 1 Reserved (1..4)
HMAC-SHA 2

BES—MAC 3

KPBK 4

AES- CBC- MAC- 128 5

AES- CBC- VAC- 192
AES- CBC- MAC- 256

~N o

Comment :

- To our understandi ng Phase 1 of the negotiation uses |IPsec DO, therefore
values 1..4 are not needed

- AES-CBC-MAC is used with a 128-bit key, future key sizes shall also be

i ncorporated in MAPsec DO .

Val ues 58-61439 are reserved to | ANA. Val ues 61440- 65535 are
for private use

There is no default value for Authentication Algorithm as it nust be
specified to correctly identify the applicable transform

| mpl enentor’s note: The — semantics —of the first five

BA- The First five values are reserved by | Psec DO .
This specification requires additionally that only AES-MAC
and the omi ssion of the algorithmare nmandatory for all MAP
Security inplenentations. The semantics of the AES-MAC are
defined in [ NDSEC] .

Comment: The definition of AES-CBC- MAC- XXX is not yet available in TS 33. 200
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Key Length
RESERVED 0

There is no default value for Key Length, as it nust be
specified for transforns using ciphers with variable key

I engths. For fixed length ciphers, the Key Length attribute
MUST NOT be sent.

I mpl enentor’s note: The senmantics and values for this
attributes is exactly as it is in the I PSEC DO .

Key Rounds
RESERVED 0
There is no default value for Key Rounds, as it nust be

specified for transforns using ciphers with varying nunbers
of rounds.



Inplementor’s note: The semantics and values for this
attributes is exactly as it is in the I PSEC DO .

MAP Protection Profile
The value of this attribute is as defined in [ NDSEC] .
4.5.1 Required Attribute Support

To ensure basic interoperability, all inplenentations MJST be
prepared to negotiate all of the following attributes.

SA Life Type

SA Duration

Aut henti cati on Al gorithm
MAP Protection Profile

4.5.2 Attribute Negotiation
If an inplementation receives a defined MAPSEC DO attribute (or
attribute value) which it does not support, an ATTRI BUTES-NOT-
SUPPORTED SHOULD be sent and the security association setup MJUST be
aborted, unless the attribute value is in the reserved range.

If an inplementation receives an attribute value in the reserved
range, an inplenentati on MAY chose to continue based on | ocal policy.

I mpl enentor’s note: This is exactly as it is in the | PSEC DO .
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However, there are no special lifetine attribute parsing

requirenents as only time-based |lifetines are supported.
4.5.3 Lifetime Matching

O fered and locally acceptable SA lifetimes nust natch

exactly under MAPSEC in order for the responder to sel ect

an SA.

I mpl enentor’s note: This is sinplified fromthe | PSEC DO
whi ch required notifications.

4.6 MAP Security Payl oad Content

The follow ng sections describe those | SAKMP payl oads whose data
representations are dependent on the applicable DO.

Comment . A paragraph on MAP security association Payl oad content is nissing. The
security association payload is an | SAKMP payl oad whose data representation is
DO dependent (situation) and therefore shall be defined here




4.6.1 ldentification Payl oad Content

The Identification Payload is used to identify the initiator of the
Security Association. The identity of the initiator SHOULD be used
by the responder to determnmine the correct host system security policy
requi renent for the association

During Phase | negotiations, the ID port and protocol fields MJST be
set to zero or to UDP port 500. |If an inplenmentation receives any
ot her values, this MJST be treated as an error and the security
associ ation setup MJST be aborted. This event SHOULD be auditabl e.

The following diagramillustrates the content of the ldentification
Payl oad.

01234567890123456789012345678901
B S S T S S S S S s st St St S S S S S S S S i

I Next Payl oad ! RESERVED ! Payl oad Length !
i T e o T i e e e S  E i i s S R SR
! I D Type ! Protocol ID ! Por t !

B R R L e e s e i o o e S T T S S S i S S S S e s
~ Identification Data ~
B o i s i i e e S e  al st st SN S I S e S S
Figure 2: ldentification Payl oad Fornat
The Identification Payload fields are defined as foll ows:
0 Next Payload (1 octet) - ldentifier for the payl oad type of

the next payload in the nessage. |If the current payload is the
last in the nmessage, this field will be zero (0).
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0 RESERVED (1 octet) - Unused, nust be zero (0).

o Payload Length (2 octets) - Length, in octets, of the
identification data, including the generic header

o ldentification Type (1 octet) - Value describing the identity
information found in the lIdentification Data field.

0 Protocol ID (1 octet) - Value specifying an associated |IP
protocol ID (e.g. UDP/TCP). A value of zero neans that the
| Protocol ID field should be ignored. For quick node a value of 0 MJUST be

| used.

0o Port (2 octets) - Value specifying an associated port. A val ue
of zero neans that the Port field should be ignored. For quick node a
| value of 0 MUST be used.

0 ldentification Data (variable length) - Value, as indicated by



the Identification Type.

The legal Identification Type field values in phase 1 are as

defined in the | PSEC DO . However, phase 2 identities should— MJST
conformto the following. The table lists the assigned val ues

for the ldentification Type field found in the Identification
Payl oad.

I D Type Val ue
RESERVED 0
ID_KEY_ID 11

Comment :
- Values 1..10 are reserved due to ???
- It is proposed to use the nanme |D-PLM\-1D

For—r types—wheretheb-entityis—variabletlength—the sizeof the b
—entityis—conputedfromsizeinthe b payloadheader— (Comment: irrel evant
text)

The 1D KEY_ID type specifies an opaque byte stream
Commrent: - It is not acceptable to | eave the coding of PLM\N-1D open. It is
proposed to include this in 3GPP specifications and to nake a reference to it.
I n MAPSEC DO ,
the contents of the data MJST be the the— PLMN ID of the sending initiating
or responding party.

Protocol 1D and Port are not used (set to zero) in phase 2.

4.6.2 | PSEC Notify Message Types

The IPSEC DO Notify Message types are used in phase 1. In phase
2, no new notify messages are specified beyond those provided

by | SAKMP. | nplenentor’s note: MAPSEC does not allow turning
replay protection on or off which make the use of REPLAY- STATUS
unnecessary. Responder lifetinmes are required to be exactly the
same as the initiator lifetinmes, which makes the use of RESPONDER-
LI FETI ME unnecessary.

4.7 MAPSEC Key Exchange Requiremnents
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The MAPSEC DA introduces no additional Key Exchange types
5. Security Considerations
This entire nenp pertains to the Internet Key Exchange protoco

([I KE]), which conmbines | SAKMP ([I SAKMP]) and OCakl ey ([ OAKLEY]) to
provide for the derivation of cryptographic keying material in a



secure and authenticated nanner. Specific discussion of the various
security protocols and transforns identified in this docunent can be
found in the associ ated base docunents and in the cipher references.
| Corments to Paragraph 6: It contains a lot of text this is repeated within the
| subparagraphs. A reorganization of this text is proposed.

6. | ANA Consi derations

Thi s docunent contains many "magi c" nunbers to be maintained by the
t he standardi zation bodies. In the case of the MAPSEC DO, the
3GPP handl es the assignnment of nunbers instead of | ANA. This
section explains the criteria to be used by the 3GPP to

assign additional nunbers in each of these lists. Al values not
explicitly defined in previous sections are reserved to 3GPP

(IANA will still define the DO nunbers, including the DO

nunber for this DA .)

6.1 MAPSEC Situation Definition

The Situation Definition is a 32-bit bitnask which represents the

| envi ronnent under which the MAPHRSEC SA proposal and negotiation is
carried out. Requests for assignnents of new situations nust be
acconpani ed by a 3GPP contribution which describes the interpretation
for the associated bit.

| The upper (??) two bits are reserved for private use anbngst cooperating
syst ens.

6.2 MAPSEC Security Protocol Identifiers

The Security Protocol ldentifier is an 8-bit value which identifies a
security protocol suite being negotiated. Requests for assignnents
of new security protocol identifiers nmust be acconpani ed by a 3GPP
| Techni cal Specification eentri-buti-on—whi ch describes the requested security
| protocol

The val ues 249-255 are reserved for private use anpngst cooperating
syst emns.

6.3 MAPSEC | SAKMP Transform I dentifiers
| The MAPSEC | SAKMP Transform ldentifier is an 8-bit value which

identifies a key exchange protocol to be used for the negotiation
Requests for assignments of new | SAKMP transformidentifiers nust be
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acconpani ed by a 3GPP contribution which describes the requested key
exchange protocol

The val ues 249-255 are reserved for private use anpbngst cooperating
syst ens.



6.4 MAPSEC MAP Security Transform ldentifiers

The MAP Security Transform ldentifier is an 8-bit value which

identifies a particular algorithmto be used to provide security

protection for MAP nessages. Requests for assignnents of new
transform

identifiers must be acconpanied by a 3CGPP contribution which
descri bes

how to use the algorithmw thin the framework.

The val ues 249-255 are reserved for private use anbngst cooperating
syst ens.

6.5 MAPSEC Security Association Attributes

The MAPSEC Security Association Attribute consists of a 16-bit type

and its associated value. MAPSEC SA attributes are used to pass

m scel | aneous val ues between | SAKMP peers. Requests for assignnents

of new MAPSEC SA attributes nmust be acconpani ed by a 3GPP technica
Speci fi cati onaA—tnternet—braft

whi ch describes the attribute encodi ng (Basic/ Vari abl e-Length) and

its legal values. Section 4.5 of this docunent provides an exanple

of such a description

The val ues 32001- 32767 are reserved for private use anbngst
cooperating systens.

6.6 MAPSEC I dentification Type

The MAPSEC | dentification Type is an 8-bit value which is used as a
discrimnant for interpretation of the variable-length Identification
Payl oad. Requests for assignnents of new Identification Types

must be acconpani ed by a 3GPP contribution which describes how to use
the identification type.

The val ues 249-255 are reserved for private use anbngst cooperating
syst ens.

Comment: notify nessages are not used by MAPsec DO




6.8 MAPSEC Protection Profiles

The MAPSEC Protection Profile values are 8-bit val ues used

i n decisions regarding actual protection of individual MAP
messages. The val ues are defined [ NDSEC] and new val ues nust
be acconpanied by a 3GPP contri bution which describes the
semantics of the profile.

The val ues 64-255 are reserved for private use anongst cooperating

syst emns.
Note: Max 64 protection profiles can be defined. Therefor it is not a good idea
to define Protection profile in an overl appi ng way because this causes the need
for a lot of identifiers.

| MPLEMENTERS NOTE: An SA-proposal may contain several protection profiles.
Profiles shall be defined in such a way that they do not have the sane set of
application context, operation node and protection Level in conmon.

7. Key Derivation for MAP Security
7.1 I KE

MAP Security requires two sets of keys, one for each direction
just as in the case of |IPSEC SAs. Both need authentication and
encryption keys. For one direction of an SA, these two keys are
taken fromthe key material as follows (see also Figure 4.)

o The authentication key is taken first and then
the encryption key.

+ + =+
+ + +

. _ ¢ deri o ol f SEC
Comment: This figure gives no added val ue.

| T ble ¢ | (i :

Comment: KAC s are al ways used.

Then just one key is negotiated on behal f
of the whole set of NEs. Note that MAP Security uses tinmestanps
i nstead of sequence nunmbers in order to prevent replay attacks,
so the sane SAs can be used by nmultiple senders
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Comment: The Key material is derived in the sane way as | Psec DO. W do not
need to repeat it here. We only need to see that we derive the Integrity and
confidentiality key with the nmechanismthat is specified in |Psec DO .

7.2 KHNK

——service ticket used for Secret-and is called recursively wth the

} } } } O
KNG

Comment: KINK shall not be used.

8. Modification History

The foll owi ng nodifications have been made to the -01 version of
this draft:

0 Sections 3.5-3.6 now specify a profile for the use of
| KE and KI NK.

o All MAPSEC- specific phase 2 notifications have been renoved
for sinplicity.

0 AES- MAC has been specified instead of HVAC SHAL. Note that
Phase 1 has been specified to use 3DES and SHA1l since
no RFC exists yet to define the use of AES and especially
AES- MAC for | KE Phase 1.

o Sone formatting nodifications have been nade.

0 Attribute parsing requirenents were sinplified since
only a single kind of lifetimes are supported.

0 MAP_BLOWI SH has been renoved since 3GPP hasn’t defined it.

0 MAP_NULL has been renpved and protection profiles are
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9.

10.

expected to be used instead to signify that no security
i S needed.

0 Rules for assigning new nunbers within this DO have
been clarified.

Intellectual property rights

Eri csson has patent applications which may cover parts of this
technol ogy. Shoul d such applications becone actual patents

and be deternmined to cover parts of this specification, Ericsson
intends to provide licensing when inplenenting, using or distributing
the technol ogy under openly specified, reasonable, non-
discrimnatory terns.
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Ful | Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherw se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncl uded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renpving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited pernissions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Arkko & Bl om I nf or mati onal [ Page 24]

| NTERNET- DRAFT MAPSEC DA 22 February 2001

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENGQ NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON



HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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