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7.25 MAPsec structure of protected operations

7.25.1 MAPsec protection modes

MAPsec provides for three different protection modes and these are defined as follows:
Protection Mode 0:  No Protection
Protection Mode 1: Integrity, Authenticity
Protection Mode 2:  Confidentiality, Integrity, and Authenticity

MAP operation protected by means of MAPsec consists of a Security Header and the Protected Payload. Secured MAP
operations have the following structure:

| Security Header | Protected Payload |

In all three protection modes, the security header is transmitted in cleartext.

In protection mode 2 providing confidentiality, the protected payload is essentially the encrypted payload of the original
MAP operation (see chapter 7.2.5.4). For integrity and authenticity in protection modes 1 and 2, the message
authentication code is calculated on the security header and the payload of the original MAP operation in cleartext and
it isincluded in the protected payload. In protection mode O no protection is offered, therefore the protected payload is
identical to the payload of the original MAP operation.

7.25.2 Protection Mode 0

mode 0 is funetionathy-and-security-wiseidentical to the original MAP operation payload in cleartext.

For cases where Protection Mode 0 is to be used the protection level will be identical to the original unprotected MAP
operation. It istherefore allowed as an implementation option to let Protection Mode O operations be sent without the
security header.

‘ Protection Mode O offers no protection at all. Therefore, the protected payload of Secured MAP operations in protection

7.25.3 Protection Mode 1

The protected payload of Secured MAP operations in protection mode 1 takes the following form:

| TVP|[Cleartext|| Hisxvnm( TVP]| Security Header||Cleartext)

where "Cleartext" is the payload of the original MAP operation in clear text. Therefore, in Protection Mode 1 the
protected payload is a concatenation of the following information elements:

e TimeVariant Parameter TVP
¢ Cleartext
* Integrity Check Value

Authentication of origin and message integrity are achieved by applying the message authentication code (MAC)
| function H with the integrity session-key K-S,y {nt)- defined by the security association to the concatenation of Time
Variant Parameter TV P, Security Header and Cleartext.

The TVP used for replay protection of Secured MAP operationsis a 32 bit time-stamp. The receiving network entity
| shallwilt accept an operation only if the time-stamp is within a certain time-window. The resolution of the clock from
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which the time-stamp is derived must be agreed as a system parameter, the size of the time-window at the receiving
network entity need not be standardised.

7.25.4 Protection Mode 2

The Secured-MAP-Message Body-protected payload of Secured MAP operations in protection mode 2 takes the
following form:

where "Cleartext" is the original MAP message operation payload in clear text. Message-cConfidentiality is achieved by
encrypting Cleartext with the confidentiality session key defined by the security association-KSyy{een). Authentication
of origin and message-integrity are achieved by applying the message authentication code (MAC) function H with the
integrity session-key defined by the security association KSy{iat)-to the concatenation of Time Variant Parameter TV P,
MAP-Header,-Security Header and encryptedE sxy conyt Cleartext).

The TVP used for replay protection of Secured MAP messagesis a 32 bit time-stamp. The receiving network entity wit
shall accept a message only if the time-stamp is within a certain time-window. The resolution of the clock from which
the time-stamp is derived must be agreed as a system parameter, the size of the time-window at the receiving network
entity need not be standardised.

It is further recommended theto-use ef-protection mode 2 whenever possible as this makes replay attacks even more
difficult.

3GPP



