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4 Principles of MAP application layer security

Thistechnical specification defines mechanisms for protecting the MAP protocol at the application layer.
The MAP protocol may also be protected at the network layer when IP is used as the transport protocol.
However, whenever inter-working with networks using SS7-based transport is necessary, protection at the
application layer shall be used.

The security measures specified in this TS are only fully useful if all interconnected operators use them. In
order to prevent active attacks all interconnected operators must at least use MA Psec with the suitable
protection levels as indicated in this specification and treat the reception of all MAP messages (protected
and unprotected) in auniform way in the receiving direction. Additionally this requires the introduction of
acut-off date for this feature, which is to be agreed among operators

Before protection can be applied, Security Associations (SA) needs to be established between the
respective MAP network elements. Security associations define, among other things, which keys,
algorithms, and protection profiles to use to protect MAP signalling. The necessary MAP-SAs between
networks are negotiated between the respective network operators. The negotiated SA will be effective
PLMN-wide and distributed to all network elements which implement MAP application layer security
within the PLMN. Signalling traffic protected at the application layer will, for routing purposes, be
indistinguishable from unprotected traffic to all parties except for the sending and receiving entities.

Protection at the application layer implies changes to the application protocol itself to allow for the
necessary security functionality to be added.

The MAP application layer security interface between MAP-NES engaged in security protected signalling
isreferred to in this specification as the Zf interface. The interface appliesto al MAPsec transactions,
intra- or inter-PLMN.

5.3 Policy requirements for the MAPsec Security Policy
Database (SPD)

The security policies for MAPsec key management are specified in the NE's SPD. SPD entries define
which MAP operation components are protected and which MAP SAs (if any) to useto protect MAP
signalling based on the PLMN of the peer NE. There can be no local security policy definitions for
individua NEs. Instead, SPD entries of different NE within the same PLMN shall be identical.

Fallback to unprotected mode.

- Procedures to set the “ information-about-thepossiblity-to-allew-fallback to unprotected mode”
(enabled/disabled) in the MAP-NEs must be provided. For the receiving direction, it is sufficient to
have a single parameter indicating whether fallback for incoming messagesiis allowed or not. For the
sending direction, the information should indicate for each destination PLMN -whether fallback for
outgoing messagesis allowed or not. This stateinformation shallmust be available to the MAP-NE
before any communication towards other MAP-NEs can take place.

- Theuse of the falback indicators is specified in Annex B.
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- The security measures specified in this TS are only fully useful for a particular PLMN iif it disallows

fallback to unprotected mode for MAP received from any other PLMN after a certain cut-off date.

Table of -M APsec oper ation components

- The security policy database (SPD) may optionally contain a table of MAPsec operation components

for incoming messages. M A Psec operation components are operation components which have to be

carried in a MAPsec message. i.e. with a MAP security header. The use of thistableis specified in

Annex B.

Unifor mity of protection profiles

- Inorder to ensure full protection, a particular PLMN shall use the same protection profile for incoming

MA Psec messages from al other PLMNSs. In particular, full protection is not ensured when protection

profile A (no protection) is used for some source PLMNs and other profiles are used for other source

PLMNSs.

Editor's note: Some issues need to be investigated:-trclude-and-clarify-fallback
indicator; Policy for SA renewal, the need for START time,

mechanlsm to dlstlngwsh mbound/outbound SPDs ? meheauen&ef

6.2 MAPsec protection groups

This section specifies groups of messages and their protection modes at the operation component level.
Individual protection groups or particular combinations of groups can then be used to construct protection
profiles as specified in section 6.3.1t is recommended to only use the protection groups defined here.

Combinations of overlapping protection groups are forbidden. Forbidden combinations are explicitly

specified in 6.2.1 below.

The concept of "protection levels' isintroduced to administrate the protection mode on operation
component level. A protection level of an operation determines the protection modes used for the
operation’s components according to the following table.

Table 3: MAPsec protection levels

Protection Protection mode for Protection mode for Protection mode for
level invoke component result component error component
1 1 0 0
2 1 1 0
3 1 2 0
4 2 1 0
5 2 2 0
6 2 0 0
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6.2.1 MAPSsec protection groups

6.2.1.1 MAP-PG(0) — No Protection

This MAP-PP does not contain any operation and it does not protect any information. It is useful however
to have a"null" MAP-PP to use in situations where no security is required or is an option. This protection
group cannot be combined with any other protection group.

6.2.1.2 MAP-PG(1) — Protection for Reset

Table 4: PG(1) — Protection for Reset

Application Context/Operation Protection Level
ResetContext-v2/ 1
Reset
ResetContext-v1/ 1
Reset
6.2.1.3 MAP-PG(2) — Protection for Authentication Information except

Handover Situations

Table 5: PG(2) — Protection for Authentication Information except Handover Situations

Application Context/Operation Protection Level
InfoRetrievalContext-v3/ Send 3
Authentication Info

InfoRetrievalContext-v2/ Send 3
Authentication Info

InfoRetrievalContext-vl/ Send 3
Parameters

InterVIrinfoRetrievalContext-v3/ 3
Send Identification

InterVIrInfoRetrievalContext-v2/ 3
Send |dentification
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6.2.1.4 MAP-PG(3) — Protection for Authentication Information in Handover
Situations

Table 6: PG(3) — Protection for Authentication Information in Handover Situations

Application Context/Operation Protection Level
(Component level)
HandoverControlContext-v3/ 4

Prepare Handover

(Note that the AC contains also
other operations)
HandoverControlContext-v3/ 4
Forward Access Signalling
(Note that the AC contains also
other operations)
HandoverControlContext-v2/ 4
Prepare Handover

(Note that the AC contains also
other operations)
HandoverControlContext-v2/ 4
Forward Access Signalling
(Note that the AC contains also
other operations)
HandoverControlContext-v1/ 4
Perform Handover

(Note that the AC contains also
other operations)
HandoverControlContext-v1/ 4
Forward Access Signalling
(Note that the AC contains also
other operations)

6.2.1.5 MAP-PG(4) — Protection of non location dependant HLR data
Table 7: PG(4) — Protection of non location dependant HLR data
Application Context/Operation Protection Level
AnyTimInfoHandlingContext-v3 / 1
AnyTimeModification
SubscriberDataMngtContext-v3 / 1
DeleteSubsciberData

Editor's Note:  Protection Group 4 is hot complete.
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6.3 MAPsec protection profiles

Protection profiles can be individual protection groups or particular combinations of protection groups.
MAP protection profiles are coded as a 16 hit binary number where each bit corresponds to a protection
group. Currently only 5 groups are defined, the rest are reserved for future use.

Table 8: Protection profile encoding

Protection profile bit Protection group
0 No protection
1 Reset
2 Authentication information except handover situations
3 Authentication information in handover situations
4 Non-location dependant HLR data
5-15 Reserved

It is recommended to only use the protection profiles defined here.

Protection profiles are by definition bidirectional.

The following protection profiles are defined.

Table 9: Protection profile definition

Protection | Protection group

profile PG(0) PG(1) PG(2) PG(3) PG(4)

name No Reset Authinfo Authlinfo in Non-location

protection except handover dependant

handover situation HLR data
situations

Profile A v

Profile B v v

Profile C v v v

Profile D v v v v

Profile E v v v

A.2  Local Security Association Distribution

Manual Local Security Association Distribution is executed entirely within one PLMN and is consequently
at the discretion of the administrative authority.

The requirement on the manual distribution procedures can be summarized as follows:
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- Procedures for transporting the relevant MAPsec SA to the MAP-NEs must be defined. In order to
ensure that the MAPsec SA are present when needed, al valid MAPsec SA should be distributed to
all MAP-NEs as soon as they are available.

- Procedures for revocation of MAPsec SAs must be defined
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