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1. Discussion

This document proposes modifications to the existing structure of the ANDSF MO and specifies a new solution that is based on the modified ANDSF MO.

The proposed new solution is based on Solution 3 in TR 23.865 but it adopts an entirely new principle: WLAN selection does not use the ISMP/ISRP rules but rather a new type of rules called “WLAN Selection Policy” (WLANSP).

Note that the key assumption behind Solution 3 is that ISMP/ISRP rules are used for WLAN selection. These rules (i) trigger the UE to perform WLAN selection and (ii) include the necessary WLAN selection information. So, solution 3 is based on the existing ANDSF MO with a few enhancements to ISMP/ISRP rules to support extended selection criteria.
On the contrary, the proposed new solution is based on modified ANDSF rules which include additional nodes for WLAN selection (the WLANSP) and does not use the ISMP/ISRP rules for WLAN selection. Those rules are only used for selecting the best radio access to connect to EPC (ISMP rules) and the best radio access to route specific IP flows (ISRP rules). 
The document is based on S2-131636 (from Ericsson, ST Ericsson, Qualcomm and RIM) and on S2-131761, S2-131763 (from Motorola Mobility).
1.1 Modifications to ANDSF MO

The following changes to the ANDSF MO are proposed. These changes are shown in Fig. 1 with red color.
1. A new node is added in the ANDSF MO called “WLAN Selection Policy” (WLANSP). This node includes one or more lists of preferred WLAN access networks, each list with a different priority and possibly with a different validity area, time of day, etc. Every list of preferred WLAN access networks is defined by a PreferredWlans node, which includes the attributes of the WLANs preferred by the home operator for a specific validity area, time of day, etc. Such attributes include SSIDs, minimum backhaul bandwidth, supported realms, connection capabilities, etc.
a. 
The PreferredWlans node can be specified by 3GPP or can be a part of the “PerProviderSubscription MO” (for simplicity usually referred as “HS2.0 MO”) which is defined in the HS2.0 specification. It is FFS study if the PreferredWlans node should be under the control of 3GPP or if it can be under the control of WiFi Alliance. In the latter case, all future 3GPP-specific changes to the PreferredWlans node should be addressed in and agreed by the WiFi Alliance. 
b. 
As currently specified, the “HS2.0 MO” does not contain any preferred SSIDs; it contains only a list of SSIDs not preferred by the home operator.
2. An ISMP policy is modified to include only a prioritized list of access technologies (not access networks). This requires changes to the PrioritizedAccess node as shown in Fig. 1. The motivation for this change is to avoid the ISMP policy to include preferred WLAN access networks because all such networks should be part of the WLANSP node.
a. 
NOTE: Currently, the ISMP policy can include a prioritized list of access networks, e.g. WLAN SSID-A, priority 1; WLAN SSID-B, priority 2; 3GPP access priority 3. Therefore the ISMP policy is used by pre-Rel-12 UEs for selecting the most preferred WLAN access network. With the proposed changes however the most preferred WLAN access network should be selected based on the WLANSP node.

3. An ISRP policy is modified so that all internal flow distribution rules (for IFOM, MAPCON and NSWO) include only a prioritized list of access technologies (not access networks). This requires changes to the RoutingRule node as shown in Fig. 1. The motivation for this change is to avoid the ISRP policy to include multiple lists of preferred WLAN access networks because this complicates the WLAN selection in the UE (as discussed in TR 23.865, clause “6.3.1.1: WLANs that best match the ISMP / ISRP rules”. The preferred WLAN access networks are part of the WLANSP node and should not be included also in the ISRP policy.
4. A PreferHplmnWlans node is added by the HPLMN to indicate if/when a roaming UE should prefer to select WLANs provided by the HPLMN over WLANs provided by the VPLMN.
5. A Preferred Service Provider List (PSPL) node is added that contains a list of service providers preferred by the home operator. These service providers support AAA interworking with the HPLMN and can be used to authenticate the UE with EAP-AKA. This node is included only by the Home ANDSF. The PSPL is used during WLAN selection procedure and during the WLAN access authentication as explained below.
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Fig. 1: Modified structure of ANDSF MO.

2. Proposed Changes

Based on the modified ANDSF MO described above, the following solution is proposed to be added to TR 23.865. This solution is based on Solution #3 but with several modifications that take into account the modified structure of ANDSF MO.
6.x Solution #x: WLAN Selection Based on Modified ANDSF Rules

6.x.1
Overview

This solution describes how a UE selects a WLAN access network (out of many available) based on modified ANDSF rules, i.e. on rules that have a modified structure as compared with the ANDSF rules defined up to Rel-11. 
The following modifications to the ANDSF MO are specified. These changes are shown in Fig. 6.x.1-1 with red color.

1. A new node is added in the ANDSF MO called “WLAN Selection Policy” (WLANSP). This node includes one or more lists of preferred WLAN access networks, each list with a different priority and possibly with a different validity area, time of day, etc. Every list of preferred WLAN access networks is defined by a PreferredWlans node, which includes the attributes of the WLANs preferred by the home operator for a specific validity area, time of day, etc. Such attributes include SSIDs, minimum backhaul bandwidth, supported realms, connection capabilities, etc.
Editor’s Note: It is FFS if the PreferredWlans node should be specified by 3GPP or can be a part of the “PerProviderSubscription MO” (for simplicity usually referred as “HS2.0 MO”) defined in the HS2.0 specification.
2. An ISMP policy is modified to include only a prioritized list of access technologies (not access networks). This requires changes to the PrioritizedAccess node as shown in Fig. 6.x.1-1. The motivation for this change is to avoid the ISMP policy to include preferred WLAN access networks because all such networks should be part of the WLANSP node.
The UE uses the ISMP policy when the UE cannot simultaneously route IP traffic over multiple radio accesses to determine whether it is preferable to access EPC over WLAN or 3GPP access.
NOTE: Prior to Rel-12, the ISMP policy can include a prioritized list of access networks, e.g. WLAN SSID-A, priority 1; WLAN SSID-B, priority 2; 3GPP access priority 3. Therefore the ISMP policy is used by pre-Rel-12 UEs for selecting the most preferred WLAN access network. With the proposed changes however the most preferred WLAN access network should be selected based on the WLANSP node.

3. An ISRP policy is modified so that all internal flow distribution rules (for IFOM, MAPCON and NSWO) include only a prioritized list of access technologies (not access networks). This requires changes to the RoutingRule node as shown in Fig. 6.x.1-1. The motivation for this change is to avoid the ISRP policy to include multiple lists of preferred WLAN access networks because this complicates the WLAN selection in the UE. The preferred WLAN access networks are part of the WLANSP node and should not be included also in the ISRP policy.
The UE uses the ISRP policy when the UE can simultaneously route IP traffic over multiple radio accesses to determine whether it is preferable to route certain IP flows over WLAN or 3GPP access.
4. A PreferHplmnWlans node may be added by the HPLMN to indicate if/when a roaming UE should prefer to select WLANs provided by the HPLMN over WLANs provided by the VPLMN.
5. A Preferred Service Provider List (PSPL) node is added that contains a list of service providers preferred by the home operator. These service providers support AAA interworking with the HPLMN and can be used to authenticate the UE with EAP-AKA. This node is included only by the H-ANDSF or can be statically provisioned in the UE. The PSPL is used during WLAN selection procedure and during the WLAN access authentication as explained below.
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Fig. 6.x.1-1: Structure of modified ANDSF rule.
NOTE: The detailed structure and contents of the modified ANDSF MO will be defined by stage-3.
6.x.3
Selection of Active Rules
The UE may be provisioned with multiple valid ISMP, ISRP and WLANSP rules. Out of all these valid rules the UE selects and applies only two rules: one ISMP or ISRP rule and one WLANSP rule. A rule applied by the UE is called an “active” rule. Specifically:
· A UE that cannot simultaneously route IP traffic over multiple radio accesses selects an active ISMP rule and an active WLANSP rule. 
· A UE that can simultaneously route IP traffic over multiple radio accesses selects an active ISRP rule and an active WLANSP rule.
The active WLANSP rule is used by the UE to select the most preferred WLAN access network. The active ISMP rule is used by the UE to determine whether it is preferable to access EPC over WLAN or 3GPP access. The active ISRP rule is used by the UE to determine whether it is preferable to route certain IP flows over WLAN or 3GPP access.
When the UE is not roaming, it selects the active ISMP/ISRP rule and the active WLANSP rule to apply from the valid rules provided by the HPLMN based on the individual priorities of these rules (or based on other criteria already specified in TS 24.312). For example, the highest priority valid WLANSP rule becomes the active WLANSP rule. 
When the UE is roaming, it may have valid rules from both HPLMN and VPLMN. In this case, the active ISMP/ISRP rule and the active WLANSP rule are selected by the UE as follows:
a) The UE is configured to either “prefer WLANs provided by the HPLMN” or not. This configuration can be done either by the user or by the home operator (e.g. via the PreferHplmnWlans node shown in Fig. 6.x.1-1). User configuration takes precedence over the home operator configuration. It should be possible to configure the UE to “prefer WLANs provided by the HPLMN” only when the UE is registered (or not registered) to certain PLMNs.
b) If the UE is not configured to prefer WLANs provided by the HPLMN, then the UE selects the active WLANSP rule and the active ISMP/ISRP rule from the valid rules provided by the VPLMN. 
c) If the UE is configured to prefer WLAN networks provided by the HPLMN, then the UE checks the WLANSP rule provided by the HPLMN and determines if any of the WLAN networks in this rule are available.

i) If at least one of these WLAN networks is available, then the UE selects the active WLANSP rule and the active ISMP/ISRP rule from the valid rules provided by the HPLMN.

ii) If none of these WLAN networks is available, then the UE selects the active WLANSP rule and the active ISMP/ISRP rule from the valid rules provided by the VPLMN. When the UE determines that at least one of the WLAN networks in the WLANSP provided by the HPLMN becomes available, it operates as in bullet i) above and may re-select to such WLAN network.
During power-up the UE considers the WLANSP rules provided by the HPLMN as valid and selects an active WLANSP rule as described above (e.g. the one with the highest priority). Thus during power-up the UE can select a WLAN network based on the WLANSP rules provided by HPLMN.
6.x.3
WLAN Selection Procedure
After the UE selects an active WLANSP rule:

1. The UE attempts to select an available WLAN network that best-matches the active WLANSP rule. A WLAN network best-matches the active WLANSP rule when it meets the highest priority selection criteria in the PreferredWlans node in the active WLANSP rule. For example, when the PreferredWlans node in the active WLANSP rule indicates that realm R1 has the highest priority and realm R2 has the second highest priority, then all WLAN networks that support realm R1 are said to best-match the active WLANSP rule.
2. If the UE determines that only one available WLAN best-matches the active WLANSP rule, then the UE selects and connects to this WLAN network.

3. If the UE determines that multiple available WLANs best-match the active WLANSP rule, then the UE uses the PSPL provided by the HPLMN to select one of them. In this case, the UE selects and connects to a WLAN network that best-matches the active WLANSP rule and interworks with the most preferred service provider. 
4. The UE performs the WLAN selection based on the active WLANSP rule (as described above) and does not take into account real-time events associated with the active ISRP rule. For example, when a new IP flow in the UE matches the traffic selector in the active ISRP rule, this event should not trigger WLAN re-selection. If the conditions for WLAN selection change every time a new application runs or when certain IP flows are detected, the WLAN selection in the UE will be complex and may lead to frequent WLAN re-selections that would negatively affect the user experience and the battery consumption. 

NOTE: Events such as change of WLAN load information, change of UE location, change of time of day may lead to WLAN (re-)selection based on the WLANSP rule.
6.x.4
WLAN Access Authentication
After the UE selects the best-matched WLAN network, it performs access authentication over this network. If the UE has to perform EAP-AKA authentication over the selected WLAN network, the UE constructs a NAI value that corresponds to the most preferred service provider in the PSPL. The PSPL contains a list of service providers (e.g. encoded as a list of realms) that can be used to authenticate the UE. These service providers support AAA interworking with the HPLMN. The UE determines which service providers are supported by selected WLAN by means of HS2.0 methods, if the AP is HS2.0 capable. 

When the UE selects a WLAN access network based on a realm value in the active WLANSP rule, the UE shall not use this realm to construct a NAI for EAP-AKA authentication. Constructing the NAI based on the realm value in the active ISMP/ISRP rule may lead to EAP-AKA authentication failure due to lack of roaming agreements. For this reason, the NAI is always constructed by the UE by using the PSPL configured by the 3GPP home operator. The preferred service providers in PSPL are assumed to support AAA interworking with the HPLMN.
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