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1. Introduction
IMS_RegCon  is a “Feature” (normative) work item without a TR. The objective of this WI is to specify the control of the IMS Registration based on the network location of the UE. The main focus is fixed networks. 

The latest version of the “living document” for this work item is in S2-131545 and provides the status of the discussions.
2 alternative solutions are still on the table:
· “UAR-Location” (ALT1), where the location check is performed by the HSS upon reception of the UAR from the I-CSCF (1st Diameter message of the registration flow)
· “SAA-Location” (ALT5), where the location check is performed by the S-CSCF upon reception of the SAA from the S-CSCF (last Diameter message of the registration flow)
2. Overview of the two alternatives

Figure 1 provides an overview of the changes required to 3GPP specs for these 2 alternative solutions (please use “Page View” mode):

· in black: current initial registration flow, copied from TS 29.228
· in blue: changes for UAR-location (ALT1)

· in green: changes for SAA-location (ALT5)
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Figure 1: Overview of IMS_RegCon ALT1 and ALT2

 The main differences between these two alternatives are:
-
At which stage of the registration procedure is the control done?
-
UAR-location (ALT1) does it at the beginning of the procedure

-
SAA-location (ALT5) does it at the end of the procedure

-
Who performs the check (i.e. determine whether the current location is allowed)?
-
with UAR-location (ALT1), the check is performed by the HSS itself; the I-CSCF does not retrieve authorized/forbidden locations from the HSS
-
with SAA-location (ALT5), the check is performed by the S-CSCF and the HSS only provides the needed data (authorized/forbidden locations ) as part of the user profile.

-
How many times the location control is perform for a successful initial registration procedure?

-
with UAR-location (ALT1), the control is performed twice by the HSS: once on the 1st (unprotected) REGISTER message and once on the 2nd (protected) REGISTER message, because the UAR query is performed for each of them.

-
with SAA-location (ALT5), the check is performed once.

3. Comparison of impacts

	impacts
	UAR-location (ALT1)
	SAA-location (ALT5)

	Extension of the user profile in HSS
	X
	X

	Additional functionality in HSS
	X
	

	Additional functionality in S-CSCF
	
	X

	Additional functionality in I-CSCF
	X
	

	Extension of Cx interface
	X
	


It has to be noted that these impacts are not equivalent with each other:

· The S-CSCF is a functional entity that can be specialized: the IMS_RegCon functionality can be implemented only to S-CSCF serving users for which location-based registration control is required. Therefore the impact is isolated to where the functionality is needed.
· The HSS is shared between a lot of different networks and functions and used both for fixed and mobile users. That means additional functionality in HSS impacts all of that. Also, the HLR/HSS is the most critical piece of a 3GPP network; any change, any complexity added to the HSS is therefore a source of risk for the stability of the whole network.
4. Advantages and drawbacks of UAR-location (ALT1)
Advantages:

Restrict the registration at early phase
This is striking when looking at Figure 1: ALT1 blocks the registration attempt early in the procedure, thus saving messages in the core network.
Below is a quantitative analysis of this advantage:

 Assumptions: 
· IMS network with 10 million fixed users for which location-based registration control is applied.
· Registration timer is set so that UEs refresh their registration every 6 minutes.
· Every day, there are 2400 registration attempts from locations that are not allowed (it can be expected that user will not keep trying to connect from not allowed locations when they have realized/verified that it doesn’t work)

Normal registration traffic: to simplify, we quantify the traffic caused by periodic re-registrations. The actual traffic including initial registrations is slightly superior to that.

Number of re-registrations per hour: 10,000,000 x 60 / 6 = 100,000,000

Number of messages exchanged for one re-registration: 10
Number of HSS transactions for one re-registration: 2

( The overall registration traffic per hour is estimated to:
· 1,000,000,000 messages per hour

· 200,000,000 HSS transactions per hour

Registration traffic caused by registration attempts from not allowed locations: (100 attempts per hour)
	Alternative solution used for IMS_RegCon
	UAR-location (ALT1)
	SAA-location (ALT5)

	Number of messages exchanged for one registration attempt rejected by location control
	6
	22

	Total number of messages exchanged per hour
	600
	2,200

	Number of HSS transactions for one registration attempt rejected by location control
	1
	3

	Total number of HSS transactions per hour
	100
	300


Comparison of the total registration traffic:
	Alternative solution used for IMS_RegCon
	UAR-location (ALT1)
	SAA-location (ALT5)
	Gain of ALT1

	Total number of messages exchanged per hour
	1,000,000,600
	1,000,002,200
	0.00016%

	Total number of HSS transactions per hour
	200,000,100
	200,000,300
	0.0001%


The authors believe that there is no need to comment on the above figures on the significance of what is gained by rejecting the registration at early phase in location-based registration control.

Drawbacks

Impact to the HSS

Both solutions imply extending the user profile (new elements in the XML file), which can be considered as “business as usual” for CT4 and not impacting the functionality of the HSS.

Besides that, UAR-location (ALT1) considerably extends the functional scope of the HSS, since the HSS is responsible to verifying that the current location of the user is allowed according to the user profile.

It can be argued that more and more intelligence is put in the HSS. But that does not make that a good architecture principle. A better architecture principle would be to keep the HSS a database as much as possible.
It can also be argued that the HSS already has to perform “roaming control” at UAR stage. However, location-based registration control will require a much more complex computation. For example the check may require to match a value against and expression, e.g. to determine whether the PANI corresponds to the authorized region.
HSS load

The computation mentioned above to verify that the current location of the user is allowed according to the user profile is performed by the HSS and has to be performed twice for every initial registration; this will cause extra load (compared to a normal initial registration) to the critical piece of the network that the HSS is. Such extra load could be a factor causing a domino effect, for example in case of a mass restart of terminals after a P/S-CSCF or access network outage.
Privacy

With UAR-location (ALT1), the rejection based on location is done before authenticating the user. Therefore, this solution may provide sensitive information (i.e. authorized location of a given user) to "someone" who has not been authenticated, because the UE will receive a rejection of its first REGISTER request (which does not occur in normal cases). Thus, by just knowing the IMPI of someone and trying to register with this IMPI at different locations, one would be able to find out where this person lives creating a user security risk. More generally, it is not a good design principle to make a check based on information that has not been verified.
It could be argued that the sensitive information is not easy to obtain because it requires to have access to multiple locations. This is not true if you consider cases where obtaining such information would really cause a problem, like the following case:
For some reason, Alice had to escape her country A and found asylum in country B. The intelligence agency of country A is trying to locate her in order to <imagine whatever you can think of>. Not specifically for Alice, the intelligence agency of country A has put in place the following set up: in every city of country B, a DSL access with IMS telephony service was subscribed to and installed in an apartment controlled by the intelligence agency, with a VPN tunnel to the intelligence agency’s headquarter in country A. Then, every time the intelligence agency of country A needs to locate someone in country B, they can do it in a few seconds by attempting registrations from their headquarters through each of their VPN tunnels. The registrations will be rejected except for the city where the person being sought is hiding.
Of course this privacy drawback is really secondary compared to the HSS impact.
5. Advantages and drawbacks of SAA-location (ALT5)
Advantages:

Minimal impact to the 3GPP system

Besides the extension of the user profile (common to both solution), the only impact lies in the S-CSCF. As mentioned above, the IMS_RegCon functionality can be implemented only to S-CSCF serving users for which location-based registration control is required.
No functional impact to the HSS

The HSS just provides the user profile (XML file) to the S-CSCF in SAA message, as it already does. Therefore no development in the HSS is needed. The role of the HSS is purely that of a database.
Drawbacks:

Rejection done late in the registration procedure

As detailed above, the additional load cause by this drawback is less than 0.0002%.

6. Applicability to mobile scenarios

Although the main focus of IMS_RegCon is fixed scenarios, it has to be noted that both UAR-location and SAA-location solutions also support mobile scenarios:
· For and SAA-location (ALT5): NetLoc can be used to ensure that network-provided location is present in the second register message.
· For UAR-location (ALT1): 
· HSS can query the AAA to retrieve the location information via SWx, for non-3GPP access
· the support of 3GPP access needs to be clarified (it was commented during SA2#96 that network-provided location is not available in the first REGISTER request)

7. Conclusion

UAR-location (ALT1) has more impacts, including potential harm to the stability of networks (even those not implementing the feature), with no significant advantage in return.
SAA-location (ALT5) fulfils the required functionality with minimal impact, and no impact to HSS functionality and no significant drawback.
Therefore the authors propose to discard the UAR-location alternative, and select the SAA-location alternative for normative specification. A CR is submitted in S2-13xxxx to implement the SAA-location alternative into TS 23.228.
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