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1. Introduction

The issue of end-to-end (e2e) protection for IMS media (RTP) has been discussed a couple of times in 3GPP SA3. As examples of presently available mechanisms are SRTP (RFC3711, end-to-end media security) and MIKEY (RFC3830, end-to-end key agreement). 
A lot of the success of GSM/UMTS link layer security is due to the “transparency” to the user, which in turn is due to the (U)SIM. It seems reasonable that e2e protection, if introduced, should also rely on (U)SIM, or perhaps more probably on ISIM.

However, if e2e media protection is provided with such network key management support, there may arise requirements on the operator to provide keys or clear text media in the case that LI must be performed. In [1] some different proposals to LI for e2e protected media are investigated. This discussion paper sketches on an alternative, ISIM-based solution that has some advantages.
2. Background
2.1 IMS AKA
As is well known IMS AKA is run during IMS registration between the ME/ISIM and the S-CSCF and it results in keys, (Ck, Ik) sent to the P-CSCF for SIP signalling protection. We can therefore safely assume that IMS AKA has occurred and that these keys have been created before any media starts to flow. 
2.2 Diffie-Hellman
Diffie-Hellman is an e2e key agreement protocol. On a high level, DH exchange between two users (or terminals) A, B works as follows.
[image: image1.jpg]Choose random x a=g*

Choose random y

Compute b* = g Compute a¥ = g




Here, g is a public, system-wide parameter. Since gxy  = gyx, a key, KAB, can be derived from this common value. The messages should also be authenticated, but this is omitted as it is not relevant for the present discussion. Cryptographic details are also omitted, it suffices to know that the security is based on that it is difficult to find gxy, knowing only gx and gy but easy, if one in addition knows the “other” exponent (x or y).
3. Possible Approach to LI
Suppose that party A may be subject to LI. The only requirement for the solution to work is that IMS AKA is used by A and that the messages carrying the key exchange information can be passively eavesdropped by the network in which A is present, which for instance holds if key management is carried in SIP.

3.1 Outline

Assuming IMS AKA has occurred for terminals/users A and B, we can assume that the IMS network of A knows a key, KA derived from (Ck, Ik). Similarly the network of B (possibly another network) knows some key KB, associated with B. A and B of course also knows the corresponding key.

Suppose now that A and B sets up media security by a Diffie-Hellman key exchange in which A uses KA (or some key derived therefrom) as “exponent” x, and B responds using KB as exponent y. It can be observed that:

· A and B will after the Diffie-Hellman protocol exchange share a common key, KAB.
· The network of A (also knowing KA, i.e. x) will be able to compute the same key KAB, even if it does not know the y coming from B (i.e. KB), it suffices to know KA and gKB.
· Conversely, the network of B will similarly be able to deduce the key KAB (since it knows KB, i.e. y).

· No 3rd party, knowing only the exchanged values will be able to deduce KAB.

Therefore, if LI is required, the network of A (or B) can deliver the encrypted media stream to the “LI-center” together with the corresponding key. Alternatively, the decrypted stream can be delivered directly.

3.2 Analysis

The following can be noted.

The network can be more or less totally passive. In particular, there is no need to act as man-in-the-middle, neither in the SIP signalling flow, nor in the media flow. No extra signalling is needed beyond IMS AKA.

As a side-effect, enabling of the LI function is impossible to detect by the users, as the protocol proceeds identically, regardless of whether LI is enabled or not.

The protocol is “true” end-to-end relative to third parties. In particular, there is no need to rely on hop-by-hop SIP protection. The solution also offers perfect forward secrecy against third parties as it is DH-based.

The solution is not dependent on the co-operation of both the network of A and that of B, it suffices that the end-point subject to LI uses the ISIM-based security. 

Note that it is in principle possible for the network to detect if the users try to “cheat” by using other exponents than KA, KB: the network knows what these exponents should be and can compare to the exchanged values (assuming the public DH values are passed along in the SIP messages).
On the protocol level, there is full compatibility with most existing Diffie-Hellman specifications, e.g. that of  MIKEY (RFC3830). The only consideration is local to the terminal in the way the exponents are generated.

One drawback can be noted: the solution is tightly coupled to Diffie-Hellman and is therefore somewhat more computationally heavy to the end-points (terminals) than a solution based on pre-shared keys. 

As described, the keys needed for LI will be known to the S-CSCF and the P-CSCF, i.e. in the case of IMS roaming the keys will be known in both VPLMN and HPLMN. It is FFS whether this has implications, e.g. whether additional key management would be needed to prevent VPLMN from performing LI without co-operation of HPLMN. SA3-LI may have input on this issue.
4. Conclusions and Proposal

In [1] it is suggested that “true” e2e key agreement (excluding that keys are sent unprotected in signalling) would require the network to become a MITM in the signalling stream and possibly also in the media stream (e.g. with the MIKEY DH mode). This contribution shows a simpler method that avoids these problems.  

It is proposed that this contribution is attached to the possible LS to SA3-LI.
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