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1. Introduction

SA3 has been discussing UMTS-AKA and EAP-AKA for SAE. The SA3 discussion was forwarded to SA2 in S2-062614. 
This contribution elaborates the topic from a more specific architectural viewpoint.
2. Discussion

2.1. Overview of SAE Authentication System 

The LS S2-062614 presents two different options for handling AKA based authentication in SAE. 
However, from the architecture point of view the overall authentication topic can be broken into a specific set of mostly independent topics, each of which need to be addressed for SAE.
1. The authentication method itself;
2. Architecture and protocols for “Authentication Execution” (i.e. authentication and key establishment), including roaming aspects;
3. Architecture and protocols for the “Authentication Backbone”, including roaming aspects.
With “Authentication Execution” we refer to the process of authentication and key establishment itself, whereas the serving network and the user corroborate each other’s identities (“entity authentication”, as defined in 3GPP TS 33.102), and keys are established. In the terminology used in typical EAP systems, this “Authentication Execution” refers to the execution of EAP signaling between EAP client, EAP authenticator and EAP server/AAA server.
With “Authentication Backbone” we refer to the distribution of authentication elements (e.g.. authentication vectors) from the Home Environment to the Serving Network. In the terminology used in typical EAP systems, this “Authentication Backbone” refers to the means to store the long term credentials at a permanent database and the means to retrieve this information from the database to the EAP server/AAA server executing the authentication.
We also define as “Authentication Execution Node” the SAE entity that performs the authentication execution itself (e.g. the VLR/SGSN for AKA in UMTS Rel’99). In terminology used in typical EAP systems, this “Authentication Execution node” corresponds to EAP server/AAA server.
NOTE: The terms “Authentication Execution” , ”Authentication Backbone” and Authentication Execution Node” are not established terms in the 3GPP specification, and are used in this contribution for better illustration.
The following picture illustrates the aforementioned split.
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Figure 1. The three components of the authentication architecture

2.2. Authentication Method

The selection of the authentication method is, strictly speaking, a security related topic and thus should be decided by SA3. 
An assumption to use USIM-based AKA has already been made by SA3.
2.3 Authentication Execution 

“Authentication Execution” is part of the SAE overall architecture. The purpose of Authentication Execution is to execute the authentication between the UE and the Authentication Execution Node. 
Based on the current status of SAE within SA2, it can be said that:

· Authentication Execution (including the “Authentication Execution Node” is likely to always reside in the local PLMN of the UE attempting to access the system (i.e. in the roaming case it would be located within the visited PLMN and in the non-roaming case it would be located in the home PLMN).
· The part of the SAE architecture which includes the Authentication Execution System is currently under development in SA2.
· The choice of protocol to be used to carry AKA signaling over the air and within the Authentication Execution system (e.g. LTE signaling or EAP) may be impacted by the architecture of the authentication execution system itself. As these architectural aspects are still open, it would be natural to not do a firm protocol selection before such aspects are concluded.
2.4 Authentication Backbone

“Authentication Backbone” is part of the SAE overall architecture. In case of AKA authentication the role of the “Authentication Backbone” is to retrieve the AKA authentication vectors from the HSS/HE and deliver them to the Authentication Execution node. 

Based on the current SA2 understanding about SAE architecture it can be said that:

· The Authentication Backbone can span two PLMNs. In the roaming case the Authentication Backbone takes care of the delivery of the AKA authentication vectors from the home PLMN HSS to the Authentication Execution Node in the visited PLMN.

· The protocol to be used to retrieve the AKA authentication vectors between the HSS and Authentication Execution Node is not yet decided
3. Proposal
It is proposed to send a reply LS to SA3 based on the content of the section 2 of this contribution.
QUALCOMM volunteers to draft this reply LS.
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