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1 Introduction
The Push TR 23.976 describes the usage of long-lived PDP context. Various means are discussed that notify the push function about PDP release caused by inactivity for example. This paper proposes another means to avoid the need for such notification and a comparison of these approaches.

2 Proposal

5.1.4
Push using Long-Lived PDP Context

A long-lived PDP Context is a good mechanism for timely delivery of Push data, and where the user is receiving data on a frequent basis a long-lived PDP Context is also an efficient use of network resources. The existing definition of a PDP Context in TS 23.060 does not specify a maximum time limit for a PDP Context to be active before it must be deactivated. In theory all PDP Contexts are long-lived (always-on) where their activation and deactivation are determined by the user and/or application. In practice networks will deactivate PDP Contexts for various reasons such as network maintenance or after long periods where the PDP Context has not carried traffic. When a PDP Context is deactivated by the network, the Push Function needs to know the PDP Context is no longer available so it does not continue to use it for push data.   

In the case where the PDP Context is deactivated by the network, there are different mechanisms that may be deployed to inform the Push Function of the PDP Context deactivation or to avoid the PDP context deactivation.  These mechanisms are listed and discussed in the following subsections.

5.1.4.1
Internet Control Message Protocol

The Internet Control Message Protocol (ICMP) is defined in the IETF RFC 792. TS 23.060 section 9.1.1 makes reference to the use of ICMP error notifications sent from the GGSN when a mobile-terminated IP packet is received in the INACTIVE state, indicating the PDP Context is deactivated.

ICMP error notification messages are sent from the GGSN when the GGSN is unable to forward an IP packet to its destination. Therefore the Push Function must generate an IP packet towards the UE before it will receive an ICMP message informing it that the packet is not deliverable. In this scenario the GGSN and Push Function may be unsynchronised for some period when the PDP Context is deactivated at the GGSN, and when the Push Function transmits an IP packet to the deactivated PDP Context and receives back an ICMP message.

When using ICMP as the mechanism to inform the Push Function that a PDP Context has been deactivated, the push function may need to send an IP packet to the UE before re-allocation of an IP address to another PDP Context.  This is to guard against a Push Function transmitting an IP packet using an IP address that had been previously used by a PDP Context that has been deactivated and then re-assigned to a new PDP Context before the Push Function learned (via ICMP) of the deactivation of the first PDP Context. Sending push data to a wrong UE can only be avoided by sending an IP packet to each UE once in the time period that a GGSN is not using the IP addresses before allocation to another UE.
It is for further study whether ICMP support at the GGSN may apply to all APNs serviced by the GGSN, or on a per APN basis.

5.1.4.2
PDP Context State Notification message

The GGSN upon deactivation of a PDP Context shall generate a PDP Context State Notification message towards the Push Function using an address configured in the GGSN PDP Context state information.
The support of this message by the GGSN shall be configurable on a per APN basis. The format of a PDP Context State Notification message shall include the deactivated PDP Context MSISDN, PDP Address, and APN.

By generating a PDP Context State Notification message when the PDP Context is deactivated the GGSN and Push Function are kept synchronized with respect to the state of the PDP Context. Given a Notification message will be generated for each PDP Context associated with a given APN configured to use this feature, this will generate extra traffic over the Gi Reference point. In addition, not all PDP Contexts associated with an APN are used for Push Service, yet all PDP Contexts associated with an APN using this feature will have a Notification message generated when they are deactivated. 

The PDP Context State Notification message is not currently defined in 3G/GSM specifications. Annex A provides an example mechanism for implementing this feature.

5.1.4.3
Radius Accounting START/STOP messages

Although the use of Radius is not mandatory in 3GPP networks it is widely deployed. Radius is an Authorization, Authentication, and Accounting service that may also take on the function of IP address allocation (like DHCP), see TS 29.061. The Radius Accounting START/STOP messages have a side effect of indicating when a PDP Context is activated and de-activated. A Radius Server by using the information collected as a result of Accounting START/STOP messages can inform the Push Function on the state of a PDP Context.

The interworking of a Push Function to a Radius Server is outside the scope of this specification.
5.1.4.4 COPS DRQ operation

The COPS protocol operates between the GGSN and the PDF over the Go reference point. TS 23.207 section 5.3 describes the Go interface and the COPS messages exchanged over it, including the Delete Request State (DRQ) message.  TS 23.207 section 6.3.2 describes how the COPS DRQ message is used to indicate the release of a PDP Context to the PDF. In TR 23.917 section 8.10 shows when a PDP Context is deactivated at the GGSN a COPS DRQ message is sent to the PDF. The PDF upon receipt of the COPS DRQ message may forward an indication to an Application Function over the Gq reference point indicating that network resources have been removed. This mechanism could be used to indicate to a Push Function that a PDP Context has been deactivated. Gq is being defined as part of Release 6.

5.1.4.5
Keep Alive Messages

Most networks set a maximum time for a PDP Context to be open and idle, after which the PDP Context is dropped. But upon deactivation no message is sent to the application server to inform it that a PDP Context is unavailable. To prevent this from happening an application server may simulate network traffic by periodically sending a keep alive message over the PDP Context to ensure the idle timer in the network is reset and the PDP Context remains open.

The use of keep alive messages consumes network resources and counters the operators’ attempts to properly manage its network resources e.g. the number of available PDP Contexts. The work in this TR is exploring mechanisms where the network can report the state of a PDP Context to the application server, particularly when a PDP Context is deactivated. These mechanisms use substantially less network resources than what are required for keep alive messages, and provide the same information to the Push Function.

The use of keep alive messages is not encouraged and instead one or more of the methods described in this section should be used to maintain synchronization of the Push Function with the state of the PDP Context in the network.
5.1.4.6
PDP context re-establishment
When the network deactivates the PDP context the UE re-establishes a PDP context as long as a push user agent is active on the UE. This is performed when the deactivation cause allows it, e.g. if the PDP context is not deactivated because of “operator determined barring”. It may be useful to introduce a specific release cause that clearly indicates that PDP context re-establishment is allowed, or it may be recommended that networks indicate the exiting release cause “re-establishment context required” when PDP contexts are released and re-establishment is allowed.  
5.1.4.7
Presence Information

The GGSN informs a presence server when PDP contexts are activated or deactivated. The push function derives status information from the presence server before data push or the presence server informs the push function when status information changes, i.e. when the PDP context is deactivated.
5.1.4.8
Comparison
The mechanisms described above for the long-lived PDP context have different impact on availability of UEs to receive push data and require different functionality.
The ICMP approach may be used similarly to keep alive messages, enabling the push function to discover when the PDP context is no longer allocated. This polling of the UE causes some waste of resources as a packet is sent to the UE if the IP address is allocated to a PDP context. As an alternative to polling ICMP may be used to indicate only that an IP address is no longer allocated to a UE. In this case there the risk, that the Push Function sends push data to a wrong UE. 
Four different approaches inform the push function when a PDP context is deactivated. The Radius, the COPS and the Presence approach are already specified or under specification and all these are for wider use by various applications. The PDP Context State Notification approach identified no commonly used protocol yet. Under the assumption that this is a specific interface and protocol for the push function and not an already introduced protocol one of the already specified approaches are preferable.

From user point of view it may be preferable to maintain the UE’s ability to receive push data. In this case the re-establishment of a PDP context is the preferred approach to react on network requested PDP context deactivation.
3 Conclusion

It is proposed to add the revision marked text as above to TR 23.976.

