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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

1
Scope

Editor’s note : Identify and analyse possible system architectures for allowing WLAN based radio networks to Interwork with 3GPP based systems. 

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

3
Definitions, symbols and abbreviations

3.1
Definitions

3.2
Symbols

3.3
Abbreviations

4
WLAN Radio networks 

Editor’s notes : Provides a high-level description of WLAN technologies/standards.  

4.1 WLAN Radio Technologies

There are many competing technologies that fit under the WLAN umbrella.  This section attempts to describe the various attributes of the most popular of WLAN technologies, namely IEEE 802.11, Bluetooth, and HiperLan/2.  Table 1 includes an indicative technology comparison.

	Attribute
	802.11b
	Bluetooth
	802.11a
	HiperLan/2

	Frequency
	2.4 GHz
	2.4 GHz
	5 GHz
	5 GHz

	Physical Layer
	Direct Sequence Spread Spectrum (DSSS)
	Frequency Hopping Spread Spectrum

(FHSS)
	Orthogonal Frequency Division Multiplexing (OFDM)
	OFDM

	Channel Width
	22 MHz
	1MHz
	22 MHz 
	22 MHz 

	Range 
	150 ft (indoors)

300 ft (outdoors)
	30 ft (with 1mW)
	100 ft (indoors)

200 ft(outdoors)
	Expected to be same as 802.11a

	Data Throughputs
	1,2,6,11 Mbps
	720 Kbps
	6,9,12,18,36,54 Mbps (speed varies as distance from Access Point)
	Same as 802.11a

	MAC 
	CSMA/CA in Distributed Coordinated Function Mode (DCF)

(optional) Polling Based in Point Coordination Function (PCF)
	Time Division Duplex (TDD) with a Master/Slave Polling Mechanism
	Same as 802.11b
	TDMA with TDD

	Miscellaneous 
	· High Speed Data Applications

· Susceptible to interference from Bluetooth and other devices
	· Wire Replacement;

· Inexpensive

· Low component count

· Low Power


	· Improve Spectral Efficiency over 802.11b


	· Products not available yet


Table 1 WLAN Technology Comparison

4.2 WLAN Reference Model

For us to define the Interworking between WLAN and 3GPP systems, we should have network reference models for both WLAN and 3GPP networks. In 3GPP, we do have a network reference model for 3GPP. Unfortunately, there is no such network reference model available for WLAN networks. IEEE defined the physical, MAC and LLC layers in the 802.11 standards but not the network architecture. IETF has defined the layer 3 and above protocols, but not the network architecture. Each WLAN network is different, depending upon the operator’s requirements and the environment where it is being used. However, to define the interworking, we must have a reference model we can work with.

The following is a reference model, which attempts to abstract the currently deployed WLAN networks. It shows only those elements of the WLAN network, which are relevant for the interworking with 3GPP. The reference model is shown in Figure 4.1. 
Figure 4.1: WLAN Network Reference Model

Terminal

This is the user equipment with a standard WLAN card, off the shelf, commercially available from multiple vendors. It could be, for example: a tabletop computer, a lap top computer or a hand held device. 

Access Point

The Access Point is  the WLAN equivalent of a Base Station as defined by IEEE or Hyperlan (or other WLAN) standards. Access Point is off the shelf, commercially available from multiple vendors.

WLAN Access Server

The WLAN Access Server provides the connectivity for the terminal with the rest of the network. It uses the services of the WLAN AAA server to authenticate the user. It uses the services of a DHCP server to assign an IP Address to the terminal. Based upon the results of Authentication, it may allow the user to access the network, access some limited local services or deny the access. 

Though, the term WLAN Access Server is not a well-defined standard term in the industry, it’s functionalities are based upon well defined open standards. 

WLAN AAA Server

This is the Authorization, Authentication and Accounting server based upon well defined industry standards, widely used and available from multiple vendors. This term needs no further explanation.  
5
High-level requirements

Editor’s note : Provides the high-level functional requirements for the Interworking between WLAN and 3GPP system

5.1
Authentication Requirements

· Legacy WLAN terminals should be supported.

· Minimal impact on the user equipment, i.e. client software.

· The need for operators to administer and maintain end user SW should be minimized

· Existing UICC cards should be supported. The solution as such should not require any new changes to the UICC cards.

· Changes in the HSS/AuC should be minimized.

· The security data, i.e. long-term keys, which are stored on the UICCcard must not be sent from the card itself. Instead the interface to the UICC card should be of type challenge-response, i.e. a challenge is sent to the UICC card and a response is received in return.

· The user should have same security level for WLAN access as for 3GPP access.

· Mutual Authentication should be supported

· The selected Authentication solution should also allow for Authorisation

· Methods for key distribution to the WLAN access NW shall be supported

· Selected WLAN authentication mechanisms for 3GPP interworking shall provide at least the same security as 3GPP System authentication procedure

· Subsequent WLAN re-authentication shall not compromise the requirement for 3GPP System equivalent security

· Selected WLAN Authentication mechanisms for 3GPP interworking shall support agreement of session keying material.

· Selected WLAN key agreement and key distribution mechanism shall be secure against man in the middle attacks. In other words, a man in the middle shall not be able to learn the session key material.

· The WLAN technology specific connection between the WLAN UE and WLAN AN shall be able to utilise the generated keying material for protecting the integrity of an authenticated connection

· It shall be possible to store all long-term security credentials used for subscriber and network authentication in a tamper proof memory such as the UICC card.
5.2
Charging requirements

· The W-LAN access network shall be able to report the W-LAN access usage to the appropriate 3GPP system

· It shall be possible for the 3GPP system to command some operations on a specific ongoing W-LAN access session. This can be useful   in the context of prepaid processing. 

· It shall be possible for an operator to maintain a single prepaid account for W-LAN, PS, CS, and IMS  per user.

· It shall be the role of the 3GPP system to  process the W-LAN access resource usage information into 3GPP compatible format (CDR).

6
Architecture alternatives

Editor’s note : This chapter Identifies potential architectural alternatives for realising Interworking between WLAN and 3GPP systems.  Each alternative should be treated in a specific chapter  (alternative x handled in section 7.x) 

For each alternative it 

· Provides an architecture definition

· Describes the purpose (functionalities),

·  Assesses its limitations 

· Assesses possible impacts on 3GPP specifications and on non-3GPP standards/specifications. 

An architecture alternative may take in several potential solutions for realising a particular functionality e.g. authentication.

6.1 Access Control and Charging Architecture


Figure 6.1 Access Control Reference Model
6.1.1 Access Control
6.1.1.1   Principles
End to End Authentication :  WLAN Authentication signalling is executed between WLAN UE and 3GPP AAA Server. This authentication signalling shall be independent on the WLAN technology utilised within WLAN Access network.. WLAN authentication signalling for 3GPP-WLAN interworking shall be based on Extensible Authentication Protocol (EAP) as specified in RFC 2284.
Transporting Authentication signalling over WLAN Radio Interface :  WLAN authentication signalling is carried between WLAN UE and WLAN AN by WLAN Access Technology specific protocols. These WLAN technology specific protocols shall be able to meet the security requirements set for WLAN Access control in 3GPP-WLAN interworking. To ensure multivendor interoperability these WLAN technology specific protocols shall conform to existing standards of the specific WLAN access technology. For IEEE 802.11 type of WLAN radio interfaces the WLAN radio interface shall conform to IEEE 802.11i standard.
Transporting Authentication signalling over Wr Reference Point : WLAN Authentication signalling shall be transported  over Wr reference point by standard mechanisms, which are independent on the specific WLAN technology utilised within the WLAN Access network.  The transport of Authentication signalling over Wr reference point shall be based on standard Diameter or RADIUS protocols.
6.1.1.2 Reference Points
6.1.1.2.1 Wr  
The reference point Wr connects the WLAN access network, possibly via intermediate networks, to the 3GPP AAA Server.  The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and related information in a secure manner.  The reference point has to accommodate also legacy WLAN access networks and thus should be DIAMETER or RADIUS-based.

The functionality of the reference point is to transport RADIUS/DIAMETER frames:

· Carrying data for authentication signalling between WLAN UE and 3GPP AAA Server

· Carrying data for authorization signalling between WLAN AN and 3GPP AAA server

· Carrying keying data for the purpose of radio interface integrity protection and encryption

· Used for purging a user from the WLAN access for immediate service termination

6.1.1.2.2 Wx
This reference point is located between 3GPP AAA Server and HSS. The prime purpose of the protocol(s) crossing this reference point is communication between WLAN AAA infrastructure and HSS.  The protocol crossing this reference point is either MAP or DIAMETER-based.

The functionality of the reference point is to enable:

· Retrieval of authentication vectors, e.g. for USIM authentication, from HSS/HLR.

· Retrieval of WLAN access-related subscriber information (profile) from HSS/HLR

· Registration of the 3GPP AAA Server of an authorised WLAN user in the HSS/HLR. 

· Indication of change of subscriber profile within HSS/HLR (e.g indication for the purpose of service termination).

6.1.2 Charging   

6.1.2.1 Reference Points 

6.1.2.1.1 Wb 
The reference point Wb is located between WLAN access network and 3GPP network.  The prime purpose of the protocols crossing this reference point is to transport charging-related information in a secure manner.  The reference point has to accommodate also legacy WLAN access networks and thus should be DIAMETER or RADIUS-based.  

The functionality of the reference point is to transport RADIUS/DIAMETER frames with:

· Charging signalling per each WLAN user

To minimize the requirements put on the WLAN Access Network and to protect the confidentiality of the subscribers charging status the fact whether a user is offline or online charged by his 3GPP subscription provider shall be transparent for the WLAN AN and thus for the Wb reference point.  However for online charged users the interval to deliver accounting information from WLAN AN over Wb reference point may typically be set to a smaller value than for offline charged users.

6.1.2.1.2 Wo

Reference point Wo is used by a 3GPP AAA server to communicate with 3GPP Online Charging System (OCS).  The prime purpose of the protocol(s) crossing this reference point is to transport online charging related information so as to perform credit control for the prepaid subscriber. 

The protocol(s) crossing this interface shall be DIAMETER-based.  

The functionality of the reference point is to transport:

· Online charging data

Wo reference point should be similar to Ro interface currently used in 3GPP OCS.
6.1.2.1.3 Wf

The reference point Wf is located between 3GPP AAA Server and 3GPP Charging Gateway Function (CGF)/Charging Collection Function (CCF).  The prime purpose of the protocols crossing this reference point is to transport/forward charging information towards 3GPP operator’s Charging Gateway/Charging collection function. 

The information forwarded to  Charging Gateway/Charging collection function is typically used for:

· Generating bills for offline charged subscribers by the subscribers’ home operator

· Calculation of inter-operator clearing charging from all roaming users. This inter operator clearing is used to settle the payments between visited and home network operator and/or between home/visited network and WLAN.

The protocol(s) crossing this interface is DIAMETER-based.

The functionality of the reference point is to transport:

· WLAN access-related charging data per each WLAN user
7
Conclusion

Editor’s note : Concludes on which architecture alternative(s) can be specified and how specific functionality can be realised.
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