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Abstract:	This is a key issue proposal for WT#3.2 in R19 AIML_CN
1 Discussion
This KI is related to WT#3.2 below:
WT3.2 – Study prediction, detection, prevention, and mitigation of network abnormal behaviours i.e. signalling storm with the assistance of NWDAF. 

First of all definition of signalling storm shall be provided(e.g. number of signal connections per NF, between NFs or congestion in TA(s)). The consequences of signalling storm may be discussed briefly.
 
For the prediction of signalling storm, Core Network features that would lead to signalling storm should be discussed. To collect these features for model training, the enhancement of data collection procedures may be necessary. The trustworthiness of the predicted results shall be assessed before taking measures. 
 
For the detection of signalling storms, collaborative work between NFs would be necessary. Therefore, new procedures may be introduced to support sensitive detection of signalling storms.
 
After prediction or detection, if the result is trustworthy, some prevention and mitigation techniques could be applied to solve the signalling storm issue.



START OF CHANGES
5.x Key Issue #x: Dealing with signalling storm

This section may include definitions and descriptions of signalling storm as well as potential consequences of signalling storm at first. Then the methodologies of signalling prediction, detection, prevention and mitigation are presented, to be specific: 
For signalling storm prediction:

- Feature(i.e. the incentives that will lead to signalling storm) selection for model training

- Data collection of selected features, re-use/enhancement of existing data collection procedures, whether new procedures are needed

-How to collect ground truth data for model training

- Trustworthiness analysis of predicted output

-Whether a new analytic ID for NWDAF is needed

For signalling storm detection:
-What are the criteria of signalling storm
-Whether enhancements of signalling connection are needed
-Methodologies/procedures for signalling storm detection
-What parties are involved and which NF(s) are responsible for siganlling storm detection
For signalling storm prevention:
- Trustworthiness analysis of predicted output, whether to take prevention measures
- Signalling storm prevention technique(s)
-What parties are involved and which NF(s) are responsible for siganlling storm prevention
For signalling storm mitigation:
- If signalling storm happens, what measures can be taken to solve the problem as soon as possible.
-What parties are involved and which NF(s) are responsible for siganlling storm mitigation
END OF CHANGES


