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Abstract: This contribution discusses a potential issue about NAT Functionality in UPF and UE data collection in eNA. 
1. Dicussion
[bookmark: _Toc519004414]In this paper, we discuss a potential issue about NAT Functionality in UPF and UE data collection in eNA.
1.1 Summary of NAT related discussion outcome in UPEAS
According to the conclusion of FS_UPEAS, the CR of S2-2301393 is agreed in SA2 154Ad-Hoc-e that to support of NAT exposure. 
If the 5GC allocates a private UE IP address to UE, the UPF may use NAT between the UE and the Data Network, ,which is note visible on the N6 reference point. 
After receiving the AF request including a puclic IP address and port number, the NEF may request to get the corresponding private IP address using the public IP address and port number. The UPF with NAT (Network Address Translation) functionality may support to provide the private 5GC UE IP address to NEF based on NEF request containing the corresponding public IP address and port number. 
A new service is introduced in UPF: Nupf_GetPrivateUEIPaddr. This service exposes UPF information related to NAT information
Observaton 1: NAT related information exposure has already been supported by UPF in R18, which allows the service consumer get the mapping information between the private IP address and corresponding public IP address. 
1.2 Potential issues about UE data collection in eNA and NAT functionality deloyed in UPF
In the item of UE data collection in eNA, the current procedure in R17 and R18 procedures does not  consider the NAT deployed in UPF. After introducing NAT function, there exists the potential impact to current R17 and R18 design in eNA. 
Example: Data collection
As indicated in step 3a and 3b in section 6.2.8.2.3 of TS 23.288, the NWDAF subscribes to the AF in trusted/untrusted domain for UE data collection. In the request from NWDAF, the SUPI or to GPSI is included to identify the target UE for data collection. And also indicated in the section 6.2.8.2.4.1 of TS 23.288, the UE IP address is used to identify the user plane connection established between the UE application and the AF for data collection. The AF is required to correlate the UE IP address to the SUPI or to GPSI. Or, as indicated in section 6.2.8.2.4.4, the NWDAF should correlate the UE IP address to the SUPI or to GPSI.
And as described in section 6.2.8.2.4.2, 6.2.8.2.4.3 and 6.2.8.2.4.4, the AF or NWDAF uses the SUPI/GPSI to obtain the serving SMF id(s) and the corresponding PDU Session id(s) from UDM, and request the SMF to obtain the allocated IPv4 address or IPv6 prefix for the UE. After these procedure, the AF or NWDAF gets the UE IP address. 
However, the allocated IPv4 address here that AF or NWDAF gets from SMF is a private IP address, not the public UE IP address. The SMF or DHCP can only allocate the private UE IP address. And in the internal 5GC, between the interaction of each 5GC elements, only the private UE IP address is used. 
Even if the AF receives the private UE IP address, the AF also can’t identify the target UE for data collection, because the AF can only identify the public UE IP address, if the NAT function is deployed in UPF. 
Also, even if the NWDAF receives the private IP address and subscribes to AF for data collection including this private IP address, the AF also can’t identify the target UE for data collection, because the AF can only identify the public UE IP address. 
Observaton 2: If NAT has been deployed and activated in UPF, during the UE data collection procedure, the AF is required to correlate the SUPI/GPSI sent by NWDAF to the public UE IP address. But when AF requests 5GC to provide the UE IP address with SUPI/GPSI, the 5GC can only provide the private UE IP address which is corrlated with the SUPI/GPSI, thus, the AF still can’t identify how to collect the UE data with the private UE IP address.
So, as the description above, after introducing the NAT functionality, there is a lack of a process to provide public UE IP address to AF to identify the target UE for data collection. Also, there is a lack of a process in the NWDAF correlates procedure that the NWDAF should indicate the public UE IP address to AF via NEF, to indicate the target UE for data collection. 
Conclusion 1: There is a issues about UE data collection in eNA and NAT functionality deloyed in UPF i.e. how UPF expose the mapping information between the private IP address and corresponding public IP to allow AF get the public UE IP address to identify the target UE and consequently peform data collection from the UE. 
2. Proposal and Way forward
As the descripted above, there is an issue about UE data collection in eNA and NAT functionality deloyed in UPF, i.e. how UPF expose the mapping information between the private UE IP address and corresponding public UE IP to allow AF to get the public UE IP address to identify the target UE and consequently perform data collection from the UE. 
Proposal: It is proposed to resolve the issue about UE data collection in eNA and NAT functionality deloyed in UPF.
It is clear that UE data collection in R17 cannot work in case of NAT funacitionaly activated in UPF and however we need further discuss how to resolve the issue in R17+ (the corresponding CR S2-2302600 is provided), the two candidate way forwards: 
Way forward 1: Resolve the issue with TEI.
Way forward 2: Resolve the issue in R19. 
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