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[bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc106166820]6.13	MBS Security function
Security function may be needed used to protect MBS related signalling/data. Detailed descriptions of security requirements, procedures and handling for 5G Multicast/Broadcast Service (MBS) are provided in TS 33.501 [20].
MBS security function is implemented in the MBSF/MBSTF so that it may applycan be applied only when MBSF/MBSTF are used (i.e. Configuration option 2 and 3). For configuration option 1 how to support MBS security is out of 3GPP scope.
The following additions for MBS multicast control plane procedures in the present specification apply if the MBS security function for multicast as defined in TS 33.501 [20] is used:
-	The multicast session security context, as defined in TS 33.501 [20], is used to protect MBS traffic of an MBS session. During the session establishment and when a UE joins, the multicast session security context contains MSK and MTK. 
-	The UEs in the MBS session use the received multicast session security context to process the protected MBS traffic.
-	MBSF distributes the multicast session security context to the MB-SMF via the Nmbsmf_MBSSession_Create Request or Nmbsmf_MBSSession_Update Request message.
-	The SMF interacts with the MB-SMF to obtain the multicast session security context. The MB-SMF provides the security context in the Nmbsmf_MBSSession_ContextStatusSubscribe response message and in the Nmbsmf_MBSSession_ContextStatusNotify request message.
-	If the UE is authorized to join the Multicast MBS session, the SMF shall provide the multicast session security context to the UE in N1 SM container if it received the multicast session security context from the MB-SMF.
-	When the MSK needs to be updated, MBSF shall send the updated information of multicast session security context to the MB-SMF, and then the MB-SMF shall trigger the session update as specified in clause 7.2.6 to provide the updated multicast session security context to the UEs in the related MBS session.
NOTE 1:	Interaction between MBSF and MBSTF will be defined in TS 33.501 [20] and 26.502 [18]. 
NOTE 2:	 Clause 9.1 defines the services for supporting security function for control plane procedure. 
The additions for user plane procedure to support the security function for multicast and broadcast might be used as defined in TS 33.501 [20].

* * * * Second change * * * *
[bookmark: _Toc114570519][bookmark: _Toc106166903][bookmark: _Toc20204633][bookmark: _Toc27895339][bookmark: _Toc36192442][bookmark: _Toc45193545][bookmark: _Toc47593177][bookmark: _Toc51835264][bookmark: _Toc59101090][bookmark: _Toc106166906]9.1.3.1	General
Service description: The following are the key functionalities of this NF service:
-	(between AMF or SMF and MB-SMF) For multicast, NF Service Consumer can use this service to request the reception of MBS data or to terminate the reception of MBS data of a Multicast MBS session, or for a location dependent Multicast MBS session, the part of the MBS multicast session within a service area;
-	(between SMF and MB-SMF) For multicast, allow consumer NFs to query information (e.g. QoS information) about MBS Session. This service will be invoked by SMF for UE join event;
-	(between SMF (only for multicast) or MBSF/NEF and MB-SMF) Allow consumer NFs to subscribe and unsubscribe for an Event ID and MBS Session, or for a location dependent MBS session, related to the part of the MBS session within a service area (only for MBSF/NEF);
-	(between SMF (only for multicast) or MBSF/NEF and MB-SMF) Notifying events on the MBS Session, or for a location dependent MBS session, related to the part of the MBS session within a service area (only for MBSF/NEF), to the subscribed NFs;
-	(between MBSF/NEF/AF and MB-SMF) Creation/Modification/Activation/Deactivation/Release of Multicast MBS session, or for a location dependent Multicast MBS session, the part of the Multicast MBS session within a service area; and
-	(between MBSF/NEF and MB-SMF) Creation/Modification/Start/Stop/Release of Broadcast MBS sessions, or for a location dependent Broadcast MBS session, the part of the Broadcast MBS session within a service area.
The following events related to MBS Session Context can be subscribed by SMF as consumer NF:
-	(between SMF and MB-SMF, only for multicast) QoS change: The event notification is sent when QoS within a Multicast MBS session changes, e.g. adding/removing QoS flow(s);
-	(between SMF and MB-SMF only for multicast) multicast session state (Active, Inactive);
-	(between SMF and MB-SMF only for multicast) Multicast MBS session service area change (for a location dependent Broadcast MBS session, the notification relates to the part of the Broadcast MBS session within a service area);
-	(between SMF and MB-SMF only for multicast) Multicast MBS session release;.
-	(between SMF and MB-SMF only for multicast) multicast session security context update.
The following events related to an MBS session, or for a location dependent MBS session, related to the part of the MBS session within a service area, can be subscribed by MBSF, NEF, or AF as consumer NF:
-	(between MBSF/NEF/AF and MB-SMF) MBS session release due to TMGI expiry;
-	(between MBSF/NEF/AF and MB-SMF) Broadcast delivery status.
NOTE:	Whether event IDs are needed can be determined by stage 3.
9.1.3.3	Nmbsmf_MBSSession_ContextStatusSubscribe service operation
Service operation name: Nmbsmf_MBSSession_ContextStatusSubscribe 
Description: Service Consumer NF can use this service operation to request information (e.g. QoS information) about a multicast session and to subscribe to notification of events about the multicast session context.
Inputs, Required: MBS Session ID, Notification Target Address, Events ID(s).
Inputs, Optional: None.
Outputs, Required: None.
Outputs, Optional: Event information (e.g. QoS information for multicast session, multicast MBS session state (Active, Inactive), multicast session service area for local multicast service), Start time of multicast MBS session, multicast DL tunnel info, if consumer is SMF: indication that the multicast MBS session allows any UE to join, multicast session security context.
[bookmark: _Toc114570522]9.1.3.4	Nmbsmf_MBSSession_ContextStatusNotify service operation
Service operation name: Nmbsmf_MBSSession_ContextStatusNotify
Description: This service operation, which is applicable to multicast MBS session, is used by the MB-SMF to notify its consumers about events of an MBS Session, or for a location dependent MBS session, related to a service area change.
Inputs, Required: MBS Session ID, Event ID.
Inputs, Optional: Event information (e.g. QoS information of MBS Session, MBS service area, Area Session ID, multicast session security context).
Outputs, Required: Operation execution result indication.
Outputs, Optional: Cause.
9.1.3.6	Nmbsmf_MBSSession_Create service operation
Service operation name: Nmbsmf_MBSSession_Create
Description: Create a new multicast session or broadcast session, or for a location dependent MBS session, the part of the MBS session within a service area. Optionally subscribe to notifications for this MBS session.
Input, Required: MBS Session ID (SSM or TMGI) or TMGI allocation request, MBS Service Type (multicast or broadcast).
Input, Optional: DNN, S-NSSAI, MBS service area,  MBS Service Information (as defined in clause 6.14), Input Transport Address Request, indication that the PCF has to be contacted, MBS start time, MBS termination time. For a multicast session, indication that any UE may join, multicast session security context. For a broadcast session, MBS start time, MBS termination time, MBS FSA ID(s). For subscription to notifications event ID(s), Notification Target Address, Request for location dependent MBS session.
Output, Required: Result Indication.
Output, Optional: TMGI, Expiry Time of the TMGI, Cause, MB-UPF tunnel info, MBS FSA ID(s), Area Session ID.
[bookmark: _Toc106166907]9.1.3.7	Nmbsmf_MBSSession_Update service operation
Service operation name: Nmbsmf_MBSSession_Update
Description: Update the established multicast session or broadcast session, or for a location dependent MBS session, the part of the MBS session within a service area, e.g. QoS update.
Input, Required: MBS Session ID.
Input, Optional: MBS Service Information (as defined in clause 6.14), MBS service area, session state (Active/Inactive), for a broadcast session, MBS FSA ID(s), Area Session ID, indication that the PCF has to be contacted. For multicast, session state (Active/Inactive), multicast session security context.
Output, Required: Result Indication.
Output, Optional: Cause, MBS FSA ID(s).
[bookmark: _Toc114570527]9.1.3.9	Nmbsmf_MBSSession_StatusNotify service operation
Service operation name: Nmbsmf_MBSSession_StatusNotify
Description: This service operation is used by the MB-SMF to notify its consumers about the status change of the MBS session, or for a location dependent MBS session, of the part of the MBS session within a service area.
Input, Required: MBS Session ID, Event ID.
Input, Optional: Event information, Area Session ID.
Output, Required: Result Indication.

* * * * End of changes * * * *

